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Abstract

The Internet of Things (IoT) links numerous diverse devices, enabling a broad range
of automation applications, including smart agriculture, smart home systems, and smart
healthcare solutions, among others. Many classical solutions exist for user privacy, in-
tegrity, confidentiality and mutual authentication. The existing solutions are based on
asymmetric and symmetric cryptographic schemes that are proven to be secure, and
it is still used in many IoT-based applications for encryption. However, wireless com-
munication channels face increasing security threats like data modification, man-in-the-
middle, and Wi-Fi attacks, particularly as [oT becomes more widespread. The encryption
methods need to be improved with the significant advancement of IoT communication.
Classical cryptography establishes shared secret keys which are communicated over an
insecure channel. Therefore, the main challenge is to find a method to distribute secret
keys securely. The Quantum computing-based algorithms such as Shor’s and Grover’s,
however, impose futuristic threats to classical public key and private key infrastructure.
Shor’s algorithm shows concerns about the security of the prime factorization-based cryp-
tographic algorithm. The symmetric key structures, such as ciphers with short key sizes,
hash functions with fixed-sized short hashes, and MAC authentication functions with
short parameters, can be easily broken using Grover’s algorithms. Thus, we need a better
solution to mitigate the effects of both Classical and Quantum attacks.

Inspired by the evolution of cryptographic techniques from classical to Quantum cryp-
tography, we analyzed to understand and adapt to this technological shift. Our focus was
on achieving comprehensive end-to-end security. Secure Key Agreement (KA) and Mu-
tual Authentication (MA) are essential for fortifying the IoT communication framework
against conventional and potential future Quantum attacks. Therefore, in our proposed
work, we aim to identify Quantum-based schemes to develop a Quantum-enabled IoT
communication cryptosystem that can resist classical and Quantum attacks.

To achieve the abovementioned framework, we surveyed the 5G-enabled IoT commu-



nication framework. The existing attacks and classical cryptography-based solutions are
also analysed. We investigated Quantum Computing and its impact on existing classi-
cal cryptographic schemes. We also examined the Quantum cryptography-based secure
key distribution method in the survey. Our work also provides a comparative analysis of
Quantum-based schemes with classical cryptographic measures.

To safeguard IoT communication against unauthorized access, it is inevitable to de-
velop a security protocol that ensures the secrecy of keys and mutual authentication.
Therefore, we designed a Novel Quantum Authentication and Key Agreement (QAKA)
protocol that provides unconditional security against any classical and futuristic Quan-
tum threats. In QAKA, each protocol ensures secure Key Agreement (KA) and Mutual
Authentication (MA) based on Quantum hashing with Quantum Passwords (QP) and
Quantum Key Distribution (QKD). The proposed scheme utilizes Quantum Teleporta-
tion and Greenberger-Horne-Zeilinger (GHZ) states for secure data transfer among en-
tities. The proposed protocol is compared with the related protocols regarding various
security features such as replay attacks, Man—in—-middle attacks and futuristic Quantum
attacks. The proposed protocol is implemented on IBM Quantum Experience (IQE), and
simulation experiments have been performed for the designed protocol on Automated
Validation of Internet Security Protocols and Applications (AVISPA). The performance
of the proposed protocol is presented, revealing superior efficacy when juxtaposed with
classical authentication schemes and Quantum protocols.

IoT-based healthcare systems are popular due to their ability to collect patient data
and provide medical assistance. Therefore, for a secure IoT-based healthcare framework,
a Quantum-based secure cryptosystem using mutual authentication for healthcare (QS-
MAH) protocol is proposed. It ensures secure Key Agreement (KA) and Mutual Authen-
tication (MA) based on Quantum Cryptography. For secure data transmission, QSMAH
utilizes Quantum Teleportation and Greenberger—-Horne—Zeilinger (GHZ) states. Modi-
fied Quantum Key Distribution (QKD) is proposed for secure communication in QSMAH.
The proposed protocol is implemented on IBM Quantum Experience (IQE), and simula-

tion experiments have been performed for the designed protocol on Automated Validation

vi



of Internet Security Protocols and Applications (AVISPA).To prove the goal of our pro-
tocol, BAN logic is applied. The results reflect that QSMAH is also resistant to classical
attacks and futuristic Quantum attacks on cryptographic schemes.

The comparative analysis of the proposed schemes with existing state-of-the-art solu-
tions is presented in the thesis work. The performance of the proposed model is validated
by considering the total number of hash operations, messages exchanged, the number of
entities involved and sacrificed Qubits. The results indicate that the proposed platform
with Quantum Key Distribution(QKD) and Greenberger-Horne-Zeilinger(GHZ) states is

promising for securing resource-constrained IoT devices.
Keywords: Quantum Cryptography, Mutual Authentication, Internet of Things (IoT),

Greenberger-Horne-Zeilinger(GHZ) state, Quantum Key Distribution (QKD), Quantum

Teleportation.
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Chapter 1

INTRODUCTION

1.1 Internet of Things(IoT)

The rapid development of a new computing era termed the Internet of Things (IoT) has
been the most advanced technological evolution. The IoT is an interconnected network
of Sensors, Objects, and Gateways, giving [oT eloquent importance. The real-time in-
formation collected from sensors is processed through the gateway and communicated
to clouds to facilitate users’ decision-making. The IoT emergence has supported het-
erogeneous applications such as intelligent cities, green IoT-based agriculture, industry
4.0, E-healthcare, smart drones, smart vehicles, etc. The open nature of IoT systems
makes the entire communication vulnerable to different security and privacy-related at-
tacks. In such an environment, the attackers can execute active and passive attacks such
as eavesdropping, insider, user impersonation attacks, GWN bypassing, traffic analysis,
etc. Safeguarding sensitive data from smart applications against cyber threats is im-
perative. The current security infrastructure on the Internet is built upon asymmetric
techniques[I]. Examples of such techniques include RSA and ECC, as discussed by [2],
which rely on solving problems like integer factorization and discrete logarithms. This
cryptographic approach is also applicable in securing Internet of Things (IoT) systems,
as elucidated in recent overviews such as the one by[3]. Notably, networking protocols in
[0T, like IEEE 802.15.4 and CoAP, incorporate security measures such as the Advanced
Encryption Standard (AES), Elliptic Curve Cryptography (ECC), Elliptic Curve Digital
Signature Algorithm (ECDSA), and Elliptic Curve Diffie-Hellman (ECDH). However, as
per analysis[4, [5], these classical cryptographic schemes suffer from Man-in-the-Middle
attacks, forgery attacks, replay attacks, insider attacks and sensor node impersonation
attacks, etc. These classical cryptographic schemes must ensure basic security services
such as mutual authentication, data confidentiality, integrity, non-repudiation and access
control. The major difficulty is the resource-constrained architecture of IoT. IoT combines
a heterogeneous collection of different technologies, devices and services with different se-
curity requirements. [oT devices are usually limited to memory and processing power.
Some IoT devices have integration capabilities with large numbers of nodes leading to
serious security issues. Hence, there is a need to formulate a security strategy tailored
to suit all constrained environments within the Internet of Things (IoT).In addition, the
evolutions of IoT communication from each sector, such as industrial or consumer, de-
mand high security to protect their IoT devices from intrusion. In the next sections, loT
architecture security concerns,5G-enabled IoT, and IoT-based smart applications. The
discussion revolves around Quantum Computing and its effect on the security of IoT.
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Figure 1.1: Layered Architecture of IoT

1.2 Architecture of the Internet of Things(IoT)

Inventive applications like smart agriculture, intelligent cities, and innovative healthcare
have propelled the progress of IoT-enabled communication. The IoT devices that support
these applications transmit vast amounts of data in many different environments. The
advancement in IoT applications increases cyber-attacks. It also poses threats to user
privacy and confidentiality. The main security challenges concerning the IoT environ-
ment are authentication, integrity, authorization and trust management. Major security
concerns encountered in IoT layered architecture[6], as represented in Figure

1.2.1 Sensor Layer

This layer comprises intelligent smoke detection, temperature sensors and smart sensors
for communicating with the network layer. The various sensors at this layer sense data
from the environment to provide application decision-making capability. Therefore, au-
thentication at this layer is important. It ensures that the data from a legitimate sensor
node can be passed to the other layer for processing. Major sensor layer security issues
that can be under this layer are as follows][7]:

a. Booting Attacks: such attacks occur because the inbuilt security process is not



enabled during the booting process. Due to this, the edge devices became vulnerable,
and the attackers may try to exploit this vulnerability. In most common cases, the
attacker attacks the node devices when restarted. Thus, it is essential to secure edge
devices during sleep-wake cycles.

b. Sleep Deprivation Attacks: In these scenarios, attackers attempt to deplete the
energy of low-powered IoT edge devices by executing numerous loops with malicious
code. Consequently, these nodes, now depleted, will disrupt services within the IoT
application, leading to the presence of inactive nodes.

c. Eavesdropping and Interference: The assailants could seize the data and obtain
confidential information during phases like data exchange or authentication due to
the deployment of IoT in an open environment.

1.2.2 Network Layer

Within the IoT network stratum, technological accelerants involve low-energy expansive
area networks (LPWAN). These LPWAN technologies, including IoT enablers, are instru-
mental in connecting crucial IoT applications. Nevertheless, significant security challenges
arise at this layer during the transmission of information from the lower layer to the pro-
cessing unit for further processing:

a. Phishing Attacks: If the user’s credentials are breached, the IoT framework
becomes susceptible to cyber threats. Such attacks usually occur when users try to
access web pages.

b. DoS / DDoS Attacks: IoT applications also deal with this attack. The assailant
overwhelms the target with numerous undesirable queries, which hinders the desti-
nation server. These unwanted requests disrupt services used by genuine users.

c. Access Attacks: In the foreseeable future, there will be rapid growth in IoT-
enabled devices that continuously receive and transfer useful information. Data be-
comes highly vulnerable to access attacks in this environment, also called advanced
persistent attacks (APT). This attack occurs when an intruder steals valuable in-
formation rather than causing damage to the network.

1.2.3 Middleware Layer

In this layer, essential components encompass persistent data storage, system queuing,
machine learning, and more. Given the substantial volume of data generated by IoT,
ensuring its security is imperative. Moreover, while offering diverse functionalities, this
layer also introduces vulnerabilities to various attacks, including:

a. Man-in-the-Middle Attacks: If there is an adversary in the middle of the com-
munication channel. Then they may control the communication process. In this
attack, the entire process is done without any knowledge of the clients.

b. Signature Wrapping Attacks: The entire attack is performed by decrypting the
signature algorithm. One popular attempt has been made on XML signatures. Tak-
ing advantage of vulnerabilities in the Simple Object Access Protocol, the attacker
can either execute or alter eavesdropped messages.



1.2.4 Application Layer

Authentication is the prominent issue at this layer. The application permits access to
the communication channel exclusively for authorized users. However, the security at
this layer is complex because, in many applications, access is not limited to single users,
for example, smart homes. These applications offer services to end-users. Noteworthy
security challenges encountered include:

a. Data Breaches: In IoT-based communication, much Sensor Node-generated data
are transient for decision making. These green-loT-based applications are for the
betterment of society. However, data privacy threats become bottlenecks for futur-
istic applications.

b. Access Control Attacks: Only legitimate users should have exclusive access to
the account. An access control attack occurs when unauthorized entities gain entry
to the data or account, exposing the entire vulnerability of the IoT application.

c. Service Interruption Attacks: This attack makes the communication network
artificially too busy to respond, similar to DDoS. As a result, [oT applications deny
many authorized users from performing any task.

1.3 5G-enabled Internet of Things

5G wireless technology is transforming and revolutionising every aspect of the future
communication system. 5G technology is revolutionizing the global world with high-
quality and quantity of data rates. As depicted in Figure[1.2] IoT using 5G infrastructure
supports massive ultra-reliable Machine to Machine interactions, Device to Everything
(D2E), Vehicle to Infrastructure(V2I) and Vehicle Pedestrian(V2P) to access real-time
data. The 5G provides users with many benefits, such as high-speed data transfer and
low latency, which enable users to gather critical information anytime and anywhere.

5G will open up newer possibilities in enabling intelligent devices to fulfil the enor-
mous demand for futuristic [oT frameworks. Moreover, the 5G—-IoT communication net-
work will be faster, with more connecting devices supported in heterogeneous network
environments[§]. According to Gartner[9], almost 57% of organizations are working on
5G to drive IoT Communication. 5G will aid IoT applications such as intelligent agri-
culture, intelligent environments, securities and emergencies. It is possible because of
the improved latency and bandwidth. These applications will ride on the top of the 5G
network, requiring more security to lock down the new devices and connections. [oT is an
encouraging innovation to understand the perspective of associated living. The futuristic
smart innovation of IoT supports many applications such as intelligent homes, intelligent
e-health care sector, smart green loT-based agriculture and smart industries [10].

The 3rd Generation Partnership Project (3GPP)[II] proposed 5G standards for Au-
thentication and Key Agreement (5G-AKA). Such standards were proposed for future
Narrow-Band Internet of Things (NB-IoT'), which has evolved from traditional Long Time
Evolution (LTE) Technology. Consequently, NB-IoT has been used in various applica-
tion areas like smart agriculture, parking, asset tracking, remote meter reading, etc.[12].
The 5G connectivity pledged to provide high data speeds in the multi-Gbps range, along
with Minimal delay and extensive network connectivity. The main issues associated with
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5G radio access technology must be addressed, such as massive growth in connected de-
vices and data traffic. 5G services can be categorized based on the connected services
offered[13]:

(a)

(b)

Enhanced Mobile Broadband (eMBB): 5G mobile technology can usher in
new fascinating experiences by providing XR as the immersive experiences, with
seamless connectivity of 5G and use of cloud services.

Mission-Critical Communication: Such technology can provide services like
vehicle-to-vehicle communication (V2V) and factory automation, providing high
reliability and low latency.

Massive Machine Type Communication (mMTC): This massive variety of
interconnected devices. 5G enable a wide range of connectivity and coverage. It
also connects low-cost battery-powered sensors, actuators, trackers, and wearables.

Ultra-Reliable low latency communication (URLLC): This is system-centric,
focusing on reliability and latency. The education sector could create virtual reality
(VR)- -supported distance learning opportunities. 5G could allow doctors to squint
into a patient’s body using ultra-high-resolution imaging without cutting them in
medical applications.

Therefore, current generations will be enhanced by transitioning to the next generation:
5G. Figure represents specific 5G benefits that are required to be able to serve various
smart devices and applications. It also represents the future high-performance targets as
per International Mobile Telecommunications (IMT-2020) that 5G aims to achieve:

5G networks provide benefits to future IoT connectivity in comparison to 4G networks
as discussed below[14]:

Compared to the 4G /LTE network, a 100 times faster data rate is supported by 5G
to support futuristic loT applications.

Currently, 4G supports a 100-150 Mb/s data rate; however, 5G provides approxi-
mately 10-32 Gb/s.

Previously, in 4G, high latency issues arose in cloud computing; however, 5G asso-
ciated with Fog computing (FC) reduces end-to-end (E2E) latency.

The accessibility of D2D communication is increased due to 5G, as it enhances the
battery power life by almost ten times.

4G supports low bandwidth, approximately 10 MHz; however, 5G supports higher
bandwidth, approximately 60 GHz.

The three essential requirements for the physical design of NR are:

1.

Waveforms, Numerology and Frame Structure

NR waveform and numerology should be created by considering various link types.
To support D2D communication, it provides uplink (UL), downlink (DL), sidelink
and backhaul. It also provides support for vehicle-to-everything (V2X) communica-
tion. For waveform, numerology, frame structure, efficient time and frequency utili-
sation are necessary. As per 3GPP, 5G Orthogonal Frequency division multiplexing
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(OFDM) technology[8] has been introduced to support high spectral efficiency. This
technology is proposed to meet high data rate requirements.

. Millimeter-wave

Millimeter-wave (mm-Wave) provide multi-gigabit communication services. It in-
cludes services such as high-definition television (HDTV) and ultra-high-definition
video (UHDV)[I5]. The huge bandwidth band from approximately 30 to 300 GHz
has been supported by mm-Wave. Moreover, due to the continuous demand for mo-
bile traffic, there is often a contradiction between spectrum shortage and capacity
requirements. The tremendous spectrum provided to the fifth generation to fulfil the
data demand of users of mm-Wave bands. Table [LL1] shows the difference between
channel characterization of Line of Sight (LOC) and Non-Line of Sight (NLOC)[16].

Table 1.1: mm-wave propagation characteristics and applications in different frequency

bands.
Frequency | Path Loss Rain Avplications
Band(GHz) | Exponent Attenuation PP
Line of Non-Line of 25
Sight(LOC) | Sight(NLOC) | > ™™/ B(Ab) Np b
28 1.8-1.9 4.5-4.6 0.18 0.9 In-Band backhaul
38 1.9-2.0 2.7-3.8 0.26 1.4 Access and backhaul
HD video; access,
backhaul and
60 2.23 4.19 0.44 2 DID: wplink
channel access
73 2 2.45-2.69 0.6 2.4 Multimedia
3. Massive Multiple-Input and Multiple-Output (MIMO)

It is utilized by 5G mm-Wave and provides high throughput and frequency reused
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over a small distance, allowing efficient spectrum use. It increases cellular capacity
and coverage by using many antennas.5G is specifically designed to support massive
MIMO[I2], using up to 256 antenna elements in the base station, limiting fitting
antennas inside a mobile device. Therefore, MIMO enables intelligent beamforming,
beam tracking and beam steering in spectrum bands under 6 GHz. It also enables
a 5G mm-wave network to deliver high capacity and efficiency.

1.3.1 Recent Trends in 5G-enabled Internet of Things

In recent years, the increased spectrum of 5G has boosted the connection of many IoT
devices[17]. Covering various manufacturers, industries, and consumer applications into
a single model requires extensive network and standardization. However, 12 leading com-
panies had already laid the foundation for 5G to boost automation and networking. The
major players in the 5G-enabled IoT industry and their contributions towards implement-
ing 5G-enabled 10T for the betterment of society are depicted in Table

Table 1.2: Major industries in the 5G IoT industry

'Resear(fh Contributions
industries
Research on 5G technology was started by Samsung in 2011. Consider the company now one of the 5G domain leaders. Compared
to current 4G network[8]. 5G provides data transmission several hundred times faster. Samsung provides an extensive
contribution to the IoT platform. It lets users control home appliances like ACs, refrigerators, washing
Samsung machines, etc. Some of the key developments of Samsung towards the 5G era:
They developed a breakthrough in the 5G -ready antenna. and power amplifier technologies
Samsung’s Galaxy Watches with biometric sensors, military, heavy manufacturing, mining, etc., are future 5G applications
that provide numerous IT solutions.
Huawei realized recent advancements in the digital transformation of ICT network infrastructure. Therefore, investing a lot of
. amount into research focus on 5G wireless networks. The company is also patenting Key technologies. Some of the list
Huawei o . . .
activities of Huawei in the 5G domain:
Provided intelligent Dual-Link features and ultra-high-speed broadband.
Qualcomm R&D includes mm-wave antenna technology. The company also leads the overall 5G chipmaker and leads the 5G
spectrum. Qualcomm is also progressing in designing and standardizing the new 5G, NR unified air interface.
Qualcomm | Key contributions towards 5G-enabled IoT:
5G new radio standards outdoor and multi-carrier aggregation boost signals into the Gbps range.
They also contribute to cloud analytics virtualized core network functions.
Recently, Nokia realized the need to provide robust network coverage with reduced cost. It also delivered:
Nokia End-to-End network slicing functionality
The fastest 5G speeds were achieved using the over-the-air (OTA) network.
NEC Their target is to do modifications in the industry according to the changing needs of organizations:
B . They worked on the automation of the construction company.
corporation N . R - :
They devised a facial recognition demo system.
Cisco some developments made by the company:
y The company introduced a 5G security architecture.
Systems . N X . .
Support 5G services, infrastructure and automation.
LG builds products that utilize the 5G networks rather than only deploying 5G networks. Some of the research work actively
LG done by LG are:
For an application such as in-vehicle infotainment specially designed for connected cars, LG announced an agreement with
chipmaker Qualcomm.
As the company is proficient in the domain of 5G, many other big famous companies joined with Ericsson. Some of the research
. activities done by the company are listed as follows:
Ericsson . . .
Ericsson did the first 5Gdemonstration.
The company is involved in almost all areas to make 5G a global standard for next-generation wireless technology.
ZTE and its series solution propose the Pre5G concept.Key contributions by the company are:
ZTE 5G new Radio air interface protocol proposed by ZTE.
Corporation | The company worked on applications requiring a 60 MHz spectrum, such as gigabit Ethernet without fibre connectivity, cloud XR,
Autonomous driving and remote surgery.
Verizon For 5G deployment to the world, it provides smart policies. In the 5G race, some of the contributions made by Verizon are:
In four cities in late 2018, the company launched its 5G broadband internet.
The company contributes not only to smartphones but also to other content such as:
Orange . .
Automated refrigerators, cars and augmented reality.

1.4 Smart Applications in Internet of Things

Deploying IoT applications poses challenges because of diverse environments and devices
with limited resources. These applications must confront significant issues, including



security and privacy concerns, both at the network and device levels, as emphasized by
Li et al. in their work on 5G[9]. The subsequent sections delve into specific applications
and the associated threats they encounter.

1.4.1 Smart Homes

A smart home embodies a technologically upgraded living environment, aiming to provide
inhabitants with better standards of life. In the anticipated 5G-enabled IoT communica-
tion network of the future, billions of diverse devices are envisioned to be interconnected
and engaged in mutual communication [I8]. In an intelligent home environment, all con-
nected devices increase malicious attacks[19]. The types of possible attacks and their
possible countermeasures proposed by various authors are shown in Table[I.3] The Smart
home attacks can be classified under two main categories:

Table 1.3: Security attacks and possible countermeasures in smart homes.

Security Attacks Countermeasures Ref.
Intrusion detection | Primary and Secondary access points in a home using different sensors | [20]

Replay attack Symmetric key cryptography [21]
Identity Protection XOR and hash function [22]

Passive attacks-It includes an eavesdropping attack without the consent of the com-

municating parties. The unauthorized interception of ongoing communication and traffic
analysis are passive attacks. Hence, useful information from the adversary can be deduced
by monitoring data traffic patterns. Such attacks do not modify data but learn useful
information.
Active attacks- Such attacks modify user data. It includes masquerading attacks when
an adversary pretends to be an authorized entity to gain special privileges. It also in-
cludes an attack such as replay in which an unauthorized person retransmits an originally
captured message to produce an unauthorized effect.

1.4.2 Smart Farming

The latest progress in IoT technologies powered by 5G has transformed the strategies
employed in smart agriculture. For example, preserving the privacy of IoT data aggre-
gation has become crucial to safeguard the confidentiality of farmers’ information while
ensuring its availability[23]. Additionally, the agriculture sector, due to heterogeneous,
internet-connected devices enabled by 5G IoT, has been exposed to potential cyber-attacks
categorized as:

e Data attacks: include false data injection, insider and cloud data leakage and
misinformation attacks.

e Networking and equipment attacks: side-channel, botnet, malware injection,
DoS and radio frequency jamming.

e Supply chain attacks: includes third-party attacks and data fabrication attacks.

Many authors proposed different types of countermeasures for the attacks on smart agri-
culture sector, as represented in Table



Table 1.4: Smart agriculture possible attacks and countermeasures

Security Attacks Countermeasures Ref.
Replay Feature-based biometric, Timestamp, pairing-based cryptography, hash functions. [24]
Masquerade Physiological-based biometric, hashing functions, ECC, and pairing- cryptography. | [25] 26]
Tracing Random numbers in commitments. 27)
Man-in-the-middle Homomorphic encryption and hash functions: data aggregation schemes 28]

1.4.3 E-Healthcare

The weaknesses of previous networks, ultra-low latency, high density, high bandwidth,
high reliability, and high energy efficiency[17] are expected to be overcome by 5G. Due
to advancements in technology, it supports E-healthcare applications [29]. Furthermore,
wearable devices will facilitate conversations with doctors based on their data to alert
those in the wider population if any health anomalies are detected [30]. 5G-enabled IoT
supports real-time monitoring systems, necessary alerts and connectivity. Such devices
help healthcare professionals be informed and ready during emergencies such as COVID-
19, which can ultimately save many lives. Due to wireless connectivity, these systems are
susceptible to security risks from unauthorized individuals. Descriptions of certain risks
affecting e-healthcare systems include[20]:

e Denial of Service- The attacker tries to access secret patient data without au-
thentication or permission.

e Fingerprint and Timing-based Snooping - In this scenario, the intruder tries
to access information during data transient between sensors and from the sensor to
a private user location. An intruder can disrupt a patient’s health conditions by
accessing such information.

e Router attack- As routing allows data to be delivered remotely and encourages
network versatility, e-healthcare systems require data to be delivered securely and
protect user identity. Extensive focus has been directed towards research in this
domain, leading to developing multiple defence strategies against diverse healthcare
sector threats. Several of these countermeasures are outlined in the Table [LAl

Table 1.5: E-Health care possible attacks and countermeasures

Attacks Countermeasures Ref
Cross-Site Scripting (XSS) attack | Flirting method to prevent XSS attack. 31][32]
Machine learning-based XSS detection system. o1 133)
SQL Injection Attack Filtering all user input, data sanitization and ignoring creating SQL queries with user data. | [31][34]
Tokenizing-comparing model 35)
DDoS attack Healthcare environment - Traceback technique 36)
Path-based DoS Attack Anti-Reply protection and packet authentication 37)
Data access attack Game-theoretic model 38]

1.4.4 Industrial IoT (IIoT)

Industry 4.0, IoT will offer unceasing connectivity and standard communication protocol
solutions to existing industrial systems[39]. Therefore, it provides promising transforma-
tion to existing IIoT problems. IIoT is applied in automobile manufacturing, engineer-
ing machinery, refrigeration equipment, metal smelting, etc. The I1oT creates a strong
requirement to safeguard important industrial applications from cybersecurity attacks.
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Some of the possible attacks in IIoT are[36]: Masquerade, Virus, Trojan Horse, Worms,
Cinderella, and Fragmentation. Table shows some existing countermeasures for secu-
rity threats in the IToT framework.

Table 1.6: Attacks on IIoT and Possible Countermeasures

Cyber Threats Countermeasures Ref
Phishing attacks Early analysis of phishing attacks and PHONEY for auto-detection. 40
Intelligence Web Application Firewall (IWAF). 1T1]
Botnets Detection 42)
Ransomware attacks Futuristic firewalls - ameliorate traffic filtering capabilities. 43
proposed application-specific machine learning algorithms. 44|
Intrusion detection system 45]
Jamming DoS attacks | Data diversion to alternative routes 406)
Collision attacks FHSS | The frequency-hopping spread spectrum (FHSS) is utilized to alleviate the interference. 47
Data transfor attacks Data encryption techniques s
Datagram transport compressed protocol. N
. Artificial intelligence (AI) and real-time intelligence, self-adapting supply chain systems using machine | [49
Supply Chain Attacks Learning (ML) bfor pre(:dic)tive cyber risk analyt?cs. prne SR ¢ {501

1.4.5 Smart Transportation
1.4.5.1 Vehicle Telematics

The field of Automotive and Transportation (A and T) already encompasses vehicle diag-
nostics, location tracking, and telematics applications. These applications support non-
real-time data. However, real-time information about the situation and performance of
the vehicle could easily be collected using 5G. Due to its enhanced speed and low la-
tency, future applications can collect driver behaviour and validate the delivery of more
state-of-the-art services.

1.4.5.2 Vehicle Infotainment

It is one of the futuristic applications that boosts the use of 5G. Some examples of the
services offered by vehicle infotainment are in-car retail and marketing, AR/VR-based
navigation systems and entertainment services. It additionally facilitates its utilization
of external payment services like fuel payments. In the case of autonomous vehicles such
as V2X communication, it is complex to ensure targeted functionality. Nonetheless, as a
result of diverse connectivity, these applications could also be susceptible to the security

risks listed in Table as:

Table 1.7: Attacks on smart transportation and countermeasures.

Security Attacks Countermeasures Ref
Sybil attack Cryptographic solutions [51]
Falsified entities attack Authentication [52]
Replication attack Key Management [53]
Jamming attack Anti-Jamming Techniques [51]
Wormbhole attack Restriction on Packet transmission distance | [54]
Jamming attack Detection of malicious component [51]

11
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1.5 Quantum Computing

Quantum information and computing were introduced by the famous American theoretical
physicist Feynman[55] in the 1980s. However, the field gained attention after the article
‘Simulating Physics with Computers[53]. Even before that, in the late 1960s, Stephen
J. Wiesner[54] started work on Quantum cryptosystems. Later, Charles H. Bennet and
Gilles Brassard[56] did the practical implementation of Quantum computing-based proto-
cols in 1984. They examined the principles of Quantum physics and information theory,
leading to the creation of Quantum Computing. They proposed their first protocol based
on Quantum mechanics known as BB84[57]. Figure represents remarkable progress
in Quantum computing and information. It represents the significant work done by re-
searchers in Quantum computing, starting from the famous Heisenberg uncertainty prin-
ciple towards the Post-Quantum cryptography era.

The IoT applications include intelligent cities, [oT-based green agriculture, E-healthcare,
UAV, and many more. The advancement of these applications connects many IoT devices
by using the internet. However, Quantum algorithms jeopardized the security of classical
security protocols[52] based on mathematical structures. An emerging paradigm of Quan-
tum information and computing has created an unsafe environment for the current security
algorithms, which are extensively utilized to secure the IoT communication framework.
Therefore, Quantum techniques are required to provide security to current and futuristic
[oT devices. These techniques must be implemented to solve security breaches. In the
next subsections, Quantum Computing fundamentals are discussed.

1.5.1 Qubits

A bit in classical computing is in the form of 0,1, representing a unit of information. In
Quantum Computing, qubits are used to represent Quantum information. Qubits are the
Quantum version of a bit; they can take the value |0 > and |1 > or a linear combination
of both; the idea is known as superposition. A collection of n qubits can simultaneously
be in an arbitrary superposition of up to 2" different states. The superposition allows
Quantum states to be indeterminate. Qubits are represented on the Bloch sphere. Math-
ematically, qubits are represented by a vector of length one in a two-dimensional complex
vector space. The state vector in Quantum needs to be normalized as < ¥|¢) >=1. Thus
if [p >=al0 >+8|1 > then [a|® + ||8]|> = 1 Quantum Qubits are single qubit |0 >=

((1)) and |1 >= (1) however, the multi-Qubit system can be generated using the tensor

product as in Eq{l.1
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Figure 1.5: A Quantum Circuit. The 3 — Qubit state (]0)]0)|0)) using Quantum gates
transformed into the final Quantum output state as |1;) (f: final state).
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1.5.2 Quantum Gates

Quantum transformation describes the mapping from the state space of a Quantum system
to itself. The random transformation of a Quantum system is not possible. The linear
transformations of the vector space describe these transformations as E|L.2}

Ulai|thr).c) = caa U} + oovcxUlibn) (1.2)

In Quantum Computing, qubits can be manipulated using Quantum gates. The Quan-
tum gate, when applied to the Quantum state, will transform that state unitarily up until
the point at which a measurement is made. As represented in Figure the measurement
on a computational basis provides the circuit output.

Quantum gates are single and multi-qubits, as represented in Tabldl.§l The single
qubit transformation of gates is as follows:

1. X-Gate
This gate is also called a negation gate. The X-Gate is utilized for single-qubit
operations and can be used to flip the input state: 0,]0)to|1) and from o,|1)t0|0).

2. Y-Gate
The Y-Gate performs the bit-flip operation like the X-Gate when the qubit is not in
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Figure 1.6: Particle-Wave Duality

superposition. However, when the qubit is in superposition, the Y-Gate performs a
phase flip. Therefore, Y-Gate flips the phase from +1to — 1 or —1to + 1.

3. Z-Gate
This gate is also referred to as the phase gate and is used to change the phase of
the state. The Z-Gate gate without superposition will remain in the same state
0.]0) = |0) However, with superposition, the Z-Gate behaves like a phase gate and
convert o,|1) = —[1).

4. Controlled NOT (CNOT) Gate
CNOT-Gate is a multi-quit gate called the Feynman gate. These gates are used for
generating entangled states. Two input states represent the CNOT-Gate; the first
control and second target qubit. If the first qubit is |1), it will flip its state.

5. Controlled Controlled-NOT (CCNOT) Gate
CCNOT-Gate is a multi-qubit gate called, also called Toffoli gate. The Toffoli gate
is based on dual controlled conditions. A Toffoli gate takes two input qubits and
flips the value of the resulting qubit if the two input qubits hold a value of 1.

1.5.3 Wave Function

The Quantum state representation (Wave)is mathematically described as W The wave
defines the characteristics of a particle. The principle is based on Particle-Wave Duality.
This probability is proportional to the value of 2. Electrons move somewhere in the
waveform area, which we do not know exactly about particles. However, what we know
is only about probabilities. Certain mathematical operations are then applied to such
a form of a particle, due to which, even if an adversary tries to copy data, it becomes
impossible. The experiment that confirms the particle Wave duality is the Double-slit
experiment[58]. Figure represents the probability distribution of electrons. The high
and low probability represents the value of the wave function of a particle at a given point
of space and time is related to the likelihood of the particle’s being there at the time.

14



1qne) ﬁA oH_ o= ﬁ: AA ﬁ: o< o: 1no 1000 URWIUAD]
oN oN e <10l <10l *< 00} =< 00 | ) e 0T 00 0
. Q=quoyr=rj| - 00710 LOND
:ndinQ < ndug 00 0 T
<Tlym-2=<TIL L o .
SOX ON o[8uIS ‘< 0] =< 0|1 mdmo | -1 aay [V P b v/ N
‘< 1| pue < o] :andug
‘ Hoo
s0% ON opng | < My 2 =< T L0l =< 0L ) o [ Oyl L
: mdinQ < 1] pue < (| :andug : 0 I N
‘ Hoo
sox oN g | < 1 =TS <01 008 qay [ V)= S
: mdinQ < 1] pue < ¢ synduy | 0 1 z }
[ 0]
<TIle+<1] 8 4o : 0T
SOX ON orsurg < 0| << 0|s mdmnQ | -11D AV [ /e 0 | = @ S
‘< 1| pue < (] :nduy 0 1
N N o B}
s oN opmg | <ot P s N0 |y [N —n H
L < 1| pue < | :ndug I 1
4O
< I|g— < 0|0 =< ¢| :ndmp . I— 0
) 0 olsur -1t =
2N N IS < 1lg+ < o auduy | 10 AAV [y 1172 Z
1o
<10+ <olg =< ¢| snding . 01
0 0 orsur -I1 =
N N 7S < 1lg+ < oo =< ¢| sndup | O AAV 7 pl=X X
S0y nano one uoryejuosoxdoyy sojen)
UOI)e10Y [9[QISIDAY -1 MIA uorjejuasardad 9je}s juasarday] : - wmyend
[esIsATU ) /o13u1g JMOIIY) LRIAL

sejer) wnjuen) syqune) oduny pue o[sulg Q1 9[qe],

15



0T 1T T 1T ]|
< O1T] < T11] ‘< 101| << 1071/ I TT1T0TT
‘< T110| << 100| ‘< 1TT| =< 01T| 10T 10T
nqndy |, ﬁ 4100
ox ox -zﬂ:m < 001] < o01| < o10] =< 010 |\ Lo [0 0 T 0 0 HoRY
. '< 100] =< 100] “< 000[ =< 000| | I T0TTO HoroL
2=0TA) [ = qe J] 0T 00TO .
andinQ < ndug 1007100
00000 O]
nand < @9l = (< 9l@ < ql)'n o % w m m
ON ON My | =< ¢ ‘@ffn ondmQ « andu | -1) AV 0100 dVMS
000 T
T T T1T1TT
< TTT] =< T11] ‘< 10T| << 011] 10T 0TI
e ‘< OTT] << 10T] ‘< 00T| << 00T/ o 0T T TO0TI UB[poL]
oN sox gy | < Ol < 110} < oto =< ot0] | ;0 oo 007100 0
. < 100| << 100 ‘< 000] <=<000| | T T0TTO VAL
5 pue q dems uoyy T = gD JI 0T 0O0TO
andinQ < ndug 100TO0O0
0000000
so3es nand uone uorjejuasaadoy] sajen)
Qomﬁwuqm @—ﬁ:w.mwxrw\m AG—.DE Qomﬁwwﬂwmwhﬁmwh @u.mn-m wﬁ@@@hmﬁ@\m X117e Esuﬁﬂwﬂg
[esIaAIuU) /o13u1g NOII) FAEIN

16



1.5.4 Heisenberg Uncertainty Principle

The main logic behind this is a wave function that contains all of the positions of the
moment of the electron. It will give us probability distribution; electrons always exist in
different places with different probabilities for a specific wave. The probabilities create
uncertainty in the Quantum system. Due to uncertainty, measuring a particle’s position
and momentum is impossible. Measurement creates a disturbance in the Quantum sys-
tem. Therefore, the uncertainty principle is useful for Quantum Computing. It protects
user data and communication networks from eavesdropping attacks[59]. Furthermore,
multiplying the errors (represented as the delta in front of X and P) in the observation of
these points has to give a value greater than or equal to half of a constant called ”"h-bar”

as in EqL.3
AXAP > L (1.3)

A
X is the position operator, P is the photon’s momentum, and & is the plank’s constant.

1.5.5 No Cloning Theorem

In 1982, Wootters, Zurek, and Dieks(WZD)[59] theoretically stated that there are only
two ways to manipulate the composite system. One is through observation, and the other
is by controlling the Hamiltonian of the system. The No-cloning theorem provides the
safety of data transient in between the sensor node and GWNJ[60]. Due to No-cloning, an
authenticated user will likely detect any disturbance in the Quantum system.

Suppose an exact Quantum state can be cloned. In that case, an eavesdropper could
tap a Quantum channel, forward perfect copies of the qubits to the intended recipient,
and examine the important information. Such exact Quantum copying is impossible.
Figure[I.7]depicts the diagrammatic representation of the cloning of an arbitrary Quantum
state[61]. The universal Quantum cloning machine, Uge On an arbitrary pure state as

in EqT4]

UC one
[¥)al0)p =

V) 4l0)5 (1.4)

Here, the first particle (A) starting state is |¢)) and the second particle (B) starting state
is |0) as in EqJI.4l Considering an arbitrary state [¢)) = a|0) 4 5|1).

The target is to determine whether the clone of the Quantum state is possible or not,
as in E If cloning changes the state, |¢) is replicated on particle B. However, the
results in EqJL.6] show that the states are not the same.

2

(IP)a @10)) = |)al¥) 5 (1.5)

L.H.S QG([¢)4 ® [0)p) = QG(a|00) + B]10))
Therefore,|1)) 4|0) g = «|00) + §|11)
However, RHS: 1) 4|¥) g = a2|00) + a3]01) + af|10) + 2[11)

QG[v0)[0) # [¢¥) an (1.6)

1.5.6 Superposition

Quantum information bit, known as Qubit, is the foundation for Quantum Cryptography[59).
The classical binary bits 0 and 1 in Quantum are called Qubits [62]. Qubits can have a
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Figure 1.8: : Classical information: Bit(Left) and Quantum information: qubit(Right).

value of |0), |1) or any linear combination in between. The entire state is represented by
|t)). The o and (8 are the complex numbers. They represent the probability of being in
state |0) or |1) as in Figure[1.8 The state of the Qubit can be represented as a vector and
a Bloch sphere.The superposition allows us to solve computationally difficult problems
by providing access to many dimensions of working memory that were unavailable to a
classical computer.
Mathematically, Qubit are represented as a linear combination of vectors |0) and |1) in C
as in E(L.7}

4) = al0) + BI1). (L.7)

Two qubits in the superposition state are represented as :C? @ C?
0500’00> +0601|01> +0510|10> —|—0611|11> (18)

Here, a and (8 represent probability amplitude and are complex numbers as represented
in Eq[1.§f These complex numbers must satisfy the normalization conditions: |ago|® +
|1 [* + [eol* + [ [

Through measurement, Qubit collapse to |00),|11),[01) or|10)
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1.5.7 Entanglement

It is a property that makes detecting intruders in network communication easy. When
the simple independent probability multiplication rule does not work in identifying the
exact probability value that means the particles are not independent. They are entangled.
The changes in one state will affect the other state[63]. The local measurement will not
work in entanglement. The only way to compute these bits is by joint operation. Two
Quantum systems interact in such a way as to link both their spatial coordinates in a
certain direction and their linear momenta (in the same direction). The phenomenon of
entanglement creates the possibility of connecting particles widely separated in spaces.
Entanglement is the teleportation feature that happens in composite systems and is ab-
sent in single-state systems[64]. The main concept of teleportation[56] is establishing a
secure communication channel between two parties even without Quantum communica-
tion channels[65]. By utilizing Quantum teleportation, these entangled bits are shared
among communicating parties. Entanglement is also referred to as Bell-states. There
are four of them as in E(L.9] which represent similar entanglements and EqI.10} which
represent different entanglements:

|67) =

(!00} +11);107) = (!00> 11)) (1.9)

%I

[v7) = (|01> +110)); [¥7) = —=(101) — [10)) (1.10)

-
4l 8-

1.5.8 Teleportation

The principle of No-cloning ensures that it is impossible to copy the Quantum state.
Therefore, when one entity wants to send some message to another communicating party,
it uses the process of Quantum Teleportation, as represented in Figure [[.9 Quantum
teleportation is used to share messages between legitimate entities. Both entities use cor-
related (entangled bell) pairs as the connection and transfer mechanism. The message M
is in a pure Quantum state,|¢);= «|0);+/5|1)1, which is unknown to B. Using entangle-
ment sender retains one of her Qubit and sends the other to the receiver. The two-particle
entanglement where the sender correlates with receiver qubits as in EqL.IT}

1
E(|01>23 —[10)93) (1.11)

Here, particles labelled 2 and 3 are entangled; however, particle 1(Message) is not. How-
ever, the three particles entangled system is as in Eqfl1.12}

B11) =

|Yinit) = [¥)1 ® |B11)23 (1.12)
The overall state can be described in Eqf1.13]

[Vinit) 123 = %(|311>12(Oé|0>3 + BI1)3) + | Bor)12(c|0)s — B]1)3)+
|B10)12(|1)3 4 B[0)3) + |Boo)12(x|1)s — B]0)3) (1.13)

Next, the sender measures her part of the Qubit and the message Qubit he wants to
communicate to the receiver. Alice then sends the result of her output measurement as
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Figure 1.9: Quantum entangled state (Left) and resulting Quantum message by applying
Quantum Gates (Right).

two classical bits to BOB as 00,01, 10, 11. Upon receipt, Bob then applies corrective gates
to retrieve the appropriate message outcome [10); = «|0); + 5]|0); The Quantum gates
used by Bob to correct the output state are 00 — No action to be performed; 01 — apply
an X rotation ; 01 — apply an X rotation; 10 — apply a Z rotation;11 — apply Z followed
by X rotation

1.6 Impact of Quantum Computing on Internet of
Things

Although Quantum computing has enormous potential, the field is still in its nascent
age. IBM’s practical implementation of Quantum computers is up to 127 qubits[66], but
its evolution is already threatening cybersecurity. The security structure of IoT is based
upon symmetric[67, 68, 69]and asymmetric[70 [7T] cryptosystems. These cryptographi-
cally secured systems rely on the key distribution method. In the IoT framework, all key
management and distribution are done over an insecure channel. Hence, it is difficult to
identify authorized users. Quantum Computing algorithms hugely impacted the present
security structure of IoT communication systems. Hence, there is an urgency to develop
Quantum-resistant cryptosystems. Figure represents the classification of public and
private key cryptographic algorithms [12]. We have mentioned the impact of Quantum
computing algorithms on these cryptographic schemes. Two Quantum algorithms that
will execute on Quantum Computers|[72] and are theoretically proven to break the security
structure of classical algorithms are:

1.6.1 Shor’s Algorithm

The highly complex integer factorization problem was solved by a famous mathematician
Peter Shor[57]. The author published his work in 1994. His theory is experimentally
demonstrated in Bell Laboratories. Later he showed his contribution to solving the el-
liptic curve discrete logarithm problems. Quantum Computing and algorithms hugely
impacted classical public-key systems. The Diffie-Hellman (DH) key exchange, RSA and
ECC algorithms are not secure with advancements in Quantum Computing and informa-
tion. The algorithms mentioned above are based on the complexity of finding solutions to
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graphic systemsA: Key Pair; B: Key Factor, and C: Quantum Computers impact on these
algorithms.

problems such as integer factorization and discrete logarithms[73]. These systems operate
under the One-Way Function (OWF). These functions had the property that they are
easy to compute one way but difficult another way[55]. However, the Quantum shor’s
algorithm[74]resolved the problem of integer factorization in polynomial time[75]. There-
fore, as soon as Quantum-based Shor’s algorithm is implemented, many cryptographically
secure systems that rely on prime number factorization problems will become insecure. For
example, Quantum Shor’s[57] algorithm gave an approximately 80% probability[74]that
the value of the divisor is a specific number, e.g. 213,432,237,905,197.

1.6.2 Grover’s Algorithm

Complementing Shor’s algorithm[57], the Grover search[76]algorithm affects the security
of algorithms based on symmetric cryptography. It provides significant speedup for many
problems; such as optimisation and factoring large numbers into a product of two prime
numbers. Classically these types of problems are resolved using brute force search.

AES is considered a secure algorithm for IoT-based communication. The algorithm
is based on utilizing a single key for encryption and decryption. Brute force is the most
recent attack on the security of AES cryptosystems. It executes by covering all possible
keys. The complexity of the brute force attack is 2" if the size of the key is n bits[55].
Therefore, until approximately 2030, by considering Non-Quantum compute availability, a
minimum of 112-bit security is considered safe. The famous Grover[49] algorithm speeds
up the process of brute force attack. Hence, we need 256 bits of the key to achieve the
same level of security as the 128-bit key. The futuristic scenario is that a 128-bit key
will offer roughly the same level of security as a 64-bit key today whenever the Quantum
computer is available[73].
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1.7 Quantum Cryptography

Quantum Cryptography exploits Quantum mechanics to perform cryptography[77]. To
interrupt the security of Quantum cryptography-based schemes, one should violate the
Quantum physics laws, which are unworkable. Hence, Quantum Cryptography offers ro-
bust solutions to counter traditional security threats and Quantum attacks on established
cryptographic systems. To achieve high-security framework, Quantum Key Distribu-
tion(QKD) and Greenberger-Horne-Zeilinger states (GHZ) states are discussed as:

1.7.1 Quantum Key Distribution

The strength of the classical cryptography mechanism depends on the key distribution
of secret key (symmetric) and public-key (asymmetric) cryptosystems. However, a prob-
lem with these is that the key transmission over an unreliable channel indicates that a
third party may be on the communication path to intercept the key. Then adversaries
use that secure key to decode secret user messages. Therefore, distributing keys without
compromising the network’s security is challenging. Quantum Key Distribution(QKD)
provide solutions to the above-mentioned issues. The procedure is based on key distri-
bution and not on message encryption. In QKD, two channels Quantum and classical,
are used among communicating parties. The Quantum communication channel is used
for secret key exchange. However, the classical way was used to demonstrate whether the
shared key is distorted or not[78§].

In this process, the photon polarization represents a particular state of a particle,
which corresponds to each bit in a key. These bits are the foundation of Quantum Cryp-
tography. The Quantum Cryptography is the principle of QKD[63]. In QKD, bits are
transmitted using specific polarization angles. The two-bit values |0 > and |1 > are dis-
tinguished using polarization angle, also known as random basis. These bases are used
each time to transfer keys securely. These two bases are more specifically referred to as
rectilinear and diagonal basis. If we consider a rectilinear basis, photons are polarized
at angles 0° or 90°. These photons, in turn, represent bit values 0 or 1, respectively.
However, if the basis is diagonal, photons polarized at angle 45° represent bit 0°, and at
angle 135°, it represents 1. Here, for ease of simplicity, these specific angles 0°, 90°, 45°
and 135° can be written as H and V for horizontal and vertical. The D and A are used
for diagonal and alternate. In polarization basis, the basis H, V is further denoted by +
and D, A by X[79]as represented in Table [1.9]

Table 1.9: QKD random basis and its representation

: Bit val Notati . :
Basis 0 . Value 0 © allon Basis Representation

Rectilinear | 0° 90° H|V +
Diagonal 45° 1 135° | D | A X

However, the popularity of these conventions can be seen in the BB84 Protocol[57],
categorized as the QKD protocol.
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1.7.2 Greenberger-Horne-Zeilinger

An analysis made by Greenberger, Horne, and Zeilinger in 1989 on the entanglement of
more than two particles comes out as Greenberger-Horne-Zeilinger states (GHZ) states[80].
The GHZ states that tracing out only one entity destroys entanglement in the state. The
state ends up in a fully mixed state. These GHZ states maximize entanglement particles
and are therefore referred to as maximally entangled states as in E(1.14]

|0 >E [T >

\GHZ >= 7 > 2 (1.14)

Eq1.14} represents the n-qubits GHZ states shared among n number of entities. In our
proposed protocol, the correlation among three communicating parties sharing the GHZ
states can be expressed as in EqJ1.15;

1
E

These GHZ states could be created by legitimate parties to obtain confidential informa-
tion. It is also used to generate a secret Quantum key.

|V >crz=—=(0>10>10) +]|1>|1>|1>) (1.15)

1.8 Motivation

IoT technology provides many benefits, but it also increases security threats. Classical
Cryptography is not feasible when we want to secure [oT communication. The exist-
ing classical schemes are not designed to resist Quantum attacks. Quantum Computing
has supreme processing power. Quantum Cryptography has attracted many researchers
to provide Quantum-based solutions for future IoT communication. Therefore, there is
a need to find Quantum-based IoT solutions for secure IoT communication. The Key
motivation of our work is as follows:

1. Quantum Computing-based algorithms such as Shor’s and Grover’s algorithms have
already proven that they can break the security of classical cryptographic primitives.

2. Quantum authentication schemes which enable legitimate entities to identify eaves-
dropping in the IoT communication environment need to be identified.

3. The data transfer scheme based on Quantum principles for a secure IoT communi-
cation framework must be implemented.

4. There is a strong need for novel Quantum secure key distribution and mutual au-
thentication framework which covers both Classical and Quantum attacks.

1.9 Research Gaps

This section presents the research gaps identified from the existing literature.

1. One of the main issues with classical cryptography is establishing shared secret keys
communicated over an insecure channel. Therefore, the main challenge is to find a
method to securely distribute secret keys.
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2. Most of the work done previously does not provide a mechanism for detecting the
eavesdropping attack, which is essential for secure IoT communication.

3. Quantum Computing has an impact on mutual authentication protocols which were
based on classical cryptography; hence Quantum, resistant authentication protocols
are required for secure communications.

4. For a secure IoT communication environment, there is a need to adopt and develop
algorithms that are able to resist Classical and Quantum attacks.

5. Further research is also needed to handle the challenges of developing more advanced
algorithms to enable higher-quality data communication and longer transmission
distances for Quantum Computing protocols.

1.10 Research Objectives

The aim of the thesis is to identify solutions for securing loT communication frameworks
from classical and futuristic Quantum attacks. This objective can be achieved on several
levels as follows:

1. To conduct a systematic literature survey on cyber-security issues and Quantum-
based solutions for improving the security of IoT communications.

2. To design a mutual authentication scheme based on Quantum Cryptography.

3. To design a Quantum-Based cryptosystem for secure data transmission by consid-
ering major attacks against IoT applications.

4. To analyze the performance of the Quantum schemes in the resource-constrained
IoT network.

1.11 Contributions

The main contributions towards this thesis have been summarized in the following sub-
sections.

1. QAKA: A Novel Quantum Authentication and Key Agreement (QAKA)
protocol using Quantum Entanglement for Secure Communication among
IoT Devices

This work presents a novel Quantum Authentication and Key Agreement (QAKA)
protocol based on GHZ states and QKD protocol to achieve a secure framework[81] is
presented. The GHZ states can be used to create maximally entangled three-particle
states. These states are generated by splitting Quantum information into two parts.
Due to the characteristic of the maximally entangled photon, the complete particle
is required to reconstruct the original qubit. The secret key is essential within a
communication network. the proposed protocol ensures a secure Key Agreement
(KA) and Mutual Authentication (MA) based on Quantum hashing with Quan-
tum Passwords(QP) and Quantum Teleportation method. The implementation of
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Quantum GHZ states for the proposed protocol on IBM Quantum Experience is pre-
sented. Formal security analysis of the scheme, including the simulation using the
widely-accepted AVISPA tool with BAN and ROM shows that the scheme is secure
against various known attacks. Informal security analysis of the proposed scheme
ensures the security proof of the proposed scheme. The performance analysis of the
proposed protocol is compared with other IoT authentication protocols.

2. QSMAH: A novel Quantum-based Secure Cryptosystem using Mutual
Authentication for Healthcare in the Internet of Things

This work proposes a novel Quantum-based Secure Cryptosystem based on Quan-
tum Cryptography. The QSMAH protocol utilizes GHZ states to ensure authenti-
cation between the Patient and MP before secret communication occurs. The data
is transferred secretly from patient BSN to MP using a Quantum Key Distribution
(QKD) scheme. Quantum Key requires each entity to participate equally in the key
generation process. We have implemented the Quantum circuits on IBM Quantum
Experience (IQE) for the proposed protocol. To prove the goal of our protocol, an
extensive formal security analysis using BAN logic is provided. The proposed pro-
tocol is simulated using Automated Validation of Internet Security Protocols and
Applications (AVISPA). The proposed protocol ensures the security of patients’ data
from both classical and futuristic Quantum attacks.

1.12 Outline of the Thesis

The organization of this thesis is as follows.

Chapter 1 gives a brief overview of IoT security issues and Quantum impact on
existing Cryptographic schemes and discusses the objective behind our research work on
Quantum cryptography for IoT security.

Chapter 2 presents the existing related work for authentication in IoT and some
practical preliminaries used in our work.

Chapter 3 Quantum Authentication and Key Agreement (QAKA) protocol for secur-
ing IoT communication framework is presented. Additionally, we demonstrate that our
scheme provides better efficiency and security when compared with some related schemes.

Chapter 4 Quantum-based Secure Cryptosystem using Mutual Authentication for
[oT-based Healthcare(QSMAH) is presented. Besides, we prove that the proposed scheme
is resistant to both Classical and Quantum attacks.

Chapter 5 presents the comparative analysis of the proposed schemes with existing
authentication schemes.

Chapter 6 summarizes the thesis by highlighting the contributions, and it also dis-
cusses some future research directions.
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Chapter 2

LITERATURE REVIEW AND PRELIMINARIES

2.1 Introduction

In this section, we analyze some of the classical authentication schemes from the security
point of view. However, we have identified several flaws in each of the schemes. Most ex-
isting schemes focus on symmetric and asymmetric cryptography for Key distribution and
authentication. We analyzed the Quantum Cryptography and Post Quantum schemes for
secure IoT communication. We also presented a comparison between classical Quantum
schemes.

2.2 Quantum Computing for Secure Internet of Things

The usage of [0T is expanding in many applications, such as intelligent environments,
cities, smart grids, etc. The number of devices connected in [oT communication provides
decision-making ability to users. This vast spectrum of IoT-enabled applications[82], as
represented in Figuref2.1] transfers a massive amount of data, which imposes security
and privacy challenges. Without authentication and privacy, [oT applications will not be
able to reach high demand. It may also create serious security threats to their potential
users. IoT has challenges such as privacy, confidentiality and authentication. The exist-
ing scenario of IoT applications is based on RSA and ECC-based schemes[26]. However,
with the emergence of Quantum Computer, such encryption primitives will no longer be
secure. Quantum computer solves these classically unsolvable problems based on classi-
cal cryptographic primitives. Therefore, the security of this IoT communication network
is ensured by Quantum Computing. Quantum Computing is based on the principle of
uncertainty [59] and the no-cloning theorem [83]. The main aim of studying Quantum
Computing is to design protocols and algorithms to resolve IoT security issues, which
are Quantum-resistant. Classical computing manipulates individual bits, whereas Quan-
tum computer uses qubits. These qubits, with their associated probability, represent
the Quantum state. These qubits are based on Quantum mechanics principles such as
superposition and entanglement. Superposition allows qubits to be in different possible
combinations of values simultaneously. Entanglement creates a strong dependent relation
between Quantum particles. However, with the advancement of Quantum Computing,
the existing encryption methods are at a significant threat.

Quantum key distribution(QKD) [61] is a highly active research area in Quantum
Computing.The foundation of the Quantum key depends on Quantum mechanics [82]. It
enables communicating parties to establish secret keys to communicate securely. Quan-
tum Computing provides many benefits to the futuristic world, such as creating life-saving
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Figure 2.1: Futuristic IoT architecture

medicines, advancing artificial intelligence, and creating intelligent infrastructure. The re-
cent advancements in Quantum Computing impose threats to cyber security algorithms.
In the literature, many advantages of Quantum Computing for securing loT communica-
tion based on the BB84 protocol have already been proposed. Many branches of Quantum
Computing for secure IoT communication, such as QKD[84], Quantum entanglement [85],
and Quantum Walk(QW) protocols[86], have already been explored in the existing liter-
ature.

The basic building block of Quantum Computing is shown in Figure{2.2] consisting of
Quantum physical building blocks, Quantum Logic gates and a Quantum programming
environment.

2.2.1 Quantum-based Layered Architecture for IoT

IoT framework is an interconnection of heterogeneous devices interconnected with diverse
technologies such as Wifi, Bluetooth, Zigbee, Bluetooth, and 6LOWPAN. These are IoT-
enabling technologies. These technologies enable data transfer in IoT applications such
as smart cities, innovative medical infrastructure and intelligent farming. These applica-
tions require data privacy and confidentiality; therefore, IoT integration with Quantum
Computing plays a significant role. In addition to that, the need to handle classical and
Quantum attacks opens the door toward Quantum-cryptography[87].

We also reviewed the benefits of integrating the Quantum-based layer into the existing
IoT layer architecture and its future perspective as represented in Figurd2.3|

2.2.1.1 Sensing Layer

This layer enables various sensing technologies, such as WSN, RFID, and GPS, which deal
with IoT sensors and actuators. Various sensors for perceiving data from surroundings,
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Figure 2.2: Architecture of Quantum Computing

such as ultrasonic, camera, and temperature detection, are used. Various attacks on
this sensing layer are possible, such as sensor node capturing, false data code injection,
eavesdropping, and sleep deprivation attacks.

2.2.1.2 Network Layer

Computational units must process the data received from the lower (sensor) layer. The
network layer’s function is to send the information acquired from the sensor layer to
processing units. The processed data is required to enable IoT applications. However,
due to open internet connectivity, network layers face serious security threats, such as
access control attacks, DoS attacks, attacks during data transients, etc.

2.2.1.3 Quantum Layer

The Quantum layer provides security to IoT applications. It includes secure key distribu-
tion. Due to Quantum mechanics laws, the privacy and security of keys are guaranteed at
this layer. However, this layer enabled Quantum- based cryptography, which will suffer
from security threats such as individual, collective and coherent attacks.

2.2.1.4 Application Layer

The application layer is accountable for providing services to the user for decision-making.
Critical [oT applications are smart cities, intelligent environments, competent health care,
and intelligent grids. IoT heterogeneous applications have severe issues of privacy, confi-
dentiality, and data authentication. Eavesdropping attacks, access control, service inter-
ruption attacks, and malicious code attacks are the major issues at the application layer.
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Figure 2.3: Security threats on IoT layer architecture.

2.3 Classical Cryptography to Quantum Cryptogra-
phy

The future IoT idea is that the Internet’s global, dynamic living structure would be avail-
able, sensed, and interconnected. WSN play the foremost role in IoT communication.
The sensor node transmits messages to the user device via the GWN. The data trans-
mission is done between these communicating entities through an insecure network. The
messages exchanged using insecure communication channels can be intercepted, modified,
or re-routed by an attacker/adversary[88].The IoT devices are vulnerable to attacks such
as man-in—middle, impersonation, replay, gateway node bypassing and DDoS attacks.
Such devices need mutual authentication to verify their counterparts. The discussions
regarding application-specific mutual authentication protocols have dominated research
in recent years [89][90]. Most widely accepted classical cryptographic techniques, such as
RSA, rely on popular asymmetric cryptosystems[70]. The security of RSA is based on
the prime factorization method. Once Quantum Computing algorithms[90] are available,
they threaten the security of most classical algorithms based on symmetric and asymmet-
ric cryptography. The Quantum Computing-based Shor’s algorithm[73] shows concerns
about the security of the prime factorization-based cryptographic algorithm.

In prior research, various authentication techniques[91] have been proposed for safe
communication.Later, it was found that all those techniques were vulnerable to security at-
tacks launched by Quantum Computer[92]. Quantum computers have exponential power
in computation because of Qubits. In our work, we analyzed that hackers are storing a
lot of data they can decrypt later by using Quantum Computer. Therefore, we analyze
the roadmap from classical to Quantum resistant schemes by understanding 5G-enabled
IoT security concerns and limitations of classical cryptosystems. It is considered the most
urgent requirement to prepare for Quantum-based algorithms that can also withstand
classical computer attacks. Furthermore, in IoT communication, it is a complex task to
secure a secret key and verify authorized users. Therefore, key management and authenti-
cation are the major research issues. As illustrated in Figure critical concerns such as
key management, user access control, device authentication, and intrusion detection must
be addressed to ensure secure communication within IoT [93]. Some authors proposed
security protocols for different categories of key management issues such as ”device au-
thentication” and ”User authentication” [94, 27].They also consider”intrusion detection”
and "user access control”.

The cyber-attacks identified in 5G IoT-enabled communication greatly impacted user
privacy, identity authentication, and consequential security risks[95] to its powered de-
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vices. In an IoT environment, a key management scheme uses a cryptographic approach
that keeps the records of trusted users and different smart devices involved. Table
shows the protocols for key management and authentication examined by various re-
searchers.

Table 2.1: Existing key agreement and authentication protocols for 5G-enabled IoT

Author Authentication Protocol ifts;clirslce against Key areas covered ASVT | Privacy Protection
A I C
. . Lo Impersonation,
Seok et leghmmghff Authentication Protocol Eavesdropping, Covered Resource-Constrained
With associated data (AEAD) . . - v v v
al.[96] Ciphers Privacy,sensor ToT devices.
P node sniffing.
L . Attacks on
Sharma et Alltller{tlcdtlon frdm‘ewmk assisting confidentiality, 5G threats due to public access
user privacy-preserving and key . ’ . Scyther | v/ v v
al.[07] authentication Integrity and connectivity.
: Availability
Mutually authenticating
Basin et Location attacks, subscrlberérapd their carriers )
al 5G AKA protocol. replay attacks and establishing a secure Tamarin | v v v
’ T channel to protect subsequent
communication.
. -Secondary and data
Gong et . . . Denial of _
Mobile edge computing architecture. . management authentication - v X X
© 09 = A =
al. Service(DoS) functions
Chaudhary Authenticated mobile devices Distributed Denial Authentication considers
of al IHi 7 | Kerberos in the 5G communication | of Service kerberos as a solution for attacks | Python | v/ X X
o ramework. 0S). such as 0S.
f k DDoS h as DDoS

A-Authentication, I-Integrity, C-Confidentiality, ASVT-Automated Security Verification
Tool

Moreover, the key management protocol generates, distributes, establishes and man-
ages cryptographic keys to differentiate between malicious and legitimate entities[93].5G-
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enabled IoT attacks are not limited to domain name system (DNS) attacks[§], password
guessing and cracking. Future attacks are more descriptive and vulnerable, which can be
categorized based on three cryptological parameters:

(a)

Mutual Authentication -In a 5G-enabled [oT, authentication is highly important
as it involves both parties authenticating each other. Authentication between smart
IoT devices is important to protect the network from Sybil, impersonation, identity-
based attacks, etc.

Confidentiality - Cyber-attacks are flourishing in digital communication; hence,
hiding information from attackers like user private data and security keys is required.
In the realm of IoT, 5G facilitates communication, but it also exposes vulnerabilities
to passive attacks like packet sniffing and phishing, which can compromise user’s
sensitive data.

Integrity- In a communication network, adversaries could access, monitor, and
access authorized users’ service requests. Additionally, this unauthorized person
could also capture user credentials and user equipment. Integrity assures real and
accurate data. It ensures user received data is not modified, deleted or illegally
injected. An attacker may attack integrity by introducing session hijacking attacks,
Man-In-Middle, ete.[100].

2.3.1 Classical Schemes

This section also discusses various Security Consideration(SC) on IoT and possible tradi-
tional countermeasures|[I01]:

1.

Safe Against Impersonation(SC1)

Considering a scenario, adversaries share user information with the gateway. The
adversary tries to ensure GWN that the message is coming from an authenticated
user by forging user credentials. This attack is also caused by flooding the sys-
tem by spoofing. However, it can be detected by acknowledging each request and
maintaining its sequence number[96].

Gateway node bypassing (SC2)

This attack considers a scenario when an attacker directly accesses data shared by
sensor nodes without participating in the gateway node. Authentication of gateway
nodes is required to maintain data integrity[91].

. Privacy sniffing (SC3)

In 5G-enabled IoT communication, it is considered a potential attack in that an
attacker can launch further attacks. The eavesdropper exchanged messages between
communicating parties, sensor and sniffed email traffic, router configuration, and
chat sessions[93].

Replay attack(SC4)

In this type, the attacker seizes the data shared between communicating entities
and repeats the message to extract secret information. Additionally, an attacker
can deceitfully delay or retransmit the message to confound the receiving entity
evaluating it. In the 5G IoT scenario, one-time passwords, nonce, time stamps, and
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Media Access Control (MAC) are to be created for mutual authentication to prevent
such an attack.

5. Gateway Forgery (SC5)
An attacker tries to acquire transmitted messages from GWN. The authenticated
gateway node is required to prevent such an attack[91].

6. Location Spoofing (SC6)
Such an attack occurs in the communication environment when devices are commu-
nicating with each other. An attacker may broadcast a request message with the
wrong location information to disrupt communication. Therefore, device validation
is required for messages’ authenticity [101].

7. Man-In middle (SCT)
In this, the attacker intercepts network data to gain unauthorized access. The at-
tacker expropriates the transmitted messages, making users believe they are talking
directly but infecting the conversation.

8. Denial of Service (SCB8)
DoS can be explained by considering a scenario where an attacker floods the target
with traffic to capture and completely deplete memory resources. Additionally, it
disallows legitimate users’ access to resources due to this enormous traffic[96].

9. Privileged-insider (SC9)
An attacker may be a privileged insider or trusted authority who can exploit stored
information to unauthorized parties. In addition, session key computation and
password guessing attacks[93].

10. Traffic Analysis(SC10)
This attacker listens to network communication to determine application behaviour
patterns, routing structure, location of key nodes, and base station location [93].

11. Mutual Authentication (SC11)
The entities must register themselves before any communication process starts. The
authentication ensures that two authenticated parties communicate with each other,
reducing the probability of non-repudiation and user impersonation attacks. Au-
thentication between the communicating entities must provide safe communication.

By considering the attacks on IoT communication such as eavesdropping and imperson-
ation,etc. Several classical security solutions explored by researchers as represented in
Tabld2.2] as these countermeasures are based on symmetric and asymmetric keys detailed
descriptions provided as:

(a) Public key Authentication: Asymmetric-cryptosystem relies on the mathemat-
ical formulation of problems based on the prime number and discrete logarithm. In
this process, secret messages are exchanged between sender and receiver through the
internet[102]. The only people who can get meaningful information from the message
are the authenticated users with private keys. Moreover, authentication protocols
rely heavily on finding the private key from its paired public key. The computing
capabilities of private and public key pairs should be kept computationally efficient,
especially for deploying wireless IoT[103]. These schemes require further analysis to
provide lightweight and computationally logical privacy preservation.

32



(b) Private Key authentication: In authentication protocols based on symmetric
cryptography, communicating parties share a common secret key for communication.
In this method, both entities, i.e. sender and receiver, have the private key for
secretly communicating. For instance, the AES, DES and their variants Double DES
and Triple DES provide secure communication between sender and receiver[104].
Avoine et al.[105] proposed a three-party secure key interchange protocol based on
the private key concept. Their protocol considers a realistic IoT deployment that
involves numerous end devices and servers.

Hashing: The hashing technique inputs variable-length messages and produces
fixed-length code by applying mathematical operations. Due to the massive D2D,
H2M and M2M connectivity, user passwords are prone to security attacks. There-
fore, hash-based schemes are required to protect passwords. The key agreement’s
digital signature method and random sequence generators are a few examples of
hash-authentication-based cryptographic applications[55]. Turkanovic et al.[106]
proposed a mutual authentication scheme based on establishing a shared crypto-
graphic key between the sensor node and the user outside the network. In their
scheme, these authors use only simple hash and XOR computations and adapt to
the resource-constrained architecture of the WSN.

Table 2.2: Techniques adapted by existing authors in the present IoT scenario and their

weaknesses

Author

and Year Security threats Techniques Advantages ‘Weaknesses
Lu et al. -Impersonation o . .
: Elliptic Curve Less memory and Data integrity
[07] -Privacy Sensor Cryptography(ECC) computation cost and authentication
2019 node -sniffing yprography oriputa ’
- Resilient against the
Wu et al. —Gate\yay node - Hash Function secure kﬁey e.tgreemenn . Network attacks are
[108] bypassing attack XOR. computations authentication, credential ossible
2016 -Replay attack P ) updation, protection and P ’
user anonymity.
Attacks:
Althobaiti | - Eavesdropping . . . - Suitable for both Mutual authentication
. -Biometric encryption .
et al.[11] -Insider _ Hash Function Homogenous and and confidentiality
2013 -Gateway forgery - ' heterogeneous environments.| of data.
attack
Impersonation attack.
. . -E king of real-ti Limi ing
. Lightweight RFID-based .asy tracking of real-time imited computing
Gope et | -Location spoof- authentication objects. and storage
al.[I09] ing ‘ - Low cost capabilities of RFID
2018 Tags.
- Anti-traffic analysis
strategy
- Differential Fractal
Deng et | ~Traffic analysis Propa%gation (DFP) -Low ovcr.hcad and energy | Time correlation
al.[T10 Algorithm consumption. attacks.
\ : -Multi-parent routing
2014
scheme
-Random walk

Many researchers proposed user authentication schemes for secure IoT communication.
These schemes are one[I11], [112], two[35] 36l 37, B8] and three-factor[48], 40] authentication
schemes. We discuss two and three-factor schemes in this section. One parameter is based
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on knowledge factors like passwords, but it is not considered secure due to heterogeneous
and resource-constrained 5G-ad hoc wireless sensor networks.

2.3.1.1 Two-Factor Authentication Schemes

The 2PAS uses two parameters for authentication: entity password, biometric data, and
an E-Smart card. Watro et al.[99] use two parameters in their scheme password and
smart card for authentication. The cryptography algorithms used in their work are RSA
and Diffie Hellman. They worked on a lightweight sensor node to implement a public-
key-based protocol called TinyPk. The weakness of their scheme is that they do not
safeguard against user masquerading attacks, as reported in[100][37] provided a secure
network communication considering stolen-verifier attacks based on the hash function.
Table outlines the security aspects addressed by various authors.

Table 2.3: Security Considerations by Researchers Based on Two-factor Authentication

Authors | SC1 | SC2 | SC3 | SC4 | SC5 | SC6 | SC7 | SC8 | SC9 | SC10 | SC11
[T00] — | - = [ v | =1 =1T=71T=7TC¢ v -
I8E] — - v v | =1=1T=71TvT-= —

[114] [ = v =1T=1T=7T=7T-=-71TV — —
[15] | - | - [ = [ = =1 =71=71Vv - v
ES vV | - [ v [ = [ = [ = =1 =1V = v
[L16] — = v [ v [ =1 =1 =71 =-7- v -
17 N IS v S [ [ [ [ = v
18] V | v | v | v [ = [ = =1 =1Vv - v
[19] v | - [ v [ v [ v [ =] =71=71TVv - v
4] v | - [ v [ v [ v [ v [ =] =1V = -

2.3.1.2 Three-Factor Authentication Schemes

The Two-factor communication protocols are secured until and unless passwords or smart
cards are stolen[91]. Table shows the security breaches examined by various authors
in their respective research contributions.

Table 2.4: Security consideration of Three-Factor authentication schemes.

Authors | SC1 | SC2 | SC3 | SC4 | SC5 | SC6 | SC7 | SC8 | SC9 | SC10 | SC11
I8E] V| - | = [ = [ = =17 =1- - v
1] — - v [ v [ = =1V v - = v
[107] | - [ = [ v [ = [ = =1 =1v 1] = v
4] S| - [V [V [ v [ = =1 =1V = v
[120] | - [ v [ v [ v [ = =] =1v1 = v
[116] V| - [ - [ = [ = =1 =71 =7-= = v
121] VR, v N I I N Y v
22 V | - [ = [ = [ = [ =T v =1v ] = v
[L16] V| = [ = [ = [ = =17 =1-= = v
[13] S | v [ = v [ = =1 =1 =1v1] Vv v

v'Provided countermeasure against Security consideration; — Not covering the security
consideration
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Whilst 3PAS strengthens the security more than 2PAS. The added third parameter,
biometric identification, makes it difficult for an eavesdropper to tamper the security.
Chang et al.[120] proposed an authentication scheme based on key agreement. They aim
to resolve weaknesses of 2PAS, such as lost E-Smart cards and impersonation attacks.
However, later Jung et al.[I2T]reported that[120] it does not safeguard against imperson-
ation and credential guessing attacks. Chang et al.[I16]analyzed that[106]is vulnerable to
user impersonation, node capture and spoofing attacks.

2.3.2 Quantum based Schemes

The authentication schemes discussed above, proposed by many researchers, are based on
two and three parameters. The recent practical implementation of these schemes proved
that these are not secure under many classical and futuristic Quantum attacks. The main
loopholes and challenges may be summarized as follows:

1. Something you know: Passwords or Pin
No security is infallible. The user credentials that provide two-factor authentication
are saved in an E-smart card. Although the 2FAS scheme is more successful and
powerful than a single factor, it is still inefficient. An adversary can easily get a user’s
personal information through fake websites by guessing passwords. In addition,
they could also steal a user’s phone from which they can access SMS and email
information.

2. Something you have: Security Token or Smart Card

For security, smart cards have been widely used for authentication purposes. The
smart card is a proximity tag. These are used for many purposes, such as building
access, identity confirmation, etc. Each card has a specific ID that differentiates it
from others on the network. This identity is further passed on to the reader. When-
ever any user accesses the system, this unique ID confirms their identity. Based on
which their access is granted or denied. However there are huge benefits of smart
cards, but the overall estimated cost is between 75 and 100 dollars for implementing
these E-smart cards and their subordinate devices. Suppose a company has thou-
sands of customers or employees. For this, the implementation cost of smart cards
could reach millions. Due to their small size, these smart cards are often lost and
can be used by an unauthorized person.

3. Something you are: Biometrics

The authentication schemes based on biometrics provide more cost-effective solu-
tions than OTP or token-based schemes. In biometrics, physical characteristics
such as fingerprints, retinal data, or even facial features provide authentication if
performed under controlled circumstances (e.g. guarded). However, it has been an-
alyzed that these biometric identity-based features are difficult to spoof. However,
it is not feasible as this data may easily be replicated. The entire biometric informa-
tion will become meaningless if there are security breaches. However, considering the
storage of biometric data could also be difficult as it raises the security implications
of a data leak. The solution to the abovementioned problem is called cancellable
biometrics to preserve user privacy. Cancellable biometrics is implemented using
1) Biometric Salting and 2) Noninvertible Transforms [122]. However, this solution
has certain limitations in that it will only work under certain situations, such as
when the client biometric data exact copy is available to the server.
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4. Implementing Authentication Schemes: Time-Consuming

Time may be a perfect metric, but it’s also relative. The time lost in implementing
2PAS depends upon what form an organization adopts. For example, SMS-based
4-digit privacy codes are faster to navigate than others. The authentication schemes
under 2FA increase the time to access accounts. It does that by adding a new factor
to the authentication. Now, if we are considering each entity level, this would be
minuscule. However, organizations with numerous employees add up to thousands
of work hours lost yearly in implementing this scheme.

5. Error Tolerance and Nontrusted Devices

The biometric data collection process is prone to various noises. Due to noise, it’s
impossible to reproduce biometric information as measured precisely. One issue with
practical biometric authentication protocol is the comparison of the encryption of
biometric templates. These protocols required an exact match. Another issue in
biometric authentication is that the server should perform only biometrics verifica-
tion instead of verifying any user devices. Such devices cannot be fully trusted due
to their distance from the server.

6. Heterogeneity: WSNs
Heterogeneity is a congenital feature of mobile computing. Mobile devices, wire-
less networks and the cloud are the three different categories of mobile computing.
Heterogeneity preserves the connectivity of mobile devices. However, in mobile
computing, the main security concerns are during handover. So, while designing
authentication schemes, the diversity of framework, technologies, hardware, infras-
tructure, and handover mechanisms must be considered.

7. Failure can be disruptive

In authentication schemes, the more factors you add, the more successfully we can
prevent unauthorized access and increase complexity. However, these factors add
more complexity to the systems but may also create hurdles for an attacker. The
attacker would have to jump through many factors to gain access. Moreover, in-
tegrating IoT with different objects creates various issues in people’s daily lives,
and delivering robust security to the IoT is challenging during transmission. Even
the lightweight and privacy-preserving two or three-factor algorithm was provided.
Still, the major problems and the possible attacks such as node capture, routing
threats, impersonation attacks, brute-force attacks, message-tampering attacks and
replay attacks are possible. Therefore, more security is required for secure network
communication for future IoT environments.

From the above discussion, we identified that there is an urgency to develop security
protocols to safeguard the IoT environment. Therefore, we reviewed the Quantum solu-
tions to safeguard IoT communication in the next sections. From the above discussion,
we identified an urgency to develop Quantum-Cryptography-based security protocols that
can resist various classical and Quantum attacks.

2.3.2.1 Quantum Key Distribution

The secure protocol that two parties can use to exchange keys securely over a public
channel is Quantum Key Distribution (QKD). The idea was based on Wisner’s conju-
gate coding, later extended by Bennett[I23]. The protocol achieves security by encoding
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information in Quantum states of light. The QKD protocols are sorted based on the
Uncertainty Principle (prepare-and-measure-based), including BB84, B92, SSP, SARG04,
and S13. However, others, such as E91, BBM92, DPS and COW, are Entanglement-based
QKD protocols.

2.3.2.2 Uncertainty Principle-based Quantum Key Distribution

The protocol was published in 1984 and named by Bennett and Brassard[59], who imple-
mented this first. Nine QKD protocols have been proposed, out of which five are based
on prepare-and-measure(uncertainty)[57], while the other four QKD protocols are based
on entanglement[124], as:

(a) BB84 Protocol

Preliminaries

Both parties must compute the total number of photons needed to form the secure
key in advance. These numbers are used to identify the message’s length. The BB84
protocol aims to deliver uninterrupted communication between sender and receiver
by applying Quantum-computing notation (Bra-Ket). The BB84 protocol’s four
polarization states are represented in Table The communication parties must
agree that both:

Both parties must agree to share a sequence of randomly chosen photons based on
one of the possible orientations: Rectilinear (0° or 90°) and Diagonal (45° or 135°).

No secret communication or information is exchanged over the network rather than
key exchange.

. As the final key is the product of both communicating parties, no one can individ-

ually determine the key in advance.

Assuming Alice (Sender) and Bob (Receiver) want to communicate with each other
and Eve wants to intercept the basic message steps of the BB84 protocol as explained
below:

1.

Alice prepares photons (qubits) randomly chosen in polarization such as rectilinear
0° or 90° or diagonal polarization 45° and 135°. Before sending it to Bob, it keeps
records of the polarization of each photon.

. The users can interchange faint flashes of polarized light[63] represented by a rec-

tilinear and diagonal basis. The basis is shared between those users who have not
shared secret information.

. The photons travel to a Bob. Then, for each photon, Bob considers a random basis.

The horizontal /vertical or diagonal polarization is used by Bob to “read” the po-
larization angle of each particle sent by Alice.

Bob keeps the log of the used basis and the resulting polarization measured.

. Bob does not know each photon’s horizontal /vertical and diagonal beam splitter.

He can only make a guess.
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10.

11.

12.

13.
14.

15.

16.

. After making random choices, only the basis is informed by Bob Alice.

If someone makes a wrong guess, he will get no information. For instance, if Bob
analyses one photon with a diagonal filter sent by Alice using the rectilinear basis,
then information about diagonally polarized photons is lost. Each measured photon
selects one of the angles of polarization with a probability of 50%

Actual
results are not shared between Alice and Bob.

. Bob will inform Alice only about the basis used to send measurement results.

Alice publicly informs Bob about the correct measurement results. Then Bob keeps
a log of its accurate measurement outcomes.

The correctly measured bits create a one-time pad for sharing secret information.
Both communicating parties discard the bits that do not match or are corrupted
during transmission.

The accurately measured photons are then transformed into a string of bits based
on polarization using a notation: D =0, A=1, H=0and V = 1.

QKD defines the procedure to generate the key by following this procedure securely.

The final key string consists of only those matched outcomes for which both the
sender (Alice) and receiver (Bob) have the same measurement basis.

The string of bits generated in the final step of the key generation process contains
numerous errors. These errors are due to many factors such as decoherence, noise
in detectors, and Quantum channel disturbances. Additionally, during Quantum
communication, other errors or disturbances might be created due to the presence
of an eavesdropper.

Therefore, it is necessary to efficiently evaluate these errors to identify the adver-
sary’s presence in the Quantum communication channels. The Quantum bit error
rate can be computed by comparing a small portion of the distributed Quantum
key[74].

No.of Errors
TotalNo.of Bits

QBER = * 100%

Table 2.5: Representing polarization base of BB84 protocol
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2.3.2.3 Entanglement-based Quantum Key Distribution

If two particles are entangled, measuring one attribute determines the state of the other.
Figure represents the entangled photon pair shared between two communicating en-
tities. The photon pairs are exchanged using the Quantum channel; however, classical

channels are used for sharing measurement basis.

It also claimed that eavesdropping

could be easily detected by evaluating results by considering Bell’s inequality[124]. One
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Figure 2.5: Entanglement-based QKD protocol

of the classic examples of entanglement-based protocols is E91, and there are some other
entanglement protocols such as BBM92, DPS and COW|[57, [124].

(a)

E91 protocol- The protocol was designed using entangled pairs of photons. Ekert
proposed the protocol in 1991[57]. Like BB84, chooses random measurement bases
and utilizes the classical channel to identify the correct output string. The presence
of an adversary on the Quantum channel could also be detected by computing the
bell test.

BBM92- This protocol was proposed by Bennett, Brassard, and Mermin[125] in
1992. The raw key exchange mechanism, key sifting, and privacy amplification are
identical to BB84. It can be considered an entanglement-based version of BB84.

Differential-Phase-Shift (DPS)- K.Inoue et al.[126]in their published work in
2003, they proposed entanglement-based QKD (DPS-QKD) named as DPS proto-
col. In comparison to the protocols above, DPS-QKD has a simple configuration.
Moreover, the protocol is vigorous to photon number splitting (PNS) attacks.

Coherent One-Way protocol (COW)- In 2004, Nicolas Gisin et al.[87] in their
work consider time function for information encoding. Based on the concept of
entanglement, the protocol has certain advantages. It provides high efficiency on
distilled secret bits per qubit and tolerance to reduced interference visibility. COW
protocol is also robust to photon number splitting (PNS) attacks like DPS.

2.3.2.4 Technical Challenges of Quantum Key Distribution

1.

Control and Organization of systems using Quantum Cryptography

QC provides huge security benefits to end-users. The limitation considers the end-
user’s control and organization of Quantum security protocols. The end-users cannot
tailor the Quantum security services to fulfil their requirements. However, popu-
lar Quantum-based solutions allow customers to measure their particular security
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requirements. The end-users then choose the right level of data protection[63] for
their devices.

. Maximum Distance for Successful QKD transmission

Long distances Quantum communication is an important research issue. The chal-
lenge is due to the regeneration of the Quantum signal. The overall maximum dis-
tance covered by QKD transmissions[79] is over 200 km, successfully implemented.
Additionally, the bit rate of QKD systems reaches only a few Mbit/s in a telecom
metropolitan area network. Still, this disturbance is too high beyond 50 kilome-
tres, which increases error rates. Therefore, it leaves the channel vulnerable to
eavesdroppers and makes it virtually impossible to send information[74].

. Quantum Implementation Cost for high security

Until recently, only large companies, final institutions, and public administrations
utilized the services of QKD techniques. Due to the huge cost involved in its im-
plementation, QKD techniques are used by specific end-users [127]. However, the
major cost incurred in implementing Quantum devices is the usage of optical fibre.
These optical fibre links create a Quantum channel for transmitting Quantum bits.

. Quantum Entanglement-based Computing

Quantum entanglement is a method that can be very useful for detecting eavesdrop-
ping, but the cost associated with such a process is huge. However, considering the
needs of the real world, keeping qubits entangled long enough is challenging.

. Different End-User Requirements

The level of security used by different platforms, such as E-financial services, public
administration and large companies, varies greatly. It is complex to provide different
end-user-specific services based on their changing demands. Users can only choose
those services offered by network service providers. They can access the right level
of data protection specific to their application. They cannot tailor these services
according to their needs[74].

. Quantum Communication

In two-sided communication, the sender can always obtain more secret informa-
tion about the receiver. However, the communication took almost ten years, but
the fact mentioned above was noticed by Colbeck[12§]. Similar work was done by
Vein, Salvail, Schaffner and Sotakova[129].In this, the authors demonstrated that
any Quantum information scheme can always leak to an unauthorized user. The
worst scenario of any Quantum system is the leakage of information. This infor-
mation leakage in any Quantum protocol is essentially as worst as one can assume.
Moreover, considering probabilistic authorization and protection, one of the two
communicating entities, sender or receiver, is considered secure.

. “Quantum rewinding”: Zero-knowledge against Quantum adversaries

The zero-knowledge property is used in the classical world and is referred to as
rewinding. The theoretical aspect of this is proved by implementing the given
verifier. The verifier makes arbitrary choices that sometimes are not consistent with
the desired outcomes. In this scenario, such computation paths are culled. This
selection is based on tracing interactions. If the inappropriate path is followed, the
entire computation is reset or rewind. A rewinding approach in the Quantum setting
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Figure 2.6: An Overview of Post Quantum Family

is impossible. The system cannot maintain the alternative copy of the transcript
or reproduce the state. Implementing and deploying Quantum rewinding in the
context of zero-knowledge proofs is a complex cryptographic task that demands
specialized cryptographic skills. IoT developers might encounter difficulties when
integrating and managing these advanced cryptographic techniques.

8. Quantum security notions: Superposition access to oracles

The security of classical schemes relies on mathematical cryptosystems. However,
one can assume the Quantum adversary on such systems. Network security is often
considered an interactive game between an adversary and a challenger. Therefore,
to prove Post-Quantum resistance, the adversary can only win the game with zero
probability. In this scenario, one must consider Quantum adversaries coordinating
Quantum with the challenger. The chosen plaintext attack (CPA) learning phase
is an example of a game-based security system. In this example, superposition is
of plaintexts to be encrypted query by an attacker. The challenger then returned
superposition-according ciphertext to the attacker. The superposition is for defining
the indistinguishability (IND) security of encryption schemes.

9. Position-based Quantum Cryptography

The main intention of position-based cryptography is to utilize the geographical po-
sition of an entity as a cryptographic credential. Consider the financial institution
scenario, where the employee suffices as a credential to initiate the interchange of
susceptible information. The main feature is the position verification of employees.
The ultimate goal is to demonstrate the set of verifiers at a specific geographi-
cal location. Multiple attackers can break classical position-verification protocols.
Classically, entities could easily simulate being at certain positions while their site is
elsewhere. However, due to QM laws such as no-cloning on Quantum information,
for collaborative attacks, one could come up with protocols that are impenetrable by
these attacks, which later became insecure[129]. Integrating Position-based Quan-
tum Cryptography into IoT systems could potentially lead to challenges related
to managing devices, distributing cryptographic keys, and verifying their physical
locations.

2.3.3 Post Quantum Cryptography

Recent attacks on IoT security frameworks necessitate changes in the existing crypto-
graphic primitives. In this section, we discuss Post-Quantum Security Solutions(PQCS).
These are code-based cryptography, secure signatures based on a hash function, multi-
variate polynomial cryptosystems, and Lattice-based cryptography, as depicted in Figure
2.0l
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2.3.3.1 Code-based Cryptography

The Post-Quantum Cryptography scheme based on code structure is a candidate for
Quantum-resistant schemes. It was proposed in the 1970s. It provides solutions to secure
current cryptography [130]. The public key-cryptosystem [131] was proposed in 1978. Tt
was the first proposed cryptosystem based on code. The entire[73] scheme was based on as-
suming the authentic platform for communication.McEliece cryptosystem is binary Goppa
codes considered as the base of this scheme.Their scheme also adds an error purposefully
to safeguard messages against adversaries.The input messages are encrypted using binary
Goppa[7]. However, the overall security depends on the syndrome-decoding problem.It
says that decoding is performed without any knowledge of the coding scheme.The LDPC
(Low-Density Parity-Check) and MDPC (Moderate-Density Parity-Check) codes are other
variants of the McEliece scheme.In code-based cryptography, the following steps are to
be considered for generating cypher-text:

(a) The input data is added with random errors.

(b) By analyzing, forming a bit-error pattern by message encoding. The decoding re-
covers the original message by:

(c) Identifying and thereby eliminating mistakes from the input data.

(d) Removing the exact input message from the bit sequence of faulty codes.

It depends on the complexity of deciphering arbitrary linear codes, which positions it
as a favourable option for safeguarding IoT devices from potential Quantum threats.
One important aspect of a code-based scheme is hiding the code structure is of utmost
importance. Therefore, an attacker with access to the specific code used for encryption
would decrypt the message easily.

2.3.3.2 Lattice-based Cryptography

Lattice-based systems were formulated by Ajtai[55]. Lattice-based systems are formulated
to solve problems such as the shortest vector in a high-dimensional lattice. A solution
to these problems is computationally hard to find[125]. Gottert et al.[126]discussed and
implemented in their work learning with errors (LWE) based cryptosystem. Lindner and
Peikert propose these cryptosystems. Their scheme was based on matrix and polynomial-
based variant comparisons of LWE. Boorghany et al.[132]in their work proposed lattice-
based cryptographic Authenticated Key Exchange (AKE) protocols. Furthermore, the
provably secure lattice-based cryptography is better than NTRU in running time. The
discrete Gaussian sampling and FFT are secure lattice-based cryptographic systems[106].
Cao et al. [94] discussed a group of NB-IoT devices. These devices are for Quantum
resistance access authentication and data distribution schemes. Their scheme considered
lattice-based homomorphic cryptographic technology. Mitchell et al.[72]discussed the im-
pact of future Quantum information computing on 5G-enabled mobile security. They also
proposed a 5G-AKA protocol to overcome the drawbacks of classical cryptographic al-
gorithms. Hence, lattice-cryptographic mechanisms also provide fast, Quantum-resistant
solutions. These solutions were earlier assumed to be impossible to solve[b5]. Lattice-
based cryptography relies on mathematical challenges associated with lattice structures,
which are considered complex for both classical and Quantum computers to address. It
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is considered a promising solution for securing IoT devices against the Quantum threat.
Some of the authenticated protocols implemented by different authors, security issues and
tools used to verify their model are represented in Table [2.6

Table 2.6: Lattice-based cryptographically secured authentication protocol

Authors and Ref.

Authenticated Pro-
tocols

Security Issues

Verification Tool

Cao et al.[94] and 2019

Lattice-Based Cryp-
tography for NB-IoT

Signaling Congestion
Avoidance Unlinkabil-

Scyther tool

ity, Protocol Attack
Resistance
Mobile identity con- | ——

Mitchell et al.[72]and | 5G-AKA

2020 fidentiality,Session se-

curity
Boorghany et al.[I33] | Authenticated key ex- | Confidentiality ~— Au- | JAVA, C++, ARM
and 2015 change (AKE) proto- | thentication /THUMB compiler

cols

2.3.3.3 Hash based Cryptography

These hash-based signatures are based on the one-time signature (OTS) scheme. The
OTS scheme is based on a unique key pair [37]. The main flaw of this Quantum-resistant
scheme is that two non-identical messages, such as al and a2, are signed using only one
OTS key pair. In this case, by comparing these signed messages, the attacker can repli-
cate this signature. An example is Merkle’s hash tree based on the public-key signature
system(1979)[134].Lamport gave the idea of Merkle’s signature system, and [I35] is based
upon a one-message signature. In this binary, hash trees are used. The leaf nodes of
the binary tree represent the OTS public key hash values. However, the parent nodes
are calculated by concatenating the hashes of their child nodes. The parent node’s au-
thentication of the public keys of OTS is accomplished using the collision-resistance hash
function[130], [I33]. The hash-based signature scheme is in the process of standardiza-
tion by the IETF[I36], and it is referred to as the Extended Merkle Signature Scheme
(XMSS)[7]. Hash-based signatures serve as a means to verify and protect communication
integrity between IoT devices and gateways, guaranteeing that data shared among devices
remains unaltered and resistant to interception.

2.3.3.4 Multivariate Polynomial-based Cryptography

There is almost no way to solve random multivariate polynomial systems. Therefore, they
are categorized as NP-hard. Their dependency is on the utilization of multivariate poly-
nomial systems. These systems are used to protect data collected by IoT sensors. In 1996,
the technique of Patarin’s Hidden Fields [55] ~Public key signature system (1996) became
popular based on the multivariate scheme. The proposed scheme was the generalization
of the approach discussed by Matsumoto and Imai[55] 130} [7]. Several multi-variate cryp-
tography schemes also exist based on Hidden Field Equations (HFE) trapdoor functions.
These schemes are referred to as Unbalanced Oil and Vinegar encryption systems (UOV),
Rainbow, and Tame Transformation Signature (TTS)[137]. The most popular signature
scheme among these is HFEv due to its efficiency and ability to produce the shortest
signatures among existing ones[73]. However, implementing a secure, robust and efficient
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multivariate cryptosystem scheme is an open challenge. Hence, many of those mentioned
above multivariate public-key encryption schemes are not considered secure.

2.3.3.5 Supersingular Elliptic Curve Isogeny Cryptography

Based on the classical ECC concept, which works on defining points evaluated by com-
puting addition and scalar multiplication operations. These points are defined on elliptic
curves. Additionally, isogenies define operations between different elliptic curves[138].
Rostovtsev and Stolbunov[7] 2006 introduced public-key cryptosystems based on isoge-
nies. However, more computation time required for encryption and decryption is the
major drawback of this scheme. Later in 2010, Jao and Soukharev[I29]identified a
sub-exponential Quantum Computing attack on this system. Moreover, Isogeny-based
schemes may serve as digital signatures or key exchanges[I37], such as Supersingular
Isogeny Diffie-Hellman (SIDH) and Supersingular Isogeny Key Encapsulation(SIKE)
protocols[138]. These protocols are basic building blocks featuring different functionalities
and levels of security. SIDH and SIKE protocols are to construct efficient and flexible
authenticated key exchange schemes. Supersingular elliptic curve isogeny cryptography
can facilitate secure key exchange among IoT devices, allowing them to create mutual
cryptographic keys to ensure encrypted communication.

2.3.4 Comparison of Quantum Schemes with Classical Schemes

In comparison with classical schemes, the resource requirements of Quantum schemes
differ. Table[2.7]represents the juxtaposition of the secret key and message sizes, proposed
algorithms, their impact on Quantum Computer and the time taken to execute in a
classical computer of selected Post-Quantum schemes.

2.4 Preliminaries

This section also covers the foundational elements necessary for designing and analyzing
the schemes presented in subsequent chapters.

2.4.1 BAN Logic

In 1989, Burrows, Abadi, and Needham introduced BAN Logic, a model based on knowl-
edge and belief. This model is intended to describe and validate authentication protocols,
specifically aiming to evaluate their security in computer networks or distributed systems.
Following authentication, BAN Logic strives to establish the confidence of three entities
(individuals, computers, or services) that they communicate with each other rather than
potential intruders.

To analyze a protocol using BAN Logic, the protocol is transformed into BAN logic
formulas through an ”idealization step.” This involves making reasonable assumptions
based on the specific situation and applying logical rules to infer whether the protocol
can achieve its intended security goals. The simplicity and practicality of BAN Logic have
led to its widespread adoption for protocol analysis.

BAN logic employs the following elements:

1. P believes X: When a party is convinced or authorized to infer the truth of a state-
ment, we describe this as the party holding a belief. Certain beliefs are established
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Table 2.7: Comparison of Post-Quantum cryptography schemes with classical cryptogra-

phy
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\[ i Signature time
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. compared to
signature. .
classical schemes.
Lattice-based
Based on i ng-.L\\‘]:‘j provides
reimage Quantum Resistant security higher than
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. . Devices. 18.8ms for encryption.
functions. 1
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Encryption Quantum attack.
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JEncry ’ 495 . . concerni .
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Mathematical R
2,048 hardness.
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as assumptions, while others are logically derived within the framework using pre-
defined postulates.

2. P sees X: Principal P receives a message with X, potentially decrypts it, and can
include X in messages to others. X may be a statement or simple data like a nonce.
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”Seeing” doesn’t automatically mean believing in BAN logic. Messages in a valid
protocol should lead to new beliefs for principals to authenticate properly.

3. P said X: At a certain point, Principal P transmitted a message containing statement
X. The timing of the message, whether sent in the past or during the ongoing
protocol run, is uncertain. However, it is confirmed that P held the belief in X at
the time of sending the message.

4. P controls X: P has control over X, and P is a trusted authority on the matter.
This is used when a principal delegates authority, such as trusting specific servers
to generate encryption keys properly.

5. fresh(X):The formula X is newly generated, meaning it has not been transmitted
in any message prior to the ongoing protocol execution. This typically applies to
nonces, which are specifically designed to be fresh. Nonces often incorporate a
timestamp or a unique number for this purpose.

6. P < @: P and Q can employ the shared key K for communication. The key K is
secure, ensuring that no principal, apart from P or Q, or a principal trusted by P
or Q, will ever uncover it. { Xk} encrypted with the key K.

Protocol analysis BAN logic can solve four problems in the formal analysis of the
protocol:

1. Is this protocol effective?
2. What precisely does this protocol accomplish?
3. Does this protocol require additional assumptions compared to another protocol?

4. Does this protocol perform any superfluous actions?

The main rules for deriving legal annotations are the following:
1. If X holds before the message P — Q: Y, then both X and Q sees Y hold afterwards.

2. If Y can be derived from X by the logical postulates, then Y holds whenever X
holds.

3. Step by step, we can follow the evolution from the initial beliefs to the final ones,
from the original assumptions to the conclusions.

2.4.2 AVISPA

AVISPA, short for Automated Validation of Internet Security Protocols and Applications,
is an automated tool created to validate security-sensitive protocols and applications on
the Internet effortlessly. The tool utilizes a flexible formal language to specify proto-
cols and their security properties. It also integrates multiple back-ends with advanced
automatic analysis techniques. The AVISPA Tool is structured as represented in Fig-
urd2.7.AVISPA offers the HLPSL language to define security protocols and articulate
their desired attributes. It also provides a suite of tools for their formal validation. The
AVISPA Tool comprises four back-ends: OFMC, CL-AtSe, SATMC, and TA4SP.The
HLPSL specification is composed of the following:
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Figure 2.7: AVISPA Tool Architecture

Definition of a role: HLPSL operates as a role-based language, where the actions
of each participant type are specified within a module, referred to as a basic role.
Translating a protocol into HLPSL is most straightforward when initially expressed
in Alice-Bob (A-B) notation. Roles function as separate processes, possessing a
designated name, accepting information through parameters, and featuring local
declarations. Basic roles are enacted by an agent, whose name is received as a pa-
rameter. The activities of a basic role are conveyed through transitions, illustrating
alterations in their state based on events or facts.

For example, below, we represent X-Y notation with the well-known Wide Mouth
Frog protocol:

X—>7:kxy_kaz
Z—>Y :kxy_kaz

In this protocol, A aims to establish a secure session with B by exchanging a novel
shared session key through the assistance of a trusted server S, with whom both A
and B possess a shared key.

Transitions: In HLPSL specifications, the transition section outlines events like
message reception and reply sending. Each transition includes a trigger (precondi-
tion) and an associated action. For instance, in the server role of our example, a
transition is defined.

State = 0 N RCV(PKuxy _Pkxz) = | > State’ =2 N SND(PKuxy' _Pkyz) = | >

In this context, the state is equal to zero, which reflects that the message must be
received. It contains some encrypted values. Next, the transaction in the sequence
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Shares the received values on the channel with its encryption key.

(c) Instantiating Sessions: Creating a session may seem straightforward, but it’s
often more complex than it appears. Typically, there’s a top-level role, often named
“environment.” In this step, multiple sessions are crated according to the composed
roles.

2.4.3 Random Oracle Model (ROM)

The ROM approach is used to prove the security and practicality of a cryptographic
scheme, as opposed to the standard model. The concept involves demonstrating the
scheme’s security by identifying whether it is legitimate or malicious and has access to a
public random function. Fiat and Shamir introduces the concept of the ROM approach
in 1986

The random oracle operates as a publicly available, deterministic, and evenly dis-
tributed random function. It uniformly selects a deterministic length in the output do-
main to reply to any input inquiry, regardless of the input size. The random oracle model
incorporates a publicly accessible random oracle into the conventional model, treating
a hash function as an idealized random oracle. Within the ROM approach, the adver-
sary can solely acquire the necessary hash value through the random oracle. Practical
applications typically substitute the random oracle with a secure hash function.

2.4.4 IBM Quantum Experience (IQE)

Qiskit is a software development kit available as open-source(SDK) and is a collaborative
effort between IBM Research and the Qiskit community, as illustrated in Figure [2.8
This toolkit includes an IBM Quantum Composer, enabling the configuration of quantum
gates for qubits, and a simulator for testing configurations before execution on the physical
quantum machine.

Table represents the effective realization of the Quantum gates on the IBM Quan-
tum Experience.

48



Figure 2.8: IBM Quantum Circuit composer to create Quantum circuits and observe
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Chapter 3

MUTUAL AUTHENTICATION AND KEY
DISTRIBUTION FOR IoT

In this chapter, we present a Novel Quantum Authentication and Key Agreement (QAKA)
protocol that provides unconditional security against any classical and futuristic Quantum
threats. The proposed scheme utilizes Quantum Key Distribution(QKD), Greenberger-
Horne-Zeilinger states (GHZ) and Quantum Passwords (QP) for securely transferring
information in an IoT-enabled communication network.

3.1 Introduction

In this section, we introduce our novel Quantum Authentication and Key Agreement
(QAKA) Protocol, considering the constraints of classical cryptographic methods and
drawing inspiration from the potential benefits of Quantum Cryptography[142]. In our
protocol, the user and Quantum Sensor Node(QSN) authenticate via a secure GWN
before communication occurs. Each user must register onto GWN before receiving data
from legitimate QSN. The user login and authentication process occurs by QGC, issued
to legitimate users. The QSN must register onto GWN before sending perceived data
to legitimate users. Quantum Authenticated Channel (QAC) prevents eavesdropping in
our protocol.Our scheme can withstand classical attacks such as replay, eavesdropping,
Man-in-Middle (MITM), traffic analysis and futuristic Quantum attacks. Hence, QAKA
guarantees secure key management, mutual authentication, confidentiality, integrity and
reliability when users access loT-enabled networks.

3.1.1 System Model

The proposed system model consists of three entities User, Gateway node and Sensor
node.In our scheme, the Gateway is a trusted entity onto which each user and sensor
node registers them before establishing any secure communication.In this system model,
the users and sensor Node register themselves onto the Gateway Node by generating the
secure Quantum Key. After that, the Gateway node issues the QGC to legitimate users as
represented in Figure The Unique Quantum Password (QP) is provided to authorized
users whenever the user logs into the system by securely generating Quantum Key with
Gateway Node.
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Figure 3.1: QAKA Architecture

3.1.2 Threat Model

In this model, we consider that the [oT communication framework is inherently vulner-
able to attacks due to open Internet connectivity. The data collected from sensor nodes
and devices in the IoT framework provide sensitive information and without secure mu-
tually authenticated protocol, such schemes are supposed to be compromised.The sensor
nodes provide critical information from the unguarded locations where the adversary can
perform false data injection attacks. The intruder can also obtain the user’s secret in-
formation communicated over the insecure channel and can perform intercept, resend,
insert and delete messages. We have considered various threats to the IoT communica-
tion framework. In the proposed scheme, it is imperative to fulfil fundamental security
prerequisites, including user authentication and the establishment of secure keys, in order
to guarantee secure communication among the User, Gateway, and Sensor Node.

3.2 Proposed Quantum Authentication and Key Agree-
ment(QAKA) Protocol

In this section, we present the proposed QAKA protocol. The QAKA protocol comprises
four algorithms: GEN, registration, login and authentication. The five phases of our
proposed protocol are as m =(Pre-Deployment, GEN, REG, login, Auth.).These phases
are described as follows:

3.2.1 Pre-Deployment Phase

Before deploying the QSN, the network administrator assigns a secure and unique [ Dgy
during the pre-deployment phase. The QSNs possess constrained resources and are pre-
installed in an unattended environment, while the gateway node is well-equipped[102].
Therefore, GWN stores |IDgsn) of QSN in its database. Each legal user is provided
with a unique ID as |IDysgr). In addition to that, an authenticated user has to share
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some unique information about their device, like a mobile phone or PDA, with a ver-
ifier for authentication purposes in future network communication. In the IoT-enabled
communication environment, all this information must be saved in GWN.

3.2.2 GEN Algorithm Phase

Our protocol is based on GHZ states that can entangle more than two qubits. We in-
troduced four-particle GHZ states with three communicating parties to describe the IoT
communication process User, QSN and Gateway. In our protocol, GWN is an authenti-
cated entity and created GHZ states with all other entities involved in communication.
In E¢3.1] the mathematics of GHZ state preparation is presented. The Hadamard gate,
when applied on the initial Qubit state |0), generates the superposition of states. Such a
state, when entangled with other qubits by applying unitary Quantum gates, generates
the final maximally entangled states.

On IBM Quantum Composer (IQC), the maximally entangled states can be obtained
by applying Quantum H-Gate and CNOT Gate, as depicted in Figure 3.2
S1= Z5(|0) + |1)) ®[000) = —5(]0000) + [1000))

52 = Ugnor 1S1) = 25(10000) 4 [1100))
S3 = Udnor 192) = 25(10000) + [1110))
S4 = Ugnor 193) = 25(10000) + [1111))

1
V2
Where, 1 < i <n, denotes the specific and individual identifier for each communicating

entity ie{0, 1}". Here,{|¢g§1z>}i:1:m = ’¢(Gl1)*{z>v’¢(c21)qz>-“-‘¢ggz> symbolizes maximally
entangled states. Every time a user logs into the system, a distinct GHZ state is created.
Using the GHZ state, GWN prepares entangled qubits with the user and QSN.

16850 = —=(10D)1]0D) 9]0 1y [ 0D sy + 1D [1D) o 1D e 1P sy) (3.1)

3.2.3 User Registration Phase

Prior to communication, users undergo identity registration with the GWN in this phase.To
register, users need to adhere to the subsequent steps:
Step 1: User input credentials:|I Dysgr) into GWN.
Step 2: GHZ states are generated by GWN upon receiving the user input.
Step 3: Before the registration process, each user receives a distinct Unique 1D, using
which the User compute A; = f(IDysgpr||Puk). A user sends this information to the
Gateway Node for verification.
Step 4: Initially, GWN has the following credentials as |I Dysgr) -Gateway Node checks
the information received from the user by evaluating the Quantum One-Way function
(QOWF) as in Eq3.2}

A; = f(IDyspr| Puk) (3.2)

Where IDyspr represents the user identity, Puk is the public key of the user, and ||
concatenates two-bit strings. If the information in E¢3.2] matches, then upon receiving
the public key (puk) from the user, GWN compute:

Bz’ = f([DUSERHPTk)
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Figure 3.2: GHZ states by using CNOT and Hadamard Gate

and send B; to User.

Where,I Dyysgr represents the user identity, and Prk is the private key of the user.

Step 5: Both GWN and user prepare a shared key (sk), ske{0,1}%. The shared key can
be effectively realized using QKD protocol, BB84[143].

Step 6: The user prepares the state, |1/J£]Z)]N> = f(IDysgrl|sk),it contains the user infor-
mation(UIN) and store in its Quantum Memory.

Step 7: The user information, along with the public key, is secured as in Eq[3.3}

[Yuser) = f(IDuser||Puk) (3.3)
Step 8: The transformed state can be written in Eq3.4}

169) = |Yuser) @ |¢)

1
= Eﬂqﬁ)m (B100206w0sn )+l Ly law lsn))+1P 7)1 (B10206w0sn) —a|lyalaw lon) )+

U 1 (0206w 0sn) + B|1ralew lsn))+
U) 1 (| 0206w 0sn) — Blluelewlsn))} (3.4)

Where |¢yspr) represents the important user credentials as in Eq[3.3] [¢)cnz represents
the |0}y, as in Eq® represents the tensor product between the qubits and |®)
:% | W) :% signify one of the four quantum bell states, measured by the
user.

Step 9: Following the encoding process, the user proceeds to measure their portion
of the second qubit |q58)2) as represented in Eq.. The measurement results are as
{00, 01, 10, 11}.1 o the user applies a Pauli matrix (error correction )[144] on the entangled

part of the qubits, which is in his possession ‘¢(i)>U2 as:

Uty =1, |v)—=2Z;, |07 = X; [07) =Y
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{Registration Successful, QGC gencrated}

Figure 3.3: QAKA protocol user registration

The user holds the following information:

{{16D) 1 ,|6D) o tiztim ,Puk,Prk,sk,W,(})IN)} and GWN holds the following information
as: {Puk,sk,|¢g,v)}.

Where, ¢ aw |0V p1,]0™ )2 are GWN and legal users GHZ particles as represented
in Eq. (7), public key (Puk), private key (Prk), shared key (sk), WS)IM is user-generated
information as represented in Step 6.

Following the provided details, the user undergoes registration with the GWN. Following
a successful registration, an individualized QGC is created for each authorized user, en-
compassing their pertinent information, including:

16N p1, 10D 2 Yierom, Puk,Prk,sk,\wg)IN)} for secure login. The QGC is furnished with
Quantum storage, which can be employed for subsequent secure communications. The
user registration phase has been summarized in Figure |3.3

3.2.4 Quantum Sensor Node Registration Phase

In this phase, the QSN register them onto GWN using the quantum channel before provid-
ing information to the user. Figure [3.4] represents the steps required for QSN registration
onto GWN;, and the description is explained as follows:

Step 1: QSN has the unique identity as |/ Dggy).The Quantum Sensor Network (QSN)
performs measurements in the H-Basis and transmits the measurement outcomes to GWN.

o4
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Successful
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< >

Compute: [ifigyy == [ (IDysy||sk|[TD gy p)
Successful

{Registration Successful}

Figure 3.4: QSN registration in QAKA protocol.

as |[+) and |—).
Step 2: Upon receiving information from the Sensor Node, GWN applies Pauli gates as:

|+) =1 and |-y =2

Step 3: With the information provided earlier, the GWN validates the identity of an
authorized QSN.

Step 4: If the above step is successful, a shared key, sk, is prepared between QSN and
gateway node, using BB84 protocol.

Step 5: Finally, GWN compute the Sensor Node and store it in its database as |¢gy1)=
f(IDgsnl|skl[IDewn), Where, {|1hsn1)} representing the information computed by GWN
for successful registration of QSN, it contains Quantum Sensor Node Identity (IDgsn),
Gateway Node Identity (I Dgwy) and shared key(sk).

Step 6: If the above steps are computed successfully, QSN gets registered to GWN.

3.2.5 User Login Phase

User executes the following steps to securely login in GWN.The steps to be performed for
user login are represented in Figure |3.5

Step 1: The input details as: |IDysgr) along with QGC produced by the user.

Step 2: The GWN verifies the shared key (sk) with the user, and a successful match
allows the user to retrieve Quantum Password (QP) to securely login into the system.
Step 3: The QP allow the user to retrieve the information from the QSN via GWN.
Step 4: The legitimate user login using the following information securely onto GWN
as: {|IDyuskr);|pqp)}, Where,|I Dysgr) is user identity and |¢gp) is Quantum Password.
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USER Gateway Node

Produces: Green-Card
Input: |IDyepp >

Match {SK = SUCCESFUL}

Quantum Password

Store: {|@gp >, |1Dyser >}

Figure 3.5: User Login process in QAKA protocol.

3.2.6 Authentication Phase

In this process, whenever any user (Proverl) tries to log in to collect information from
the QSN, he must prove his identity to the QSN via GWN. The GWN must allow only
authenticated QSN (Prover2) to share data with legitimate users. The steps to be per-
formed for verification are illustrated in Figure [3.6]

The verification process is discussed as follows:

Step 1: User produces QGC to GWN and inputs QP. User verification is run using
|q§8)2>, representing the maximally entangled user particle. The encoded state contains
user-important credentials such as | Dysgr)-

Step 2: The GWN stores the encoded state |gz5g)2) in its Quantum memory for retrieval
of important user credentials. The GWN verifies the sk generated between the User and
GWN. Based on the information encoded in this state, GWN allows legitimate users
[Prover 1] to retrieve the data from the QSN securely.

Step 3: GWN authenticates QSN by verifying the shared key, sk [Prover 1].

Step 4: If the step 3 is successful, then GWN send the following user information to
QSN as {|¢®) 12} '

Step 5: GWN measures its state |¢(Ci‘%/v> in H-Basis {|+),|—)} and sends the measure-
ment results to QSN for verifying user identity {|¢®)y}.

Step 6: QSN applies the appropriate correction Gate on an unknown state |¢®)
based on the measurement outcome as received from GWN as: {|+) = 1,|—) = Z}
Step 7: The QSN also computes the state of the system as [)sn2)= f(I Dewn | I Dgsn ||l Duser)-
Step 8: The user based on the retrieved information matches |IDysgr) and compute
User state |[¢Yus)= f(IDuser||IDgsn) ' .

Step 9: GWN subsequently employs the SWAP Test on {W& N>|wgl[)N>} for verification
of each user login into the system. It also verifies {|tgn1)|t5n)} to authenticate the
valid QSN.

The figure depicts the SWAP gate . It indicates whether two states are identical if |qq)
= |0). However, if |go) = |0) or |1) with same likelihood.The Orthogonality is proved. The
equality of both states hinges on the outcome of measurement, as described in Eq[3.5]

PU) =30~ <l>) and PO)=30+]<ofp>[)  (35)

In this context, | < @ltp > |? signifies the square of the probability amplitudes for two
distinct states, where P (1) represents the likelihood of measuring 1 on |gy) and P(0) is
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Input : |0,, >
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Retrieve: {|617) >}
Cumpute: |heyz == [(IDgwy |||Dqs~|| 1Dyser)

¥snz =

Match: |IDyzpp >

Compute: [Py >= [ (1D ysep| 1D gsy)
Figure 3.6: Authentication process in QAKA protocol.

the likelihood of measuring |0) on the first qubit. Two states are identical if: P(1)=0 and
P(0)=1. However, if P(0) < 1 then states are not identical as depicted in Figurd3.7]

However, in cases where the states do not align, the ancilla qubits are in a superpo-

sition, existing in both |0) and |1) states. The GWN evaluates the likelihoods linked to
each possible result. The GWN analyze the likelihood associated with each outcome as
{|¢[(}}N)|¢gzl)]v)} > and  {|Ysni)|¥sy1)} = m2,where miand 7o constants decided by
GWN.
Here, n; and 7, are constant and fixed by GWN. The process must be repeated for each
entity that desires to obtain information from the QSN. Else, GWN will terminate the
process. Session Key (SK) is established after proper mutual authentication between
communicating entities.

The Flow diagram of the Authentication phase is depicted in Figurd3.§|
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3.3 Security Analysis

BAN logic serves as a framework for security assessments of authentication protocols,
and it has received validation and application in prior schemes, as evidenced by refer-
ences [94] 145]. In this section, we analyze the security of the proposed QAKA protocol
using a formal analysis of BAN and ROM. We also present the informal analysis of the
proposed scheme.

3.3.1 QAKA Formal Proof using BAN Logic

In our protocol, the user, GWN, and SN will reach a consensus on both the Quantum
secret key and identity. We establish fundamental notations outlined in Table to
define rules, make assumptions, and offer proofs using BAN logic. In this context, M and
V represent statements, while principles are denoted as S and T.

The formulated rules in our work are described as:

sk,
S|=T S€=T,S<a{ M}y, .
S|=T|~M

e Al: Message -Meaning Rule:

S|I=T#(M),S|=T|~M
S|I=T|=M

o A2: Nonce verification rule:

S|=T|=M,S|=T|=M

o A3: Jurisdiction rule: S

e A4: Freshness Rule: %

e A5: Shared key rule; J=#AS=ETI=M
S|=S<—T

o AG: Believe Rule: %

The QAKA protocol is deemed secure and legitimate, and in accordance with BAN logic,
it must fulfil the following objectives:

e Goal 1: USER| = (GWN &8 USER)

e Goal 2. USER| = GWN| = (GWN &5 USER)
o Goal 3: GWN| = (SN <5 GWN)

e Goal 4: SN|=GWN| = (GWN <& SN)

e Goal 5: USER| = SN| = (USER <2 SN)

o Goal 6: GWN| = (USER {2 GWN)

e Goal 7: SN|=USER| = (USER <3 SN)

The idealised form of QAKA is analyzed considering the messages exchanged using
BAN logic as stated below:

o MI: USER — GWN : (USER &5 GWN) pyva, (USER €225 GWN) 0.,
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Table 3.1: BAN Logic Notations

Symbolism Significance
S| =M S believes M
S aM S receives/Sees M
S|~ M S sometimes stated M
S| = M S has complete authority over M
M is fresh
#(M)
k S and T communicate using shared key K
(S T)
(M,V) The formulas are combined and then hashed.
(M} M is encrypted with key k
sk Secret key
kos Public Key
ks Private key
7
S-> T S sends T?7 through Quantum Link
C1(X), Co(X), C5(X) Entangled String shared with User, GWN and
Sensor Node.
Bsu, Bsa, Bss User, Sensor and Gateway Basis
Vres Polarization angles 07,907, 45°, 135

o M2: GWN — SN : (SN {5 GWN) 40, (SN <5 GWN)pgsa

e M3: SN — USER : (SN <3 USER)yer,), (USER & GWN) pave

We listed some of the assumptions from H11 to H33, which are considered to prove the
goals are written as follows:

e HI:GWN| = (USER & GWN): As evaluated in A; = h(IDygsgg|Puk), GWN
on the belief the User shares the secret.

e H22USER| = (GWN & USER): User believes that GWN checks the validity of
the message by evaluating A, = h(IDysgr||Puk).
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H3: USER| = (GWN PEN USFER): User believes that GWN and USER have the
same message by extracting information from B; = h(IDygsgr| Prk).

H4: USER| =+ /}\: USER| = (+»,/J~\): User believes on the basis and has

complete jurisdiction over the basis state.

H5: USER| = USER &5 GWN: The user believes that the secret key(sk) is
generated between the user and GWN by exchanging basis state.

H6: GWN| =1\ GWN| = USER = (+,/J\): GWN believes USER and
both agree on the same polarization state.

H7: USER| = #(sk):The user believe that the sk is fresh.
H8: GW N| = #(sk):GWN believe that the sk is fresh.

HY:GWN| = (GWN &K USER): Since both user and GWN agree on a shared
basis, they agree on an sk.

H10: USER| = GWN| = USER & GWN: By evaluating the User state as

|¢((})IN> = f(IDysgr||sk), User can believe that GWN has jurisdiction over the fact
that GWN and User share the same identity.

H11:USER| = #(Bsg): Users believe that the basis shared by GWN is fresh.
H12:GWN| = #(Bsy): GWN believes that the basis shared by the User is fresh.

H13:.USER &% GWN| = (USER K GWN)pggu: User and GWN communicate
using the secret key generated by deleting an unmatched basis.

(ID)xyz

H14: GWN +«——= USER| = GWN &2 USER The user has complete jurisdic-
tion over the state |Yyspr) = f(IDyser||Puk) generated by the user. The state is
shared between the User and GWN by utilizing Pauli gates.

H15: SN| = #(sk): Sensor Node believes the fresh secret key is generated.

H16: SN & GWN| = (SN K GW N)pgas:sk is shared between SN and GWN.GWN
believes the sk is generated using a basis between SN and GWN.

HI7: GWN| = GWN & SN| = (GWN & SN)pyas: GWN believe that the
secret key is communicated between GWN and SN, and SN has jurisdiction over
the basis state used for generating the sk.

H18: GWN| = SN| = #(sk): GWN believes SN has jurisdiction over generating
the fresh sk.

H19: (GWN JREES SN)y| = GWN &5 SN: GWN sends the encoded state to SN,

which contains the User ID and sends measurement Basis.

H20: GWN| = USER| = USER P25 QW N User has jurisdiction over the
user id shared by User with GWN using QGC.
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H21: W N o SN| = SN A9 cy N SN ID s exchanged using H-Basis by

SN; therefore, SN has jurisdiction over the SN ID communicated with GWN.

H22: USER| = GWN| = SN(GWN PULZEN SN). The user believes in GWN, and

GWN believes in SN, over the statement that corrected state (User ID)obtained by
applying Pauli Z-Gate on SN state.

H23: USER| = SN| = (SN L USER): User believes in SN, over the statement
that they both share the same identity by evaluating:

[Ysn2)=f(IDawn||[IDgsn||IDuser)-

H24:.USER| = | = (SN & USER): User believes the statement that they both
share the same id by evaluating |¢Yys) = f(IDusgr||[IDgsn).

H25: SN| = USER| = (USER LN SN) SN believe user, that the user has
jurisdiction over the statement that both the User and Sensor share the same ID by
evaluating [¢®) .

H26: USER| = SN(SN & GW N): User believes SN, over the statement that the
sk is generated and shared between SN and GWN.

H27: USER| = SN| = GWN(SN &£ GWN) User believes SN and SN believe
GWN that based on GWN node shared (H)basis, SN correct its state; therefore,
both SN and GWN share the same ID.

H28: USER| = GWN_ > USER: C)(z) User believes that GWN measures its
qubits and sends measure qubits to USER.

H29:SN| = GWN| = (GWN L USER): SN believes GWN over the state-
ment that GWN has a Jurisdiction, that both GWN and USER share the same 1D
registered by User.

H30: USER| = GWN| = (USER <2 GWN): The user believes GWN and GWN
have Jurisdiction that both USER and GWN share the same ID.

H31: SN| = GWN|=USER| = (GWN & USER) SN believes GWN and GWN
believe user, that the user has jurisdiction over the shared key, sk between GWN
and the User.

H32: GWN|=USER: (GWN &% USER), (GWN &% SN)y,

(USER & SN)z:By evaluating {WS}NHQ/JZ%V), GWN believe User over the state-
ment that both GWN and User share the same id, GWN retrieves user information
and shares it with GWN.

H33: GWN| = SN : (SN &% aw Ny, (SN < qw )y, (SN &% GWN),: By

evaluating {|sn1)|¥sn1)} GWN believe SN that they both share the same id and
basis is shared between legitimate SN and GWN.

Now, the sequences of main proof to achieve the goal stated above are provided
below:

From M1, it is easy to get the statement:
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Theorem 1:

IDQGC

S1: GWN < (USER &% GWN) pyue, (USER <2255 GWN) 0.,
On the basis of H5, S1, Message —Meaning rule (A1), we get:

S2: USER| = GWN(USER <& GWN)pyy
On the basis of H6, S2, Jurisdiction rule (A3), we get:
On the basis of H7, S3, Nonce verification rule (A2), we get:

S4: USER| = (GWN & USER) [Goal 1]
On the basis of H12, S4, Freshness rule (A4), we get:

S5: GWN| = USER| ~ (GWN <& USER)
On the basis of H9, S5, Shared key rule (A5), we get:

S6: USER| = GWN| = (GWN & USER) [Goal 2]
On the basis of H14, S6, Message —Meaning rule (A1) ,we get :

S7: USER| = GWN| = (USER <& GWN), (GWN £3 USER) ,,)
U2
On the basis of H20, S7, Believe rule (A6), we get:

S8: GWN| = (USER <5 GWN) [Goal 6]
From M2, it is easy to get the statement:

S9:SN (SN €5 GWN) ywyy,s (SN &5 GWN) pysc
From H19, S9, and Believe rule (A6), we get:

S10:SN | = GWN(H, SN <% GWN)
From H22, S10, Message meaning rule (Al) we get:

S11: GWN| = (Z,SN <& GWN) [Goal 3]
From H16, S11 Believe rule (A3), we get:
S12: SN| = GWN| = (GWN <& SN) [Goal 4]

From message 3, we get the statement:

S13: USER < (SN €5 USER)jysny), (USER <5 GWN) povc
From H25, S13, Jurisdiction rule (A3), we get:

S14: USER| = SN| ~ (SN €2 GWN)jpera)
From H27, S14, Believe rule (A6) we get:

S15: USER| = SN| = (USER 45 SN) [Goal 5]
From H13, S15, Message ~Meaning rule (A1), we get:

S16: SN| = GWN| = USER(GWN <& USER)

From H20, S16, Believe rule (A6), we get:

S17:SN| = USER| = (USER <5 SN) [Goal 7]

After achieving Goals 1, 4, and 7, we can ensure that the QAKA protocol achieved
the Secure Key agreement, MA, the Shared Key, sk, and the user and SN’s identity.

3.3.2 Security verification using Random Oracle Model(ROM)

For the proposed protocol, we present the formal security analysis using the ROM.

the user, the QAKA protocol is proved secure.

Proof: Here, for proof, we assume an adversary A, who can obtain the user creden-
tials such as (I Dysggr, sk) Quantum Password(QP) is issued to the user and QGC as
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the adversary A by performing a power analysis attack can extract the _information[lOQ].

In the QAKA protocol, the reveal oracle is used by the adversary A to perform the

experimental algorithm as represented in Algorithm 1 EPlgigf} 1 The success probabil-

ity Pr() for the EP1%/,(0 is defined by SUCCESS1%,h i=|Pr[EP1Z6h o = 1] — 1.

The advantage function for this experiment is defined by ADVTl%ﬁl;ﬁ’ 1 (T3, Qi) = maw 4
QAKA

{Success1}, ASH, i}, where the maximum is decided by the two factors: execution time

(73), and number of queries derived from Reveal Oracle (Q;).Our scheme is secure against
the adversary A, to obtain IDyggg,sk, the identity of Gateway (GW), puk and prk if

ADVT 1%?1‘};2, 1 <€,V €> 0.As represented in Algorithm |1 adversary A, can attain the

credentials of the user if it can invert the OWF f(.) function. However, hash functions are

irreversible and ADVTl?If‘I;;’ 1 <€ for any sufficiently small €> 0.Similarly, if the ad-

versary A, may not be able to generate the shared key (sk), as to generate the sk random
basis is shared over the Quantum secure channel, which is impossible for the adversary to
intercept with acceptable probability. As a result, QAKA is secure against an adversary
A to obtain IDysgr,sk, the identity of Gateway (GW), Public Key (puk) and Private
Key (prk).

. QAKA
Algorithm 1 EPlHASH,A

Extract information stored in { Puk, Prk, sk, |2/J((})IN)} QGC
Call reveal oracle. Let (I Dysgr', Puk’) < Reveall(A})
Call reveal oracle Let (IDyspr', Prk’) < Reveal2(B)

Call reveal oracle. Let (IDysgr', sk’) + Reveal3 (|2/1[(]Z)1N,>)

Compute A=f(IDysgr'||Puk’)

If (Ai=A;) then

Accept user-id

Compute B! = f(IDysgr'||Prk’)

If (B/=B;) then

Generate shared key, sk’

Compute |w,(}),N/> = {(I Dysgr'||sk')
. :

I (9 ) = 1)

: Accept user request

: Return 1(Success)
: Else

— = = = s
TUAs W O

Return O

,_.
2

End If
. Else

—_ =
o 3

Return 0

H
@

. End If
. Else

[N )
— O

Return O

N
!\.3

. End If

[\
w

Theorem 2: Under the assumption that OWF f(.) behaves like a random oracle,
QAKA protocol for the user is provably secure against an adversary A for (I Dysgr, QP),
shared key (sk) and QGC.
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Proof: To prove this theorem, we assume that there is an adversary who has the ca-
pability to obtain the user credentials as User ID (IDysggr), Public Key (Puk) of the
user, Quantum Password (QP) shared with the user, shared key (sk), the identity of
Gateway Node and the identity of QGC. For generating all this information Adversary

A is required to execute EP2§2IS(2 1 Which is depicted in Algorithm [2, The probability

(Pr) of success can be considered as SUC’CESSQ%;I;;A:|PT[EP2§IS(EA = 1] — 1.The

. . . . AKA
advantage function for this experiment is defined by ADVTZ% ASH.A (T3, Qi) = maza
{SuccessQ%Xg(g i}, where the maximum is decided by the two factors: processing du-

ration (7;), and the quantity of queries obtained from the Reveal Oracle (Q;).QAKA
protocol is secure against the adversary A, to drive User ID (I Dysgr), Public Key (Puk)
of the user, Quantum Password (QP) sent to the user communicating device, shared
key (sk), the identity of Gateway Node and identity of Quantum Green Card (QGC).
ADVTQ%‘ZI;;‘I 1 <€,V €> 0.In the experiment represented in Algorithm 2, adversaries
can obtain the user credentials if they can invert the OWF f(.)function. However, hash

functions are irreversible and ADVT?%;IS(; 1 <€ for any sufficiently small €> 0.Similarly,

if the adversary A, may not be able to generate the QP, as to generate the QP the user
needs to securely generate sk with GWN which is impossible as the information is com-
municated using a random basis. As a result, QAKA is secure against an adversary A to
obtain the user identity (I Dysgr), Public Key(puk), Quantum Password (QP), shared
key (sk), identity of Gateway Node (I Dgw ) and identity of QGC.

- QAKA
Algorithm 2 EPQHASH,A

1: During the login phase, the adversary A eavesdrop the information
{105x): [Yusen), por)}

Call reveal oracle. Let (I Dysgr’, sk’)< Reveall (|w[(})m/>)

Call reveal oracle. Let (I Dysgr', Puk’) <+ Reveal2 (|1/183§ER/))

Compute [} =f(IDyspr||sk)

i) /! i
If (|6ffy ) = [4x)) then
Allow users to sh/are secrets.
Compgte |/1p,(})SER> = f(IDysgr'|Puk’).
It (|1/}((JZ)SER > - |¢1(J229ER>)
Allow Gateway to generate {|¢gp’)}.
If (|pqp) = |ogr))-
Accept user requests

: Return 1(Success)
: Else

T =

Return 0

H
>

: End If
. Else

— =
(o2

Return O

,_.
=~

: End If
. Else

—_ =
© oo

Return 0

b
<

: End If

[\
—_
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3.3.3 Simulation of QAKA Protocol Using AVISPA Tool

This section will simulate the proposed QAKA protocol using the widely accepted AVISPA
(SPAN) tool for formal security verification. We first present the proposed protocol’s
HLPSL specification and then simulate using OFMC and CL-AtSe backends.

3.3.3.1 HLPSL specification

In the proposed QAKA protocol: the user, GW node and SN are represented as the
user, gw and ss, respectively. These are the considered three basic roles for HLPSL
specification. The session and environment are the other two roles. In HLPSL, the user’s
role is represented in Figure[3.9] In the registration phase, the user starts at State =0 and
then receives the signal by transitioning from State =0 — State’ = 1.The user generates
Al and witness (GW N, Ui, gw_u_ai, A}), which means A} is a fresh value generated Ui
intended for GWN. The statement secret ({A%}, sec_ai,{U;, GWN}) means that A is
secret and kept by Ui. It is characterized by protocol_id sec_ai. After calculating A},U;
shares the registration request with GWN. In State =1,U; receives{ B, = H(UID.A#')},by
RCV()operation. After State =1,the next state transition is State’=2;GWN requests U;
for considering the value { B/} computed by GWN for U;.The operation is performed using
request (U;, GW N, u_gw_bi, B;'). The user receives{ SK'} from GWN, and GWN requests
to Ui undertake the value {SK’}.In transition 7, the user generates a new value SKU’
using a new() operation and computes UIN":= H({UID.SKU").
The statement secret ({UIN'}, secyim, {Ui, GW N}) means that UIN’ is characterized by
protocol_id sec_uin. Users also send UIN’ using the SND() operation. It also computes
USR:= H(UID. PUKU{’) and sends UIN’, USR’ using SND() operation to GWN for
authentication purposes.
The user uses the uses statement, witness (GW N, Ui, gw_u_win, UIN') and
(GWN, Ui, gwu_usr,USR') means Ui has generated fresh value UIN” and USR’ intended
for GWN. After registration, in transition 8, for legitimate login, the user receives{QP’}
from GWN for a particular session. After successful authentication from GWN;, it receives
{SN2’} from the sensor node. The user also computes UA":= H(UID.SN2') and SN
requests to Ui for the undertaking of the value {Ui, SN, u_sn_sn2, SN2'}. The statement
secret ({UA'}, sec_ua, Ui, SN) means that UA’ is characterized by protocol.id sec_uin.
Similarly, Figure and Figure specify the role of GWN and SN, respectively.
The roles of the session, environment, and goal are described in Figure and Figure
In this 10 secrecy and 13 authentication goals are specified to be verified.

3.3.3.2 Simulation of QAKA protocol

The simulation results for both the OFMC and CL-AtSe back-ends are depicted in Figure
illustrating the safety and security of the QAKA protocol.

3.3.4 Informal Security Analysis

In this section, we also proved the correctness of the proposed QAKA scheme. Here, we
discussed the theorems with their proof to prove the security of the proposed protocol.

e Correctness:
Theorem 1: By considering all entities entangled, follow the Quantum Authentica-
tion and Key Agreement (QAKA) Protocol. Equation (7) holds:
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%% % % %% % % %% % ROLE OF USER BEGINS %% %% % %% %
role user(Ui, GWN,SN:agent,H:hash func, K:symmetric key,SND,RCV:channel(dy))
played by Ui

def=
local
State: nat,
PUKUI, Ai, UID, Bi, GZ, SK, UIN, USR, QP, SN2, UA, SKU: text

const
sec_ai, sec uin, sec ua,u_gw bi.u gw gp.gw u ai,u gw gz, gw u uin, gw U usr,u sn sn2.u gw sk:
protocol id

init
State=10

transition
1. State =0ARCV(start) =>

% Registralion phase
State"=1 ANPUKUL":=naw()
MAI"=H(UID. PUKUI')
Asceret( {Ai'},scc_al, {ULGWN})

ASND({Ai'} K)
Awitness(GWN,Ui,gw u ai, Ai')
2. State=1 ARCV(BL1') =~
State' :=2 MNrequest(UL.GWN.u gw bi. Bi')
3. State—2 ARCV(SK")—|=
State' :=3 Mrequest(Ui,GWN,u gw sk.SK')
4. State=3 MARCV(GZ)=>
State' :=4 Mrequest(UL,GWN,u_gw gz GZ')
NSKU":=new()

AUIN"= H(UID. SKU")

Asecret( {UIN'{,sec_uin, jUL.GWN})
ASND(UIN")
NPUKUL"=new()

AUSR":=H(UID. PUKU{")
ASND(USR)

Awitness(GWN.Ui,gw u_uin, UIN")

Awitness(GWN,Ui,gw_u_ust,USR')

240% %% %% % %% LOGIN & AUTHENTICATION %% % % %% % %%

5. State=4 ARCV(QP)=|>

State"= 5 Arequest(Ui,GWN.u_gw qp.QP')
6. State=5 ARCV(SN2)=>

State"— 6 MArequest(UL,SN,u_sn sn2, SN2")

AUA"= H(UID. SN2")
Asecrel( {UA'} sec_ua, (U1,SN})
end role

Figure 3.9: User: HLPSL code for QAKA protocol.
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% %% % % %% %% % % ROLE OF GATEWAY NODE BEGINS % %% % %% % %
role gw(Ui,GWN,SN:agent, H:hash func, K:symmetric_key,SND,RCV:channel(dy))
played by GWN
def=
local
State:nat,

Al, Bi, SK, GZ, UIN, USR, QP. Si, SN1, UID, PRKUi,SNID,GWID: text
const

sec_ai, sec_bi, sec_sk,sec_gz sec gp, sec sn,u gw bi,u gw gp, gw u ai,
gW U si, gw_u uin, gw_u usr,sn_gw sk, sn_gw uin, sec_snl,u_gw sk,
sn_gw usr, sn_gw snl: protocol id

init
State =0
transition
1. State=0 /A RCV(start) =>
% Registration phase
State":= 1 NGZ'=new()
Nsecret({GZ'} ,sec_gz, {U,GWN,SN})
ASND(GZ")
Awitness(ULGWN, u_gw gz.GZ')
2. State=1 ARCV({Al'} K)=[>
State":= 2 Arequest(GWN, Ui,gw u_ai, Al')
/B1":= H(UID. A1)
Asecret({Bi'},sec_bi,{Ui,GWN})
NASND(BI1')
Awitness(U,GWN,u_gw _bi, Bi')
ASK':=new()
NASND(SK'")
Awitness(UL,GWN,u gw sk,SK')
Asecret( {SK'},sec_sk, {ULGWN,SN})
Awitness(GWN,SN, sn_gw _sk,SK")
3. State=2 ARCV(UIN') =]>
State':=3 Nrequest(GWN,Ui,gw _u_uin, UIN")
ASND(UIN")
Awitness (GWN,SN,sn gw_uin ,UIN")
4. State=3 ARCV(USR) =|>
State"= 4 Arequest(GWN,Uigw u_usr,USR')
ASND(USR")

Awitness (GWN,SN,sn_gw usr ,USR")

% % % % % %% %% LOGIN & AUTHENTICATION % % % % % % % % %
AQP":=new()
Asecret({QP'},sec_qp,{Ui,GWN,SN})
Awitness(UL,GWN,u_gw_qp,QP')

5. State=4 ARCV({Si'} K)==
State'=5 Arequest(GWN,SN, gw u si,Si")
NUID":=new()
ASNID":=new()

ASN1':=H(UID'.SNID'.GWID)

Asecret({SN1'} sec_snl,{Ui,GWN.SN})

ASND(SN1")

Awitness (SN,GWN, sn_gw snl,SN1")
end role

Figure 3.10: GW: HLPSL code for QAKA protocol.
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%% %% %% % % %% % ROLE OF SENSOR NODE BEGINS %% % %% % %%
role ss( UL,GWN,SN:agent, H:hash func, K:symmetric key.SND.RCV:channel(dy))
played by SN
def=
local

State:nat,
CW, SNID, Si, SK., UIN, USR, GWID, UID.SN2,SN1: text

const
sec_si, sec_sn2,gw u si, sn_gw sk, sn gw uin,u sn sn2,sn gw sn, sn_gw_usr: protocol id

init
State :==0
transition
1. State=0 /A RCV(start)=|>
% Registration phase

State':= 1 NCW"= new()
AS1':= H(SNID.CW")
Nsecret( {S1'},sec_si,{GWN,SN})

ASND({S1'} K)
Awitness(GWN,SN, gw u si1,S1')
2. State=1 ARCV(SK")=]>
State':=2 Nrequest(GWN,SN, sn_gw sk,SK')
3. State=2 ARCV(UIN'")=|>
State':=3 Nrequest (GWN,SN,sn_gw_uin,UIN')
4. State=3 ARCV(USR")=>
State':=4 Nrequest (GWN,SN,sn_gw usr,USR')
5. State=4 ARCV (SN1')=|>

%% %% %% % % % LOGIN & AUTHENTICATION % % % % % %% % %
State':=5 Nrequest(SN,GWN, sn_gw snl,SN1")
NGWID':= new()
AUID":=new()
ASN2"=H(GWID'.SNID.UID")
Nsecret( {SN2'} ,sec_sn2,{GWN,SN})
ASND (SN2")
Awitness(UL,SN,u sn sn2, SN2')

end role

Figure 3.11: SN: HLPSL code for QAKA protocol.
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% %% % %% % %% % % ROLE OF SESSION BEGINS %% %% % %% %
role session(Ui,GWN,SN:agent, H:hash func, K:symmetric_key)
def=
local
US.UR,GS.GR.SS.SR:channel(dy)
composition
user(Ui,GWN,SN,H.K,US,UR) /A
gw(UL,GWN,SN.H. K. GS.GR) \
ss(UL,GWN,SN,H.K.SS,SR)
end role

Figure 3.12: Session role: HLPSL code for QAKA protocol.

Proof: The correctness of the protocol can be measured by inspecting the entity’s
user, GWN and QSN. In addition, we also inspect Adversary A, whose presence is
inaudible on the network while entities are involved in the communication process.
However, if there is no intervention, GWN successfully processes the secret key with
the user and QSN. Using the QKD algorithm, even if A can effortlessly forge user
credentials, it would still require a shared key, sk corresponding to the user id. In
addition, in our protocol, the QGC stores user credentials, as Quantum states, that
are provided to legitimate users. The scheme does make it impossible for adversaries
to forge quantum states.

Also, quantum entanglement is monogamous for maximally entangled (GHZ) states.
The GHZ states are shared with only authenticated GWN, its trusted user, and
QSN. Therefore, A does not have the required pair of these maximally entangled
particles. Hence, it would be unfeasible for an adversary to create a quantum state
{16 etz }ie12m as GWN would only verify that state.

e Security against repudiation:
Suppose user A repudiates earlier access to information from the QSN. The QSN
will resort to GWN. The GWN verifies the state presented by the user, |¢UIN> by

computing |¢U 7 N). However, GWN asks the A’s capacity to repudiate the login by
presenting the user as a GHZ particle. The user’s impossibility of producing the
Quantum states concludes that the attacker has forged user credentials.

e Impossibility of cloning:

For contradiction, QGC containing personal user credentials is in its quantum mem-
ory. Let {Xi, X5, X;5.....X,,} be the frequency of occurrences attacker ‘A’ is allowed
to run an experiment to copy the unknown quantum state{Qi, @2, @s....Q»} con-
taining user credentials. An adversary ‘A’ interrupts the quantum state, Q. Let
Q  Expa,g)(1?) denote the experiment. The adversary runs the experiment to
generate the user’s secret information by applying Quantum operations using ancilla
qubits as in Eq[3.6}

(stat.) «+ Gen(17) (3.6)

Where states are the total quantum states prepared by the GEN algorithm, and
Z is the security measurement parameter. Adversary A allowed experimenting by
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%% % % %% % %% % % ROLE OF ENVIRONMENT BEGINS % % % % % % %%
role environment()
def=
const
ui,gwn,sn:agent,
h: hash func,
k:symmetric_key,
cw,usr,ai,bi:text,
sec_ai, sec_uin, sec_ua,u_gw bi,u gw qp, gw u_ ai,u _gw gz, gw u uin,sec_bi,
sec_sk.sec gz, sec gp,sec sn, gw u si,gw u usr,sn gw sk, sn gw uin sec si,
sec_sn2,sn gw uin, u sn sn2, sec snl,u gw sk, sn gw usr, gw u usr,sn_gw snl: protocol id
intruder knowledge = { ai,bi,usr.cw}

composition
session(ui,gwn.sn,h.k)
N\ session(ui,gwn,sn,h.k)
N\ session(ui,gwn,sn,h.k)

end role

goal
secrecy of sec ai
secrecy of sec uin
secrecy of sec_ua
secrecy of sec bi
secrecy of sec sk
secrecy of sec gz
secrecy of sec qgp
secrecy_of sec_snl
secrecy of sec si
secrecy of sec sn2
authentication on gw u ai
authentication onu gw bi
authentication onu gw gz
authentication on gw u uin
authentication onu gw gp
authentication on gw u usr
authentication onu sn sn2
authentication onsn gw sk
authentication on gw u_si
authentication on sn_gw uin
authentication onu gw sk
authentication on sn_gw_usr
authentication on sn gw snl

end goal

environment()

Figure 3.13: Environment role: HLPSL code for QAKA protocol.
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running queries to QGC Oracle to generate user id and puk as in Eq3.7

Let, Q + AP%C(id, puk) (3.7)
To verify the state, let the event be in E¢3.8
(UG’I“?:fy(Q/) = 1) A QI Ql? Q27 Qn (38)

We also consider the state Q unconditionally secure; WIN A, Q for an adversary to
be negligible even with unbounded resources and computing power due to the No-
Cloning principle. Therefore, physics laws limit A. According to quantum physics
law, generating a clone of state [¢) is impracticable.

3.4 Results and Discussion

In this section, we first discuss the technical challenges of the proposed scheme for resource-
constrained IoT networks. Next, we provide a comparative analysis of the proposed
protocol. Lastly, we compare the security characteristics of the proposed scheme with
those of other authentication protocols.

3.4.1 Technical Challenges

However, Quantum-based solutions provide many advantages over classical cryptographic
primitives, but existing schemes cannot be easily adapted to Quantum-based solutions
due to certain technical challenges. We briefly explain those as:

e Classical primitives:
The existing authentication techniques are based on classical mathematical primi-
tives such as RSA. These are designed to encounter classical attacks but might not
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Figure 3.15: The number of Hash operations between User, GWN and SN during the
login and authentication phase.

resist Quantum attacks. In order to remain viable in the Quantum era, it is essential
to develop new cryptographic primitives that can withstand Quantum threats.

e Quantum principles:
To achieve security, Quantum-based solutions rely on Quantum principles such as
No-cloning, classical computing has no substitute for these principles.

e Key Distribution:
Existing authentication schemes rely on classical key distribution methods, such as
public keys; they do not incorporate QKD, which utilizes the principles of quantum
mechanics to provide secure key distribution.

e Integration:
Integrating quantum-based solutions into existing schemes is not simple as sub-
stantial modifications and investments are required. As per our analysis, adapting
classical authentication techniques[91] to Quantum-based solutions is not feasible.

3.4.2 Performance Evaluation

The performance of the QAKA protocol is analyzed with other recently proposed work
characterized by the number of hash-operation rounds, the number of messages exchanged
and the number of time stamps. The results of performance comparisons are depicted in
Figures [3.15] [3.16] and [3.17] According to the analysis, the number of hash operations
computed and messages exchanged for the secure user login and authentication phase
is much less than that of other IoT authentication schemes. Table represents the
comparative analysis of the above-listed items regarding the role played by the User,
Gateway Node and Sensor Node.
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Table 3.2: Comparative analysis of QAKA protocol with other IoT authentication proto-

cols
. Gateway | Sensor

Computation costs Year Authors User Node Node
2016 Kumari et al.[146] | 7 7 6
2018 Sharma et al.[147] | 10 6 None
2018 Mishra et al.[120] | 7 6 8

The number of Hash

Operation Rounds 2019 Mehra et al.[I02] | 3 2 2
2020 Melki et al.[90] 5 4 None
2021 Yu et al.[22] 11 9 7
Proposed | QAKA 1 1 0
2016 Kumari et al.[140] | 4 4 3
2018 Sharma et al.[147] | 6 3 None
2018 Mishra et al.[120] | 5 11 3

g;ﬁ;ger of messages | oy Mehra et al.[I02] | 6 9 3
2020 Melki et al.[90] 5 3 None
2021 Yu et al.[22] 4 6 3
Proposed | QAKA 2 4 2
2016 Kumari et al.[146] | 1 1 1
2018 Sharma et al.[147] | 1 1 None
2018 Mishra et al.[120] | 1 2 1

gﬁi;ﬁ;ﬁ“ of time stamps | o, Mehra et al.[I02] | 1 1 9
2020 Melki et al.[90] 2 1 None
2021 Yu et al.[22] 1 2 1
Proposed | QAKA 0 0 0
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Figure 3.16: The number of messages exchanged between the User, GWN and SN during
the login and authentication phase.
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3.4.3 Discussions on Attacks

The analysis of security characteristics in the proposed scheme as compared to other
authentication schemes are presented in Table [3.3] The security threats addressed by the
QAKA protocol are briefly explained as:

e Gateway node bypassing attack: This attack is considered a scenario in which
an attacker directly accesses data shared by sensor nodes without participating in
the gateway node. Such an attack is impossible in our scheme as both QSN and
the user register on GWN by sharing user details as A,=f(IDysgpgr|Puk). It is
the responsibility of GWN to run an authentication step to authenticate both the
user and QSN. The GWN verifies the user information by verifying the following:

{16 01, [6DY 12 Yimtoms Pk, Prk, sk, [0 -

e Gateway impersonation attack: It could also be some untrusted GWN pre-
tending to be the message recipient without forwarding them. Additionally, the
entities are correlated with each other by generating a maximally entangled state
ast [0W)enz = 5(109)01]0D) 020D )aw|0D)sn + [19) 1 [1D) [ 19) g [19) ).
The legitimate GWN can retrieve the user information by measuring |¢?)qyu . The
correlation between GWN, QSN and Users using GHZ states makes this attack
impossible.

e Gateway node capture attack: This is considered a malicious gateway controlled
by an attacker. In this scenario, our protocol generates an authenticated key using
the BB84 protocol before establishing any communication. The user information
|q§8)2> is retrieved by only legitimate GWN by applying H-Basis {|+),|—)}. There-
fore, an adversary may not run the login and authentication step by performing a
node capture attack.

e Privileged insider attack: A person internal to an organization with the right
to access the system would not take advantage of our system. In our protocol, the
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information is not stored as a sequence of plain text; rather, it is in the superposition
of qubits as:|¢g)1>, ](b(Ul)Q), |l Dysgr),|¢qp)-Each measurement disturbs the quantum
system. Therefore, eavesdropping could easily be identified.

Traffic-analysis: Assuming an attacker listens to network communication to de-
termine application behaviour patterns and the location of critical nodes. Due to
Quantum laws, copying or determining the system’s state is impossible. Addition-
ally, a new quantum state is created in each step; therefore, an adversary can’t
determine the system’s state.

Eavesdropping identification attack: Any intruder who pretends to be a le-
gitimate user needs to produce GHZ states by encoding process:|¢))= |Yyspr) ®
|0Yarz.In QAKA, copying any quantum state is impossible due to No-cloning.

Key exchange problem: QAKA utilizes photons’ ultimate security for estab-
lishing a shared key, sk. The shared key, sk, in our protocol, is generated using
BB84 protocol, which requires each entity to generate a key and share only mea-
surement basis on a secure quantum channel. Any eavesdropping in key generation
and distribution can easily be identified based on the probability of the outcome
received.

Man-in-the-middle attack: In this, an attacker, as an unauthorized entity, in-
terrupts the existing conversation. In our protocol, the quantum states are secured
by applying QOWF as B; = f(IDysggr||Prk), which makes it impossible for the
adversary to retrieve the exact parameters.

Mutual authentication: Authentication between entities must provide safe com-
munication. As in our work, the GWN and user are authenticated by verifying
the |¢gp). The user login and authentication process run by computing a shared
key, sk. The GWN also authenticates the sensor node by verifying swap states as

{lsnn), [sni) ¥

Forward secrecy: In our protocol, the key generation process exchanges randomly,
not qubits. Even if the adversary actively inferred, he may not get the secret key
with high probability from the Quantum channel.

Sensor TA: It is possible when the adversary acquires secret sensor information and
impersonates him on the server. Our protocol resists this attack, as GWN shares the
encoded information received from the user as |¢V);, with entangled authenticated
QSN. The legitimate sensor node can perform operations {|+) = I,|—) = Z} using
quantum gates, which makes it impossible for an adversary to perform this attack.

Futuristic quantum attacks: Internet communications use classical cryptography
schemes, and e-commerce could soon succumb to a quantum attack. In our protocol,
the quantum states are computed as [sn2), |[¥sn1)and|yys).Communication takes
place by using quantum operations rather than mathematical computation. QAKA
effectively realize quantum states and utilizes quantum gates, making our protocol
Quantum-resistance.

User Anonymity: Our protocol processes users’ secret information using QOWF,
making our protocol resistant to user anonymity attacks. QAKA ensure that the
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user sends his identification details securely to GWN by computing: |[Yysgr) =
f(IDysgr||Puk).Even if the adversary can retrieve I Dysgg, the entire state of the
user is secured using QOWEF, which makes it impossible for an intruder to get into
the network.

User TA: Our protocol is resistant to this attack, as impersonation is successful
when an adversary can effectively obtain a user’s secret information. In our scheme,
the state of the user is maximally entangled with legitimate GWN and sensor node:
0D)anz = (109)01]09)2|09) w 0P) sy + [1D) 1 [1W) 1] 19) 6w [19) sv) Each
user has two particles that a legitimate user could only measure in this state. There-
fore, performing such an attack is impossible for an adversary.

Stolen Smart Card attack: For future communication, the QGC is issued to users
who have successfully registered to the Gateway Node. As QGC operates on qubits
|0) and |1), it limits the information an intruder can extract from the system. It con-
tains secret user information as {{|¢™) 1, [¢D)vs biz1am, Puk, Prk, sk, [ )} The
user’s secret information is secured by generating a Quantum state and applying
QOWF. Even if adversaries access user information, QOWEF cannot be unmasked.

Offline PW: In this scenario, anyone can get the password stored by the user or
administrator. However, unlike the classical authentication model in our scheme,
there is no password generation process by the user over an insecure channel. How-
ever, in our scheme, a quantum password is provided to the legitimate user with the
validity of 10 minutes by a legitimate GWN after successful registration as {|¢gp) }-

Offline Identity Guessing Attack: Our scheme also protects against this attack.
Anyone can access the user ID but may not evaluate the exact identity due to the
superposition of quantum states [/ Dysgr). Therefore, this protocol thwarts an
identity-guessing attack.

Replay Attack: The adversary intercepts user credentials and shares them with
the server using the authenticated channel. However, the user information due to
Quantum No cloning cannot be copied. The secret user information in our pro-
tocol is also encoded as |¢)) = |Yyser) @ |¢)arz and represented using Bell-
states. The legitimate user can apply the measurement and generate the outcome
as {00,01, 10,11}, . Such information, once computed, changes the outcome of
other entangled states. Thus, an adversary can’t perform a replay attack.

Unauthorized login: Such an attack is impossible in our protocol as QGC is
issued to the legitimate user, which contains user information in the superposi-
tion of state as: {{|¢)y1, [V v2}ictim, Puk, Prk, sk, [\ }.Additionally, we use
Quantum Password {¢gp} in our protocol, provided to the user after successfully
verifying the user, sk. If anyone tries to log in with the wrong identity and password,
the request is immediately forwarded to the GWN, and he may restrict any such
request.

Denial-of-Service: There are various versions of this attack, such as jamming,
flooding, tampering, misdirection etc. In our protocol, each legitimate user can log
into the network using QGC. The QGC is issued to each user by GWN on successful
registration. The identity of each user |Yysgpr) = f(I Dysgr|Puk) is also secured
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using the encoded state as: |¢p(") = |yser) ®|¢)qmz which could only be retrieved
by legitimate GWN. Therefore, it is impossible for the fake user to get into the
network and overwhelm GWN.

3.5 Summary

In this chapter, we discussed a novel Quantum Authentication and Key Agreement
(QAKA) protocol for secure IoT communication. Our work identified many security
shortcomings in the [oT-based mutual authentication protocols that relied on classical
cryptography. The novelty of our protocol is that we had considered the uniqueness of
GHZ states with the secure key distribution, which can identify eavesdroppers’ presence
on the IoT communication channel. The proposed scheme is safe from classical attacks
such as insider, impersonation and futuristic quantum attacks. Quantum C-Swap gates
are utilized for evaluating the similarity between states. The formal verification security
analysis using the BAN logic analysis and ROM is provided, which proves QAKA capa-
bilities to defend against various attacks. It is utilized to demonstrate the fulfilment of
essential security requirements. We conducted simulations using the AVISPA tool, con-
firming that QAKA is resilient against security threats like replay and MITM attacks,
thereby guaranteeing the safety of our protocol. Our protocol has played a substantial
role in paving the way for quantum-based communication in the IoT, facilitating device
authentication and the establishment of a secure communication environment within the
network.
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Chapter 4

QUANTUM-BASED SECURE CRYPTOSYSTEM
FOR IoT

4.1 Introduction

Recently, with the advancement in wireless communication, IoT technology can connect
and interact with different devices[I53]. Due to anytime and anywhere connectivity, IoT
devices are now enormously used in healthcare to facilitate real-time services to patients
and doctors. Many real-time healthcare applications require continuous monitoring, such
as ECG, blood pressure, respiration rate, blood glucose level, etc. [I54]. Any deviation
in monitoring patient health conditions could be fatal. The security of huge IoT data
traffic is a major issue and concern. The classical primitives such as RSA, Exclusively-
OR (XOR) functions, AES, One-way hash Function (OWHF), and ECC were widely
accepted to provide authentication in IoT-enabled healthcare applications [72].

However, recent advancements in Quantum Computing-based well-known algorithms
like Shor’s factoring[I55] and Grover’s database[156] search algorithm [I57] have already
proven that they could easily solve the classical algorithms such as RSA by exploiting the
exponential speedup of Quantum Computers[I58].

Therefore, we proposed a Novel Quantum-based Secure Cryptosystem using Mutual
Authentication for Healthcare (QSMAH) in IoT by considering the limitations of classi-
cal cryptographic schemes. The potential advantage of Quantum Cryptography inspires
our scheme. Figure represents the proposed QSMAH architecture. It depicts the
secret communication among the GWN, CMS, and MP using the process of GHZ states,
Teleportation and QKD.

Our unique contribution involves the generation of three particles of GHZ state on IBM
Quantum Experience (IQE), using which secret information is shared between legitimate
entities. With the specific aim of improving the key distribution process in this paper,
we proposed the modified QKD scheme, which involves three communicating entities
to participate in the secret Quantum key generation process. In this chapter, we first
discuss the proposed Quantum Cryptography-based secure key distribution and mutual
authentication protocol. We then present the formal and informal analysis of the proposed
protocol. Finally, we present the simulation of the proposed model using the AVISPA tool.
In Tabld4.1], we compared the proposed QSMAH protocol with existing healthcare-based
schemes on classical and Quantum Cryptography.
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Figure 4.1: Quantum based Healthcare architecture.

Table 4.1: Other researchers work on IoT and Quantum authentication schemes

g;’siiz(:h Year| Objective Tool and |1|2|3|4|5

P Algo-

rithm
Shukla et | 2021 Identification a.nd. authentication 1Eog— sl Model
ol [T54] of data transmission. Simulator
Elhoseny 92018 Dlagn0§tlc .test data security AES  and | v| |- |- | Model
et al.[159 in Medical imaging. RSA
Xu et | 2022 | Generate Quantum Key Quantum V|- | V| V| Model
al.[160] Comput-
ing

Mehra et | 2019 | “uthentication between the AVISPA | v|- | - | v| Model
al. [T02] user, SN, and GWN.
Bahache et Privacy and security of
al.[161] 2022 IoT-enabled medical applications | VIV || Survey
Rasool et Provide Quantum advantage
al.[162] 2021 in healthcare i Y]V | Burvey
Alsaced ot Identified the requirement of
al.[163] 2022 | authentication in Internet-based | - V| V|- | V| Survey

' medical things
Amin et | 2018 | prsure MA for transferring AVISPA | | V| - | v'| Model
ol [162] Medical data using WSN
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g;gseez;gch Year| Objective Tool and |1|2|3|4|5
P Algo-
rithm
Sharma ot Quantum Cryptography-based
al. [TG5] 2018 | Quantum Key agreement for AVISPA V|- | V| V| Model
’ cloud authentication
Behra et | 2017 | 08¢ of GHZ states for mutual | g, /|- | v| v| Model
al. [T50] authentication
Sk et | 2020 gﬁ;ﬁlgﬁjﬂﬁtﬁ;‘i IQE /|- [ v| | Model
al.[143]
Li et | 2017 | MA schemes for IoT RSA and | V|- | - | V| Survey
al. [160] ECC
. X-OR and
Melki et | 2020 | 1 Sﬁtifss-ofieanf o | Hash /- |- | v| Model
al.[90] ' ' v agt function
e Quantum
‘P;“(())fkosed i\/IA an;i IEA llgllhzre ?ict Computing,| v'| v'| v'| v'| Model
o secure healthcare data. AVISPA

1: Mutual Authentication; 2: Healthcare; 3: Usage of Quantum; 4: Security Considera-
tions; 5: Model /Survey

4.2 Proposed Quantum-Based Secure Cryptosystem
using Mutual Authentication for Healthcare (QS-
MAH)

This section will detail QSMAH, which provides security and confidentiality features for
healthcare in IoT applications. This work proposes Quantum GHZ states for multiuser
communication and QKD for secure KA. QSMAH protocol ensures a) Forgery-resistant
b) Non-repudiation ¢) Confidentiality. First, the information associated with each entity,
such as Patient, CMS, and MP, cannot be copied. Second, the authorized patient can-
not deny the message’s legitimacy or data transfer due to undeniable proof produced for
authentication and integrity. Finally, all information authorised entities provide remains
safe and secure from eavesdropping. The QSMAH protocol comprises five algorithms: as
7w = (Prep, GENE, REG, login, Auth.). These phases are described as follows:

4.2.1 Preparation Phase

In the preparation phase, the medical administrator provides a secure unique |/ Dggn > to
each sensor device implanted in the patient’s body. As in our scheme, several patients seek
advice from several doctors depending on the requirements of the individual. Therefore,
each patient and Medical Professional (Doctor or Lab staff) in our scheme is assigned
a unique registration ID as [IDp > and |IDyp > provided by the secure CMS. The
Patient’s Mobile device as GWN is registered at the secure Clinician Medical Server
(CMS) as [IDgw >. All entities in our protocol, such as Patient (P;), CMS, and MP,
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should generate the public and private keys (Pi(Ppuk, Ppri)), (CM S;(CM Sy,
C'MSprk), (MR-(MPpuk, MPprk)).

4.2.2 Generation Phase

In our protocol, by utilizing GHZ states, each entity correlates with the other for secure
medical data transfer. The GHZ state between GWN, CMS, and MP is generated to
accomplish this goal. Medical sensors monitor the patient’s body. The information is
transferred from the sensor node to the Gateway device through the secure Quantum
channel. Therefore, GHZ states are effectively realized between GWN, CMS, and MP
for secure data transmission. The structural representation of GHZ states, along with
probabilities on IQE, are represented in Figure 4.2l The GHZ states for three particles

can generally be expressed as Eq[4.1] and

1
|\I/+070@7‘70@u > ABC— ﬁ(l(), 0er,0bu> ‘Hl7 1er,1®u >)CLTLd (41)
1
|\Ij+0,069r,0®u > ABC— _(_1)0®u(|0’ 0 T, 0D u> —|]_, 1 T, 1®u >) (42)

V2
where, r,u €0, 1. The GHZ state can be generated for QSMAH as in Eq[4.34.4 and 4.5}

1 1

G1 0>+4]1>)® |00 >= 000 > +|100 > 4.3
ﬁ(l 1>)® | ﬂ(| | ) (4.3)
_ 1
G2 = USIS®|G1 >= —=(]000 > +[110 >) (4.4)
V2
_ 1
G3 = USo®|G2 >= —=(]000 > 4111 >) (4.5)

V2
Finally, the output GHZ state is generated as in Eq[4.6}
1

V2

(109 >ewn [09 >curs 109 >pp +19 >awy 19 >cus 119 >4p)
(4.6)

|®8)HZ >=

Where 1 <i < n represents the distinctive, unique identification number of each commu-
nicating entity i {0, 1}".Here, \Qg)HZ >ic1im = ]@8},2 >, |®(Gl}{z > ...]@%Z > represents
orthogonal GHZ entangled states. A unique GHZ state is generated by CMS whenever a
patient wants to establish secure communication with a medical professional.

4.2.3 Registration Phase

Each patient and MP must register with CMS before sharing secret data in this phase.
In this section, we explain the patient registration process through GWN and then move
on to CMS. Then, we discuss the MP registration for CMS.
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Figure 4.2: (a): Quantum three qubits GHZ states on IBM Quantum Experience (IQE);
(b): Probabilistic outcome of GHZ state on IBM Quantum Experience (IQE)

84



4.2.3.1 Patient Registration

In this phase, before each patient registers onto CMS through GWN. The sensors
inside the patient’s body sense the information and transfer it through Gateway
to CMS. There are more chances that an intruder can perform an impersonation
attack in the registration phase. Therefore, we utilize Quantum Cryptography for
secure communication and data transfer. Generating a Quantum key establishes
the secret communication between GWN and CMS. Figurd4.3| depicts the registra-
tion process’s structural representation. It represents the Patient Registration onto
CMS through GWN. The detailed steps for the registration of legitimate patients
to GWN using the Quantum Channel are described as follows:

Step 1: Each patient is assigned a Unique ID before registration. The patient
provides their unique identity and chooses to create a password as IDp, PW), for
registration onto GWN(Mobile device).

Step 2: The superposition state of patient credentials is computed by Gateway
Node (Mobile Device) for verification as |IDp >, |PW,, >.

Step 3: Initially, GWN has the following credentials: [/D, > and |PW, >.Using
which GWN can compute: Q1 = h(ID,||PW,).

Step 4: After verifying patient identities, the GWN chooses a Random Code
Word(RCW), which is in the superposition of states |[CWGW > and measure it
in {|4+ >,|— >} basis.

Step 5: GWN sends the measurement Basis {|+ >,|— >} to patient BSN.

Step 6: Sensor Node chooses a Random Code Word (RCW), which is in the super-
position of states |[CW SN >.Sensor Node applies the measurement in {|+ >,|— >}
basis. The sensor node applies a Pauli matrix (error correction) on its qubits as in

Ed4.7
|+ >— Iand|— >— Z (4.7)

Step 7: The GWN verifies the measurement results: MYy = MXY,.. The Gateway
discards the registration process if the measurement results do not match. Other-
wise, GWN successfully registers sensor nodes.

Step 8: The GWN generates a string of maximally entangled states as in Eq[4.8}

@ >auz= —(|0<1) >GWN |0(Z) >cus |09 >up +19 >awn 119 >0 |1(z) >pp)

V2
(4.8)

Step 9:The GWN computes the information as in Eq[4.9}

Q2 = h(ID,||IDsy,

IDew||IDp) (4.9)

Considering the above state as in , the superposition of state as g >= |0 >
+/|1 >. The state mentioned above represents the important Sensor Node infor-
mation; therefore, the GWN encodes the state |¢)gs >into its entangled qubit as
in Eq[4.10] .After encoding the Quantum state is represented in Eq[4.11] and the
complete Quantum state is as described in Eq[4.12 as :

|6 >awsn= Q2® @ >cuz (4.10)

= (2|0 > +5]1)g2 X000 > +[111 >)crrz (4.11)
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000 + [111 > 000 + [111 >
% %) ®(|OOO > +[111 >)guz
(4.12)

The H-Gate on the first qubit |2 > and CNOT on its part of a qubit, GWN
changes the Quantum system state as in Eq/4.13]

= (a]0 >q2 )+ 511 qaf

0> +]1 > 000 4 |111 > 0> —|1> 1100 + 011 >

(4.13)
The total Quantum state of the system becomes as in Eq[.14}

:a(

Yarz+6(

=

106w O0ewO0crsOmp > +0awlewlemslup > +1ewO0ewOcmsOmr > +lewlewlomslyp >
2

+ 3
10cw lewO0cnsOnp > +|0ewOcw lomslvupr > —|lewlewOcnmsOmp > —|lewOcw lomslvp >
2

(4.14)

The above equation can be written in bell state as in Eq4.15}

1
= 5(@+ >aw (@|0cms0mp > +8|1emslup >)+P™ >aw (@|0cmsOmp > —B|lomslup >)+
U* >cw (allemslup > +8|0cmsOmp >)+™ >ow (a|lomslupr > —B|0casOup >))

(4.15)

Step 10: After encoding, the GWN measures his part of the qubits |®F >qu
and|\11i >aw -
Then, according to the bell measurement outcomes as in Eq[4.16}

(00,01,10,11),10 = INFOg (4.16)

GWN applies after applying partial measurement of two entangled qubits and sends
those qubits as classical bits using the classical channel to CMS. Based on the above
information received from the GWN through the teleportation process, the CMS
stores the following information as I N F'Og to retrieve appropriate state |Q2 >agw -
Step 11: After receiving the above information from the GWN. The CMS generates
the Secret Quantum Key with GWN. CMS and GWN make use of Quantum Ran-

dom Number Generator (QRNG) to generate random keys as: {ktse, k2nrs, Kernrgy s Kiiarg
and {k), k2 k3, ...k}, where k¢yq, ke 0,L,u =1,2,.n , where n is the length of

the shared private key.

Step 12: CMS and GWN will calculate the hash value of the corresponding random
key and publish results to each other as h(kcnps) and h(k,).

Step 13: Considering the 8n particles GHZ entangled states, CMS divide them
into the sequences as in EqJ.17}

Sy = {5}, 5%, 5%, . Sid (4.17)

Where, Sft'] is the jth particle of H=CMS, GWN and j=1,2,3...... 8n
Step 14: CMS applies the Z-Basis measurement on his particles and obtains the
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results as in Eq[.18§}

MCMS = {Ml,MQ,M3 ....... Mn} (418)

Step 14: Based on the above measurement results, CMS computes the following
information as in Eq[4.19

Qcnrs, = Mins Q) kéars (4.19)
and send the Qcars, to GWN.
Step 15: GWN also measures the particles in Z-Basis and obtains the results as in

Eq 420t

Mew = {M;, My, Ms.....M,} (4.20)

Based on the above measurement results, GWN computes the following information:
Qaw, = Mgy ® K GWN send the Qaw, to CMS.

Step 16: It is apparent that MY, = MY,,;s. Therefore, according to M&,,5 CMS
extracts the h(k,) from Qew, and compute h(k,) and match: h(k,) = h'(k,). In
case of any mismatch, then CMS discards the registration process. If both values

match, then CMS accepts the final key as in Eq[4.21}

Qs = Ferrs P K (4.21)
CMS will Acknowledge GWN for successfully generating the secret Quantum key.
Step 17: Once CMS generates the Quantum key then, according to Mg, GWN
extracts the k¢,;¢ from Qcus, and compute hkeopg = h/(k:CMS). In case of any
mismatch, then GWN discards the registration process, else GWN accepts the final
key as:Qr, = ki s D Ky
Step 18: After the successful generation of the final Quantum key, CMS computes
the final registration information as in Eq}4.22}

W rs1 >= W(IDy||I Daw|| I Dens||Qus || Ppurl O M S| | I Ds,) (4.22)

Step 19: Based on the above information, GWN registered onto the CMS and
computes the final information as in Eq/4.23}

[t >= (I Dy|[IDw||I Dears||Qus |11 Dsw,) (4.23)
4.2.3.2 Medical Professional Registration onto GWN

In our protocol, the MP must register before accessing the patient’s confidential
information stored on the medical server. The MP could also be contacted during
emergencies directly through patient [oT devices. Therefore, there is a higher chance
that an intruder could provide false advice to patients and leak important medical
data by executing an MITM attack. Our protocol ensures that legitimate MP
identity must be verified before sharing patient medical details with MP. The steps
for registration of MP onto CMS are structurally represented in Figure [f.4hnd the
detailed explanation of which is as follows:

Step 1: Initially, the GHZ state between GWN and CMS is established as in Eq[4.24]

09 >crz=—=(10% >cwn [09 >cus 09 >up +119 >qwy 19 >cars (19 >4p)

V2
(4.24)
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Figure 4.3: Patient Registration.
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Step 2: MP input credentials onto CMS as: {|IDyp >,|PWpyp >}. Each legiti-
mate MP can submit the registration details based on GHZ states.

Step 3: CMS will match the|IDy;p > from the registered medical professional list
and store the final information as in Eq/4.25}

@3 = (IDPHPWP) (4.25)

In case of any mismatch between credentials submitted by MP, then CMS will
discard the registration process.

Step 4: CMS will be able to receive the {c1, ¢} as INFOpg from GWN based
on GHZ states.

Step 5: CMS gives {|/Dcns >, |CM Sy >} to MP.MP will be able to re-
ceive the {c1,¢0} as INFOpR from GWN based on GHZ states. It computes:
{{IDyp >, |MP,, >} and send it to CMS.

Step 6: After receiving the {|IDyp >, |M P,y >} from MP CMS will com-
pute the Quantum Secret Key with MP. To generate the Quantum Secret key,
the following steps need to be performed between CMS and MP:

CMS and MP make use of a Quantum Random Number Generator (QRNG)
to generate random keys as in Eq/4.26|

{ké’MS7k%’M5’7kg’MS7 """" >k2’MS}a'nd{k]1\4Pak]2\4Pak?\4Pa ------ 7k]?/[P} (426)

Where, k&g, kip € 0,1, u =1,2,....,n. Considering the 8n particles GHZ en-
tangled states, CMS divide them into the sequences in Eq/4.27;

Sy =Sk, %, S, s S (4.27)

Where, Si[ is the jth particle of Sy, H = {CMS,MP} and j= {1, 2,3...... 8n}.
CMS applied the Z-Basis measurement on his particles and obtained the results

as in Eq[4.2§]
Mup = {My, My, Ms...... M} (4.28)

and send the Qcus, to MP. MP also measured the particles in Z-Basis and
obtained the results as in Eq[4.29}

MMP = {Ml,MQ,Mg, ...... Mn} (429)

Based on the above measurement results, MP computes the following informa-
tion: Qurp, = M p @ kY p and sends the Qrp, to CMS. Based on the above
measurement results, CMS computes the following information as in Eq}4.30;

Qeurse = MEys @ ks (4.30)

It is apparent that MY, = MY,,s. Therefore, according to MY,,¢ CMS ex-
tracts the h(kyp) from Qup, and compute h(kyp) and match: h(kyp) =
h'(kprp). In case of any mismatch then, CMS discards the registration process.
If both values match, then CMS accepts the final key as in Eq.

Qry = knp @ Kéms (4.31)

CMS will acknowledge GWN to generate the secret Quantum key successfully.
once CMS generates the Quantum key, then according to MY, MP extracts
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the k¢, ¢ from Qs and computes h(konrs) = h'(kens). In case of any
mismatch, then MP discards the registration process else, MP accepts the final

key as in Eqi4.32;
Qky = ks @ Kyip (4.32)

Step 7: After the successful generation of Quantum Key, MP will compute as in

Eq[A:33t
U871 >= h(IDasp|| Qs 1T Denrs| M Pyl |CM Sy [ IN FOR) (4.33)

and send it to CMS for final registration.

Step 8: CMS will accept the registration process by accepting the information from
MP as I Dy p and |¥ M) p1 >- Based on the 1nf0rmat10n received from MP, CMS will

compute the following as in Eqf4.34] and [4

Uhssa == h(IDarp||Quy |11 Denrs|| M Ppuk||C M Sy )and (4.34)

QGHC : (|U¢h 60 >, [W51p >, |06k, >, CMSpur) (4.35)

Based on the above information, MP is registered with CMS. After successful regis-
tration, a QGHC containing MP information for secure login is generated for each
legitimate MP. QGHC is equipped with Quantum memory to be used for future
secure communication.

4.2.4 Login and Authentication Phase
Initially, the GHZ state is generated between the legitimate entities as in Eq4.36

09 >gpz= EUO(Z) >awn 09 >cns (09 >ap +19 >awn 19 >cns (09 >arp)

(4.36)

The overall workflow is depicted in Figurd4.5

The structural representation of the login and authentication phase is represented in
Figurdd.7] The detailed explanation of the login and authentication phase is described as
follows:
Step 1: The registered Patient submits his identity to GWN as: |ID, >, |PW, >.
Step 2: The GWN verifies the user identities by computing Q4’ = h(ID,||PW,)and
match if Q1 #Z @Q4'.If it does not match the GWN, discard the patient’s login. If it
matches, GWN allows the patient to successfully login into the system.
Step 3: After receiving patient requests for login, the GWN, CMS, and MP will generate
Quantum Key for secure communication. The secret Quantum Key generation will take
place as follows:

(@) GWN, CMS, and MP will generate Quantum Random Numbers as in Eq{4.37;

{ktnrs konrg Kenrgs e ks yand{kyp, ki Kapps oo KRe ) (4.37)
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Figure 4.4: Medical Professional Registration

Where,k 6.k p € {0,1},u =1,2,....,n and n is the length of the shared private
key. GWN, CMS, and MP will calculate the hash value of the corresponding random
key and publish results to each other as: h(kcwms),h(kmp).h(k,).

CMS, GWN, and MP by applying Z-Basis measurement on his particles and obtain
the results: Mcyrs = Mg, ME s, MEasge oot , M7, gdenote the bits of Meoays.
Similarly, Maw = Mky, Méyw, My ........ , M@y, denote the bits of Mgy, while
Myp = My, MEyw, Mip........ , M7, p denote the bits of Mj;p corresponding to
the KA.

In case of no eavesdropping, the measurement results obtained should be equivalent
to each other as in Eq}4.38

MCMS = MGW = MMP (438)

CMS calculates: Qons, = MgMS @ k¢ and send Qeonrs,, to GWN and MP.
Similarly, GWN computes: Qaw, = My @ k, and send Qgw, to CMS and MP;
finally, MP calculates Qrp, = M p @ kY p and send Qyrp, to CMS and GWN.
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CMS according to Mg extract the k, and k‘%P from Qcw, and Qpp,.The CMS
calculates and verifies the hash value of
h(kyp) = b'(kymp) and h(k,) = h'(k,).If the values match, then CMS will accept

the final key as in Eq4.39}
QK : kyp® k?p @ koms (4.39)

MP according to Myp extract the k; and kéyq from Qew, and Qcus, If the
values match, then MP will accept the final key as in Eq[4.40}

QK : kMp D kp D kCMS (440)

GWN according to Mgy extract the k, and kgy, from Qcns, and Qup,. It
calculates and verifies the hash value of h(k,) = h’(k,) and h(kyp) = W'(kpp). If
the values match, then GWN will accept the final key as QK: kyp @ &k, @ koums-
The Quantum secret key is generated and verified by legitimate entities individually.
It helps in preventing Forward secrecy attacks.

Step 4: After successfully generating a Quantum secret key by legitimate authorized en-
tities. GWN verifies the appropriate BSN by generating |CWgy > in superposition and
measuring it in {|+ >,|— >} basis. GWN instead of sending the code word |CWgy >
to patient BSN share measurement basis {|+ >, |— >} with SN.

Step 5: Once the SN receives the measurement basis {|+ >, |— >}.SN chooses appropri-
ate codeword |CWgw > and performs error correction by applying the Pauli matrix as

in Eq[.41}

|+ >— land|— >— Z (4.41)

Step 6: Based on the measurement basis SN authenticates the legitimate GWN for fu-
ture secure communication.

After correcting errors, the SN sends the measurement results to GWN.GWN verify the
Mgy received from SN by matching with their results as in Eq[4.42}

MgN - MéUW (4.42)

If it matches, then based on the measurement results, GWN retrieves the appropriate SN
identity IDgy and computes h'(Ppu,). GWN matches h’(P,u;) = h(Ppyu). If the Public
key (PUK) matches, SN successfully proves his identity to GWN and allows data sharing
with GWN. Based on the retrieved and verified information, GWN and SN calculate the

session key as in Eq[.43}

SKew-sn = h(Mg||IDew||IDsn;) (4.43)

Therefore, GWN authenticates legitimate SN for sharing data. It prevents any sensor
node impersonation and GWN bypassing attack.

Step 7: Once GWN verifies the legitimate SN, then GWN secures SN information
along with registered MP IDy;p, Patient identity /D, and IDgyw as in Eq[.44}

Q2 = h(ID,||IDsy,||IDaw||IDyp) (4.44)
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Considering the above state as in Eq{4.44] the superposition of state as [1)ges >= a|0 >
+/|1 >. The state mentioned above represents the important patient medical data; there-
fore, the GWN encodes the state as in Eq4.45}

|9 >awsn=Q2® |D >gnz (4.45)

Afterwards, the user carries out entanglement measurement on his first two qubits.
The four qubits bell state can be written in Eq.

1 _
|6 >cwsn= §{lq>+ >ew (|0cmsOmp > +6|1emslyp >) + |97 >ew (@|0crsOnp >

—Blemsiup >) + 19" >aw (a|lomslup >

+6810crms0mp >) + V™ >ew (|lemslupr > +5|0crs0mp >)}
(4.46)

After encoding, the GWN measures his part of the qubits |®* >gp and [T >y

Then, according to the bell measurement outcomes as (00,01,10,11) 0 ==INFOg .
GWN applies after applying partial measurement of two entangled qubits and sends those
qubits as classical bits using the classical channel to CMS and MP for future secure
communication. It prevents any traffic analysis attack. Additionally, GWN also sends Q5
= h(INFORg||SKgw_sn)

securely to CMS. On successful login of GWN, the CMS checks the authenticity of
GWN by retrieving IN FOg.

Step 8: Once classical information { {cl,c0} as INFOg} received from GWN to

CMS as in Eql4.47;

{c1,c0} — 00,01,10, 11 (4.47)

CMS, after receiving information from the GWN, first verify the time taken by the

message. It deletes the message received by GWN if T'Scys — T'S1 > AT. Else, retrieve

Q5 as h(INFORg||SKew-sn) store INFOpg. Then it extracts classical bits received from

GWN ¢4, ¢g and apply Pauli (Error Correction) Matrix on his part of Qubits as stated in
Table 4.2 and corrects the state of his Qubit to recover the original state as in Eq[4.4§]

Q2 = h(ID,||IDsy,||IDaw||IDyp) (4.48)

Table 4.2: QuantumPauli gate operation on qubit measurement

GWN

Measurement 00 01 10 1

Value of CMS qubit | a|/0 > +5|1 > | a|l > +6|0> | a0 > 5]1 > | all > 5|0 >

Quantum Gate Identity(I) X==NOT Phase flip (Z) | NOT and Z gate

Step 9: Once CMS receives the appropriate information; it will store
Q2 = h(IDy||IDsn,||[IDew ||IDpp)-

Then, CMS will generate a serial number as S for each legitimate patient with a
legitimate BSN to be verified by a registered Medical professional. CMS will send that
information to the appropriate GWN as in Eq[4.49

Q6 = h(S||TS2||IDew) (4.49)
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Step 10: GWN, after receiving information from the CMS, first verify the time taken
by Q6. The GWN deletes the received message if T'Sgyw —T'S2 > AT. Else, retrieve Q6.
Once GWN receives the Serial number (S) from CMS, it can log in successfully into the
system.

Step 11: The CMS will generate OTP for legitimate MP.

Step 12: After receiving information from the CMS, MP first verifies the time taken
by the OTP. The received OTP is invalid if T'Sy;p — TSS > AT Otherwise, MP mput
|IDyp >, |PWyp > and produces GSC as GSC < [0, o0 >, [\0p, >, CM S, |68, , >
and send the information mentioned above along with OTP to GWN.

Step 13: Based on the above information, CMS verifies the time taken by the message.
It will not consider the message if T'Scyg — 154 > AT. Otherwise, verify OTP and allow
MP to successfully log into the system. CMS also computes based on information received
from MP as in Eq[4.50]

W rso >= h(IDarp||Qrey |1 T Donss| [ Daw || M Pl |CM Spu) (4.50)

GWN then applies the SWAP Test on |¢ M Pl >, |@/} v pp > for verifying legitimate MP.
The SWAP-Gate [150] is illustrated in Figurd4.6] It represents if two states are identical
if |go > will be in state |0 >. However, if|gy > Will be |0 > or|1 > with equal probability,
then two states are orthogonal. Both states are equal or not depending upon the proba-
bility measurement outcome as in Eq[4.51}

P(1) = %(u < 6|U > [P)andP(0) %(1 H<lu > (4.51)

Where P (1) represents the probability of measuring 1 on qubit |gy > and P(0) rep-
resents the probability of measuring |0 > on the first qubit. Two states are identical if
P(1) =0 and P(0) = 1. However, if P(0) < 1, then states are not identical.

After successfully evaluating swap states, the CMS authenticates the MP and allows
him to log in to the system. But if states do not match, the ancilla qubits are in both
|0 > and |1 > states. The CMS analyzes the probability associated with each outcome

as ]\IJMpl > |\IIMP1 > > K, K, is constantly decided by CMS. At the end of step 13, the
CMS and the MP possess a session key for further data transfer as in Eq[4.52

SKCMS—MP = h(SHIDpHIDMPHIDCMs) (452)

Step 14: CMS also verifies |\IJ/C(YZR451 > By using a one-way function, if the information

matches, then CMS computes Eq[4.53}

Q7 = h(S|[I Dy|[I Daw |1 Dasp) (4.53)

Step 15: Based on the above information, GWN verifies the time taken by the mes-
sage. If T'Sagw—TS55 > AT, then it deletes the received message else, GWN also computes

Eq[.54

Wew_sn >= h(S||ID,||I Daw|IDarpl|I Dears) (4.54)

On successful completion of steps 14 and 15, the CMS and the GWN mutually authenti-
cated and possess a session key for further data transfer as in Eq4.55}

SKew-cms = MS|[IDawl||I Dows||SKems—mp) (4.55)
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Figure 4.6: QuantumSWAP-Gate

Step 16: MP, after generating the session key with CMS as (SK¢opys—mp) verify the
time taken by the message. If T'Sy;p — T'S6 > AT, then it deletes the received message
else, based on INFOp , as represented in [4.3] It will identify encoded information as in

Eq4.56;

Q2 = h(ID,||I Dsy.||IDew||IDap) (4.56)

Table 4.3: Quantum Pauli gate operation on qubit measurement

GWN
Measurement
Quantum Gate | Identity(I) | X==NOT | Phase flip (Z) | NOT and Z gate

00 01 10 11

Based on the above information, MP authenticates the appropriate GWN and allows
him to contact MP in an emergency.MP will also compute the appropriate information
as: |Wew_mp >= h(IDy||IDew||S||IDsn;) based on the information received from le-
gitimate GWN. This process will prevent impersonation attacks.

At the end of this step, GWN and MP will compute the following information for future
communication as in Eq[4.57

Step 17: On successful completion of step 16, MP will send a ”"Final Message” to
legitimate GWN with the following information as in Eq/4.58}

SKsy_np = h(S||IDew||IDeas|| I Dp| | IDap) (4.58)
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4.3 Security Analysis

In this section, we present the formal security analysis of the proposed schemes using the
BAN logic to prove the goal of our protocol. We also discuss the informal analysis of our
proposed scheme.

4.3.1 Formal Proof using BAN Logic

The BAN analysis is to prove that the Patient, GWN, CMS, and MP in our protocol will
agree on the Session Key. The basic notations are defined below in table for defining
rules, making assumptions, and providing proof in BAN logic. M and N are statements,
and U and V are principals.

Table 4.4: Symbols and Abbreviations in BAN Logic Analysis

Notation Meaning

Ul=M U believes M

UaM U receives/Sees M

U|~M U sometimes stated M

Ul=M U has complete authority over M

£(M) M is fresh

UL v U and V share information using shared key K
(M)ox M is hashed under the key Quantum Key
(M,N) The formulas are combined and then hashed.
{M},. M is encrypted with key k

QK Quantum key

kas Public Key

kps Private Key

SK Session Key

C’ The measure Quantum bit String

U.>V:? U sends V 7 through Quantum Channel

Ci1(x), Ca(x),Cs(x) | Entangled String shared with GWN, CMS, and MP.
Bsaw , Bsgn Sensor and Gateway Basis

BAN logic rules in our proofs are as follows:

k 'S,
U=V USVU{M}y, |
Ul=V|~M

R1: Message -Meaning rule:

Ul=V#(M),U|=V|~M
Uul=sV|=M

R2: Nonce verification rule:

Ul=V|=MU|I=V|=(M)or
U=M

R3: Jurisdiction rule:

_ . U=#M)
R4: Freshness Rule: U=A(LN)

Ul=#(M),U|=VI=M
QK
UlsU<—V

R5: Quantum key rule:
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Ul=#(M),U|I=VI=M
QK
Ul=U+—V

R7: Believe rule: %

R6: Session key rule:

The QSMAH protocol is considered secure and valid; based on BAN logic, the follow-
ing goals as:

Goal 1: GWN| = (GWN P SN)

Goal 2: GWN| = (GWN &5 cMS)

Goal 3: CMS| = (CMS &5 GWN)

Goal 4: CMS|=GWN| = (CMS <& GWN)
Goal 5: MP| = (MP <& cMs)

Goal 6: MP|=CMS|=(MP P CMS)
Goal 7: CMS|= MP| = (CMS &5 MP)
Goal 8: CMS| = MP| = (GWN &5 MP)
Goal 9: MP| = SN| = (MP &5 GWN)

The idealized form of QSMAH is analyzed considering the messages exchanged using BAN
logic as stated below:

o M1: SN — GWN : (|CWeaw >, SN & GWN)u,,
o M2: GWN — CMS : (TS1,GWN &5 CMS)os
o M3: CMS — MP: (TS3,CMS &5 MP)

o M4: GWN — MP: (TS6,(GWN <5 MP)ixro,

We listed some of the assumptions from Al to A35, which are considered to prove the
goals are written as follows:

Al: GWN| = SN| = (GWN <% SN)p,.,
A2: SN|=GWN| = (GWN &5 SN)p..,
A3: GWN|=4#(|CWeaw >)
AA4: SN‘ = ﬂ(‘CWGW >)

o SKew-sN
A5: SN| = GWN| = (GWN EE9W=58 g
A6: GWN| = (GWN < CMS)
AT: CMS| = GWN| = (GWN < CMS)

A8: CMS| = (GWN <& CMS)
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A9: GWN| = CMS| = (GWN <5 OMS)
A10: MP| =4(TS3)
A1l: CMS| = #(TS4)

A12: CMS| = 4(OTP)

A13: GWN|=4(OTP)

Al4: CMS| = (GWN &5 M p)

Al15: MP| = (GWN &5 cMS)

A16: GWN| = CMS| = (CMS & MP)

A17: CMS| = (GWN & s MP)

A18: MP| = GWN| = (CMS EECMs=E £y py
A19: GWN| = {(TS5)

A20: GWN|=CMS| = (GWN & cMS)
A21: OMS| = GWN| = (GWN & CMS)
A22: GWN| = CMS| = (CMS &5 GWN)
A23: GWN| = CMS| = (CMS 58245, Gy N)
A24: MP|=4(TS6)

A25: CMS| = GWN| = (CMS {295 yrp)
A26: MP|=GWM| = (CMS {25 vrp)
A27: CMS|=GWN| = (CMS 9% qw )
A28: MP|=GWN| = (SN S5SN8 3 p
A29: SN| = GWN| = (GWN < CMS)ou
A30: GWN| = (GWN <5 cMS)

A31: OMS| = (CMS &5 MP)

A32: SN| = GWN| = (GWN < CMS)yocwsy
A33: SN| = GWN|= (GWN {25 CMS) g,
A34: CMS| = (GWN &5 cMS)

A35: CMS| = (GWN <5 CMS)

Now, the sequences of main proof to achieve the goal stated above are provided below:
According to message 1 and seeing the rule, we get:

PL:GWN < ([CWaw >, SN & GW N,
P2 is obtained on the basis of P1, R6 and A33 as:

1D,

P2:SN|=GWN|= (GWN «— CMS)q4

P3 is obtained on the basis of P2, R1 and A2 as:
P3:SN| = GWN| ~ (Bsc, GWN &5 SN)

P4 is obtained on the basis of P3, R2 and Al as:
P4:GWN| = SN| = (4{CWsy >, GWN &5 SN)
P5 is obtained on the basis of P4, R4 and A2 as:
P5:SN| = GWN| = (|{CWeaw >, GWN &5 SN)
P6 is obtained on the basis of P5,R6 and A5 as:

Bsagw

Bsgw
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P6: GWN| = (GWN &5 SN) [Goal 1]
According to message 2 and seeing the rule, we get

P7: CMS < (TS1,GWN &5 CMS) s

P8 is obtained on the basis of P7, A30 and R5 as:

P8: GWN| = CMS| = (GWN &5 cMs)

P9 is obtained on the basis of P8, A34, and R6 as:

P9: CMS| = GWN| = (GWN &5 cMS)

P10 is obtained on the basis of P9, R1 and A32 as:

P10: SN|=GWN| = (GWN &5 CMS) 5o omwen

P11 is obtained on the basis of P10, A29 and R7 as:

P11: CMS| = (CMS & GWN) [Goal 3]
P12 is obtained on the basis of P11, A27and R3 as:

P12: CMS| = GWN| = (CMS <28 GWN) s w sn—020l05GHZ
P13 is obtained on the basis of P12, A7 and R7 as:

P13:CMS| = GWN| = (TS1,GWN & CMS)

P14 is obtained on the basis of P13, A23 and R6 as:

Pl4: GWN|= CMS| = (OMS £EEV=CMS, Gy N)

P15 is obtained on the basis of P14, A23 and R7 as:

P15: GWN|= (GWN & cMS) [Goal 2]
P16 is obtained on the basis of P15, A9 and R3 as:

P16: GIWN| = CMS| = (TS2,GWN &5 CMS)

P17 is obtained on the basis of P16, A35, and R1:
oTP

P17: GWN|=CMS| ~ (T'S3,GWN +— CMS)

According to message 3 and seeing the rule, we get

P18: MP <1 (TS3,CMS &5 MP)

P19 is obtained on the basis of P18, A31 and R5 as

P19: CMS| = (CMS &5 M Pp)

P20 is obtained On the basis of P19, A17 and R1 as:

P20: CMS| = (TS1,CMS &5555 prp)

P21 is obtained On the basis of P20, A18 and R7 as:

P21: MP| = (MP & cMs) [Goal 5]
P22 is obtained on the basis of P21, A18 and R2 as:

P22: CMS| = (TS4,CMS &85 prp)

P23 is obtained On the basis of P22, A11 and R6, as:

P23: MP|=CMS| = (MP <& cMS) [Goal 7]
P24 is obtained on the basis of P23, A18 and R3 as:

P24:MP| = CMS| = (|04, >, CMS S5 cprg)

P25 is obtained on the basis of P24, A17 and R6 as:

P25: MP|=CMS| = (MP &5 CMS) [Goal 6]
P26 is obtained on the basis of P25,A21 and R7 as:

P26: CMS|=GWN| = (TS5, GWN <& CMS)

P27 is obtained on the basis of P26, A25 and R3 as:

P27: CMS| = GWN| = (CMS {295 prp)

P28 is obtained on the basis of P27, R6 and A23 as:
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P28: CMS|=GWN| = (CMS & GWN) [Goal 4]
P29 is obtained On the basis of P28, A21 and R1 as:

P29: CMS| = (CMS <& GWN) [Goal 3]
According to message 4 and seeing the rule, we get the following:

P30: MP < (TS6,(GWN &5 MP)iyro,

P31 is obtained On the basis of P30, A21 and R1 as:

P31: CMS| = GWN| = (|Tew_cus >, GWN &5 CMS)

P32 is obtained on the basis of P31, A14 and R5 as:

P32: CMS| = (GWN &5 MPp)

P33 is obtained On the basis of P32, A25 and R3 as:

P33: CMS| = GWN| = (TS6,CMS <22% v p)

P34 is obtained on the basis of P33, A23 and R1 as:

P34: GWN|= MP| = (GWN & MP) [Goal 8]
P35 is obtained on the basis of P34, A23 and R1 as:

P35: GWN| = CMS| = (CMS EEEV=CMs, qiy )

P36 is obtained on the basis of P35, R6 and A28 as:

P36: MP| = SN| = (MP <& GWN) [Goal 9]

4.3.2 Simulation using AVISPA Tool

Following creating an authentication protocol, it is crucial to assess its security and vali-
date its accuracy. Our protocol underwent simulation using the HLPSL language, along

with the application of OFMC and CL-AtSe backends [22].

1. HLPSL Specification

In the QSMAH protocol, the patient, GW node, CMS, and MP are represented as
the patient, gw, cms, and mp, respectively. These are the four basic roles considered
for HLPSL specification. The session and environment are the other two roles. In
HLPSL, the user’s role is represented in Figure [4.8] In the registration phase, the
patient starts at State = 0 and receives the signal by transitioning from State = 0
— State’=1. In this transition, the patient generates identities as IDPi’ and PWPi’
using a new() operation. According to the new(), operation means these are fresh
identities that have never been generated. It computes SG:= H(IDPi".PWPi’). The
statement secret ({SG’},sec_sg,{Pi, GWN}) means that SG’ is secret and kept by
Pi. The secrecy of SG’ is represented by sec_sg: Protocol id. The patient sends
({SG’}_K) to GWN using the SND() operation. It also generates a statement as a
witness (Pi, GWN pigw_sg, SG’), which means SG’ is generated as a fresh value by
Pi to be shared with GWN. After registration in state =1, Pi receives {MBGW'}
using RCV() operation. In the next transition, the Pi generates a statement as
{GWN, Pi, gwnpi_mbgw, MBGW’} using the request operation for authentication
by GWN. The patient also generates MRSN’ as a fresh value and sends MRSN’ to
GWN using the SND command. The patient generates a statement as a witness
(Pi, GWN, pigw_mrsn, MRSN’), which means SN authenticates this information.
Once GWN authenticates SN, the session key between GWN and Pi is generated
by GWN as {SKGWSN’:= HIDGW.IDSN’)}.

Similarly, Figures, and [4.10, and specify the role of the Patient, GWN,
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CMS, and MP, respectively. The QSMAH goals and the specific roles of the session
and environment are described in Figld.12] and The specification roles for the
patient as Pi, the Gateway as GW, and the Central Medical Server as CMS are the
mandatory roles for the session and environment.

%%0%% %% %% % %% ROLE OF Patient BEGINS %% % %% %% %

role patient(P1. GWN.CMS MP:agent H-hash_func. K:symmetric_key SND.RCV:channel(dy))
played_by P1

def=
local

State: nat,
IDPi. PWP1, SG. MBGW. MRSN, SKSNMP : text
const
sec_sg. pigw_sg. gwnpi_mbgw. pigw_mrsn.cmspi_sksnmp: protocol_id
it

State:=0
transition

1. State = 0 ARCV(start)=[>
%% %Registration phase %% %

State"= 1 NDP1"=new()
NPWP1':=new()
NSG':=H(IDPi'PWP1')
Nsecret({SG'},sec_sg. {Pi.GWN})
ASND({SG'}_K)
Nwitness(P1,GWN.pigw_sg.SG")
%% %%% % %% % LOGIN & AUTHENTICATION %% %% %% %% %

2. State = 1A\ RCV(MBGW")=[>
State':=2 /\request(GWN,Prgwnpi_mbgw MBGW")
AMRSN":=new()
NSND(MRSN")
Nwitness(P1.GWN.pigw_mrsn MRSN")
3.State = 2 ARCV(SKSNMP")=|>
State"= 3 /request(CMS _Pi.cmspi_sksnmp. SKSNMP")

end role

Figure 4.8: HLPSL code for the patient role in QSMAH protocol

2. Simulation Results and Discussion
The implementation of QSMAH is performed using AVISPA(SPAN). The execution
of the proposed protocol is under the OFMC and CL-AtSe backends. The OFMC
ensures that legitimate entities can simulate the QSMAH protocol by considering
a reply attack. The protocol also ensures that there is no passive intruder. The
information about the sessions is also provided to the intruder by the backend.
OFMC also verifies the possibility of an MITM attack. The verification is done by
considering the intruder using Dolev-Yao model checking. Figure represents
simulation results for OFMC and CL-AtSe backend. The results reflect that the
protocol is safe and secure. The simulation results provide results by verifying
protocol is secure from active and passive attacks such as reply and MITM attacks.
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%% % % %% %% % % ROLE OF Gateway BEGINS %% %% %% % %
role gw(PLGWN,CMS MP:agent,H:hash func, K:symmetric_key, SND,RCV:channel{dy))
played_by GWN
def=
local
State: nat,
PUKUL, Al IDPi, PUKPL PWPi. Bi. Q2. IDGW, IDCMS, GWSN, GZ. QK. SKGWSN., IDSN. 8G. MBGW, MRSN,
QLINFOR. IDMP. NGW. TS1. Q3, SKGWCMS. TS5 : text
COonst
sec_al. gw_u_al, u_gw bi, gwems g2, gwems gwsn, u_gw_gz, gwems gk gwems_skgwsn. pigw_sg. pigw_mrsn,
sec_gl. gwems_infor. gwems_tsl, cmsgwn_g3. gwmp_ts5 : protocol_id
init
State:=10
transition
1.State = 0 ARCV{start)=>
2% %% %% %o Registration phase %% %% %%
State':= 1 NPUKPI:=new()
NAr=H(IDPiPUKPI' PWFi)
Naeoret( | AL} sec_al, JGWN.CMS})
NSND({AI'}_K)
Swilness(GWN,CMS.gw_u_ai Al')
2. State=1 "RCV(Bi)=l>
State'=2 frequest{GWN.CMS.u gw biBi')
MDMP"= new()
NIDSN":= new()
M2 =H{IDGW.IDCMS"IDMP' IDSN'"IDF1)
NDCMS"=new()
NPUKPI=new()
MFWEN"=H(IDGW . IDCMS . PUKPI")
NSND{Q2,.GWSN')
Mowitness(GWN, CMS gwems g2.0Q2')
Mowitness{GWN,CMS, gwems gwsn, GWSN')
3. State=2 "RCVI(GZ)=|=
State'= 3 lrequest GWN,.CMSu gw gz, GZ')
SINFOR :=newi)
NTS1=new()
NSND(INFOR'.TS1")
Switness{GWN,CMS,gwems_infor, INFOR!)
Nowitness(GWN,CMS,gwems_ts1,TS17)
4. Stare =3 ARCV(QK')=|>
State':= 4 Arequest{GWN,CMS,gwems gk, QK')

(a)

25%% % %% % %% LOGIN & AUTHENTICATION %% % %% %% %%
ANGW"=H(IDPi IDSN'IDGW .IDCMS.QK")
MDSN''=newi{)
NSKGWSN"= H(IDGW.IDSN")
ASND(SKGWSN')
Nwitness(GWN,CMS, gwems_skgwsn, SKGWSN')

5. State=4 /ARCV(Q3)=>

State= 5 frequest(CMS,GWN, emsgwn_g3,Q3")
6. State=5ARCV({SG'}_K)=}>
State'=6 Nrequest(Pi,GWN,pigw_sg,SG')

NQ1"%= H(IDPi.PWPi)
Nsecret( {QL'}.sec_ql,i{GWN.Pi})
SMBGW' :=new()
NSND(MBGW")
Nowitness(GWN, Pigwnpi_mbgw MBGW')
7. State = 6 NRCV(MESN')=|>
State"=7 Nrequest(PL.GWN.pigw_mrsn MRSN')
MNINFOR':=new()
NTS5"=new()
NSND(INFOR'. TS5")
Nowitness(GWN.MP.gwmp ts5.TS5')
end role

(b)
Figure 4.9: HLPSL code for role GWN in QSMAH protocol
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%% %% %% %% %% % ROLE OF CMS NODE BEGINS %:%% %% %% %
role cms(PLGWN,CMS MP:agent, H:hash_fone, Kosymmetric_key SND,RCV:channel{dy))
played by CMS
def=

local

State:nat,

GZ. Bi. Al IDSN, IDCMS. PWCMS. Q2, GWSN, 5i, QK. MP1. IDMF. GSC. SKGWSN, OTP,
SKGWCMS, 8. IDGW, SKSNMP, IDPi, INFOR, PUKPi. CMSPUK., CMS1, TS1, Q3, TS2, TS3, T54.
SKECMSMP.TSS: text
const
sec gz, sec bi, sec otp,u gw gz, gw u al,u gw bl gpwems g2, gwems gwsn, gwems si, gwems gk, gwmp gk,
gwmp mpl. gwmp gse, gwems skgwsn, cmsmp_otp, mpems olp. cmspi_sksnmp, mpems gz,
gwems_infor,gwems tslemsgwn g3, cmsmp ts3, mpems ts4 : protocol id

it
State =10
transition
L. State =0 A RCV(start) ==
% %% % Registration phase % %%%
Stale"= 1 MNGZ'=newl()

Neecret| {GZ') sec_gz |GWN,CMS.MP})
NSNDIGZ")

Mwilness(GWN,CMS,u_gw_g2.GZ')
Mwitness(GWN,MP.mpems_gz.GZ')
2. State = | "RCV({AL'} K)==
State”:=2 Nrequest(GWN.CMS.gw_u_ai.Al')
MDSN"=new()
/\Bi'=H{IDCMS.PWCMS.IDSN")
Nsecret{Bi'}.sec_bi,{GWN.CMS})
NSNDIBI)
Nwitness{GWN,CMS,n_gw_bi,Bi')
3, State=2 MRCV(Q2,GWSN')=[>
State"=3 Nrequest{GWN,CMS.gwems_g2,Q2')
Nrequest(GWN,CMS,gwems_gwsn, GWSN')
4, State =3 MRCOV({SI'_K)=[~
State’= 4 Nrequest{GWN,CMS, gwems_si,5i")
NQE"=new()
NSND(QK")
Mwitness(GWN,.CMS, gwems gk QK')
Nwitness(GWN.MP gwmp_qk.QK")
5, State = 4"RCV(MP1')=|>
State”:=5 Mrequest(GWN.MP, gwmp_mpl MP1")
MNDMP :=new()
NGSC~H(IDCMS IDMP')
MSNDIGSC)
NwitnessiGWN,MP, gwmp_gse, GSC')

(a)

Y% %% % %% %% LOGIN & ATTTHENTICATION %% % % %% %% %
6. State = 5 ARCV(INFOR'TS1")=|>
State"— & Mrequest{ GWN.CMS gwems_infor INFOR')

frequest(GWN,CMS.gwems_ts1.TS1)
ACMS 1" -HIDCMS QK PUKPLCMSPUE.IDGW)
NS =new()
AI525=new()
PQA=TIS TR
ASND{Q3)
Sowvitness CHS GWN cmsgwn_q3.0Q3')

7. Statc =6 ARCVISKGWSN' )=

State"= 7 ArequestiGWN,CMS.gwems_skgwsn, SKGWSN'

AOTP:=newi)
ATS3—new()
NSND(OTP.TS3")
fwitness{ CMS MP.cmsmp_otp OTT)
Swilness(CMS MP.emsmp 153, TS3)

8 State=7 ARCVIOTP,TS4%=]>

State"= & frequest(MP.CMS mpems_otp OTF)

frequest(MP . CMS.mpems_134, 1547
fsecren {OTP') sec_omp. {MP.CMS})

ADGW =new()
AIDMP' =newi)

ADSN=new()
MSKENMP =H{ 5" IDCMS.IDGWUIDMPUIDPLIDSN
MEND(SESNMP')
fwitness| CMS Pi.cmspi_sksnmp SESNMP')
ASKGWCMS':=H( S IDGW".IDCMS.IDMF)

end role

(b)
Figure 4.10: HLPSL code for role CMS in QSMAH protocol
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%0% % % %% % % %% % ROLE OF Medical Professional BEGINS %% %0 %% % % %
role mp(Pi, GWN,CMS MP:agent, H:hash func, K:symmetric_key,SND.RCV:channel(dy))
played by MP
def=
local
State:nat,
IDMP, PWMP, Si, QK, MP1, GSC, OTP, SKGWMP .S, IDSN, IDGW, GZ, TS3, TS4, INFOR,TS5: text
const
sec_si, gw_u_si, gwmp_gk, gwmp_gsc, cmsmp_otp, mpems_otp, mpems_gz, cmsmp_ts3, mpems_ts4, gwmp_ts5:
protocol_id

init
State:=0
transition
1 State = 0 A RCV(start)=|>
%% % Registration phase % %%

State:= 1 A\Si':= H(IDMP.PWMP)
N\secret( {Si'}.sec_si,{MP,CMS})
NSND({Si'} K)
Nwitness(MP,CMS, gw _u_si,Si')

2. State =1 NRCV(QK')=|=

State':=2 Nrequest(GWN.MP.gwmp_gk,QK')

AMP1'":= H(QK'.IDMP)
3. State = 2 A\RCV(GSC")=[>=
State"= 3 Nrequest(GWN,.MP.gwmp_gsc,GSC')
%% % %% %% %% LOGIN & AUTHENTICATION % % % % % % % % %
4. State =3 ARCV(OTP'.TS3")=]>
State"=4 Nrequest(CMS.MP.cmsmp_otp,OTP")
Nrequest(CMS.MP.cmsmp_ts3.TS3')
NDSN"=new()
NS"=new()
NDGW'":=new()
NSKGWMP":=H(S"IDSN'"IDGW"'IDMP)
NTS4"=new()
NASND(OTP',TS4")
Awitness(MP,CMS.mpcms_otp,OTP')
Nwitness(MP,CMS,mpcms_ts4,TS4")
5. State =4 ARCV(GZ')=>

State':= 5 Nrequest(GWN,MP.mpcms_gz,GZ')
6. State = 5 A\RCV(INFOR', TS5")=]>
State"= 6 Nrequest(GWN,MP.gwmp ts5.TS5")
end role

Figure 4.11: HLPSL code for role MP in QSMAH protocol
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% % % % % % % % %% % ROLE OF SESSION BEGINS % % % % % %% %
role session(Pi, GWN,CMS,MP:agent, H:hash func, K:symmetric_key)

def=
local
PS.PR,GS,GR,CMSS,CMSR,MPS . MPR:channel(dy)
composition
patient(P1,GWN,CMS,MP_H.K.PS,PR)A\
gw(P1,GWN,CMS MP.H,K,GS,GR)/\
cms(P1,GWN,CMS ,MP.H.K.CMSS,CMSR)/\
mp(P1,GWN,CMS.MP.H K. MPS MPR)

end role

Figure 4.12: HLPSL code for Session Role

4.3.3 Informal Security Analysis
Proposition 1. QSMAH achieves Mutual Authentication

Proof: In the authentication process of QSMAH, CMS authenticates the MP by send-
ing him {OTP, TS3} with an appropriate Time stamp. Authentication of the MP occurs
when the OTP received by the CMS matches the sent OTP. As the OTP is delivered to
the MP’s communication device, such as their mobile phone, it remains inaccessible to
adversaries. CMS authenticates the GWN by receiving I N FOpg based on which he can
retrieve: Q2 = h(IDy||IDgn,||I Dew||IDyp) and verify IDegw .

Proposition 2. QSMAH achieves Patient, GWN, CMS, and MP anonymity

Proof: To conceal the identity of the Patient, GWN, CMS, and MP, the information
pertinent to their identification is stored secretly using OWHF (Q1, Q2, Q3, Q4, Q5, Q6,
Q7). Additionally, the patient Body Sensor Node(BSN) identities are shared as encoded
information with CMS. If an intruder intercepts messages from the Patient, GWN, CMS,
and MP, they won’t be able to determine identities such as I D, I Dgn,, I Dgw and IDyp.
The distinct identities are concealed and secured using OWHEF in communication mes-
sages.

Proposition 3. QSMAH resists replay attack

Proof: It is presumed that in QSMAH, a global clock is maintained for time synchro-
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%0% %% %% % % %% % ROLE OF ENVIRONMENT BEGINS %% %% % % % %
role environment()
def=
const
pi.gwn,cms,mp:agent, h: hash func, k:symmetric_key, s,otp.infor,ts1.ts3,ts4,ts5 :text,
sec_ai, sec_gz, sec_bi, sec_otp, sec_si, sec_ql, gw u_ai,u_gw bi, gwems_q2, gwems _gwsn, u_gw_gz, gwems_gk,
gwems_skgwsn, gwems_si, gwmp gk, gwmp mpl, gwmp gsc,gwnpi_mbgw,pigw mrsn,cmspi_sksnmp,mpcms gz,
cmsgwn _q3, cmsmp_ofp.sec_sg, gw_Uu_si, gwmp_gsc, mpcms_otp, pigw_sg, gwems_infor, gwems_tsl,
cmsmp_ts3, mpems_ts4, gwmp_ts5: protocol id intruder knowledge = {s,otp,infor,ts1,ts3,ts4,ts5}
composition
session(pi,gwn,cms,mp,h.k)
Asession(pi,gwn,cms,mp,h.k)
N session(pi,gwn,cms,mp,h.k)
/\ session(pi,gwn,cms.mp,h.k)
end role

goal
secrecy of sec_ai
secrecy of sec_gz

secrecy _of sec_bi

secrecy_of sec_otp

secrecy_of sec_si

secrecy_of sec_sg

secrecy of sec ql
authentication_on gw u_ai
authentication onu_gw bi
authentication_on gwems_q2
authentication_on gwcms_gwsn
authentication onu _gw gz
authentication_on gwems_gk
authentication_on gwems_skgwsn
authentication_on gwems_si
authentication_on gwmp_gk
authentication_on gwmp mpl
authentication_on gwmp_gsc
authentication_on mpcms_otp
authentication_on cmsmp_otp
authentication_on gw u_si
authentication_on pigw_sg
authentication_on gwnpi_mbgw
authentication_on pigw_mrsn
authentication_on cmspi_sksnmp
authentication_on mpcms_gz
authentication _on gwems_infor
authentication_on gwems_tsl
authentication_on cmsgwn _q3
authentication_on cmsmp_ts3
authentication_on mpcms_ts4
authentication on gwmp _ts5

end goal
environment()

Figure 4.13: HLPSL Role of Environment of QSMAH
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SPAN 1.6 - Protocol Verification : QSMAH.hlpsl

) SPAN 1.6 - Protocol Verification : QSMAH.hlpsl

File File
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DETAILS
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PROTOCOL BOUNDED_NUMBER_OF _SESSIONS
/homey/span/span/testsuite/results/QSMAH.if TYPED_MODEL
GOAL
as_specified PROTOCOL
BACKEND /home/span/span/testsuite/results/QSMAH.if
OFMC
COMMENTS GOAL
STATISTICS As Specified
parseTime: 0.00s
searchTime: 32.55s BACKEND
visitedNodes: 0 nodes CL-AtSe

depth: 1000000 plies

Figure 4.14: Simulation results of QSMAH using OFMC and CL-AtSe backend

nization. The entire information is communicated using TS. Even if the adversary can
capture the TS, he may not be able to generate the same hash value as h(S||TS2||I Dew)
due to insufficient information.

Proposition 4. QSMAH provides Forward secrecy

Proof: In QSMAH, the Patient, CMS, and MP share different session keys:SKaw _sn,
SKeys—mp, SKaw_cms. These session keys are random and generated after login and
authentication. Therefore, an adversary can’t forge session keys. The Quantum informa-
tion cannot be copied due to the No-cloning principle; therefore, storing the intermediate
information to generate the session key later is impossible.

Proposition 5: QSMAH provides privileged insider attack

Proof: In this proposed protocol, assume that the malicious insider can retrieve infor-
mation such as I Dy p and [ Deyrs. However, even if he gets Patient or MP credentials,
he may not be able to generate OTP. OTP is delivered only to registered authenticated
devices during the pre-deployment phase. The maximum time limit of OTP is 5 minutes.
Therefore, it is challenging for a malicious insider to perform calculations efficiently.

Proposition 6: QSMAH provides Secret Key security
Proof: In the QSMAH protocol, after MA, the session key is generated SKsy_ap.
It is generated after intermediate session keys as SKgw_cms and SKgw_yp. It is

unachievable for an intruder to generate the intermediate session keys with OWHF as
SKsn_mp = h(S||IDew||IDcns||IDp||IDyp).
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Proposition 7: QSMAH ensures Secret Key communication

Proof: In the QSMAH protocol, instead of classical key generation, which is generated
by one entity and communicated with others using the insecure channel. In our protocol,
the Quantum key based on rand basis is generated by each identity as Q, = k% p @ K. »
and Qg = kY p @ K¢, s Based on this, the final key is generated and accepted by each
communicating entity as Q. = kg5 @ Ky p D K-

Proposition 8: QSMAH ensures Entanglement security

Proof: In the proposed protocol, the entities correlate with each other using the pro-
cess of Quantum Entanglement. The authentication process runs on GHZ state as the
state is initially shared with legitimate devices only even before the registration starts.
However, even if the adversary can receive one device’s information, he can’t retrieve the
information generated by other entities.

Proposition 9: QSMAH ensures Information Teleportation

Proof: In the proposed protocol, the information transfer using the process of Quan-
tum teleportation is as |¥ >gwsnv= Q@2 X |0 >grz. Even if the adversary can receive the
information as I N F'Og, it is practically impossible that he may guess the information to
be generated by other entities(CMS, MP, GWN) due to Quantum Unitary gates.

Proposition 10: QSMAH defends against MITM attack

Proof: The suggested protocol is protected against Man-in-the-Middle (MITM) at-
tacks. If the adversary tries to intercept Q7 = h(S||IDp||IDew||IDnp).

It cannot impose active or passive attacks. An adversary can’t extract secure identities
by using OWHEF.

4.4 Results and Discussion

In this section, we address the technical hurdles of the proposed scheme. Subsequently,
we evaluate its efficiency and examine the security threats the proposed QSMAH protocol
mitigated.

4.4.1 Technical Challenges

1. Quantum Entanglement
In our proposed protocol, Quantum computation information is shared between
communicating entities by establishing an EPR pair. These pairs are distributed
between the remote nodes. However, the decay of entanglement is reported as a
function of distance. Many efforts have also been taken to mitigate the effects of
decoherence in entanglement sharing. However, further research is needed from a
network designer’s perspective.
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2.

Maximum Distance for Successful QKD Transmission

Long distances Quantum communication is an important research issue. The chal-
lenge is due to the regeneration of the Quantum signal. The overall maximum
distance covered by QKD transmissions is currently over 200 km, successfully im-
plemented. Additionally, the bit rate of QKD systems reaches only a few Mbit/s in
a telecom metropolitan area network. Still, this disturbance is too high beyond 50
kilometres, which increases error rates. Therefore, it leaves the channel vulnerable
to eavesdroppers and makes it virtually impossible to send information[167].

Cost-effective

Considering the recent advances in Quantum machines, due to the high cost, it
is impractical to use them for applications such as health care where large num-
bers of sensor nodes are deployed to monitor patient medical conditions. In such a
framework, using Quantum machines as nodes is challenging due to high cost, di-
mensions, and stability conditions. Recently, researchers have focused on developing
cost-effective Quantum sensors that could be deployed in required smart applica-
tions.

4.4.2 Efficiency Analysis

1.

Quantum Parallelism:

In our protocol, the GHZ state allows parallel Quantum computation by entangling
multiple Qubits. Each Qubit in a GHZ state can be in a superposition of state,
allowing for parallel processing of multiple Qubits. To achieve Quantum parallelism
in our work, we have used IBM Quantum Experience (IQE), which will explore
many computational paths in a shorter period than classical computers.

Quantum Network:

Our protocol allows the transfer of Quantum states between different nodes in a
network. Such information is transferred securely without physically transmitting
Quantum particles over long distances by implementing the process of Quantum
teleportation. This contributes to enhancing the efficiency of the proposed scheme.

. Key distribution efficiency:

QKD schemes can generate secure cryptographic keys at high rates and allow ef-
ficient key establishment. Additionally, by taking advantage of the Quantum Me-
chanics principle, any eavesdropping on the key exchange can easily be detected.

Quantum Superposition:

In QSMAH, qubits are used for quantum communications. Such Qubit exists in 0
and 1 or any superposition (i.e. both 0 and 1 states simultaneously). As we im-
plemented QSMAH on IBM Quantum Experience (IQE), such Quantum computers
can access potentially large computational space. Such ability makes Quantum com-
puters powerful. A classical computer with n bits can perform a maximum of N
calculations at once. However, Quantum computers can manage up to 2" operations
[168]. For example, if a classical system can perform 5 operations, a Quantum com-
puter can perform 2° = 32 operations simultaneously. This will allow the proposed
protocol efficiency to outperform classical information processing.
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4.4.3 Discussions on Attacks

1. QSMAH is resistant to Forward Secrecy attack
Proof: Assume even if the adversary can intercept the session key as SKgwsy =
h(Mg||IDew||IDgn,), still he may not be able to access complete information from
the session As Mp is impossible to extract. QSMAH also ensures that a different
Quantum state is produced in each step, ensuring that no information leakage is
possible.

2. User Impersonation Attack

Proof: Consider an attacker A by using the patient’s Mobile phone, can get his
h(ID,||PW,) and can verify the information stored in GWN. He may also acquire
h(Ppy) of the user and can verify it. By generating other information from the pa-

tient’s Mobile, he may be able to generate successfully: Q2 = h(ID,||IDsn,||IDaw||IDp).
However, the attacker may not be able to get complete |} >¢pz and therefore not

able to identify what information CMS and MP obtain when they receive {c;,co}

as INFOg.

3. Stolen smart card attack . _ .
Proof: Assume that attacker A infers the MP QGC as |\Ifg§\452 >, |\IJ§&)P1 >, CM Sy, |¢8)HZ >.
Using this information, he may be unable to extract the complete user details. As
the information is in the superposition of the state using which he may only be able
to perceive classical information, such as C'MS,,;. The attacker may not be able to
guess |IDyp >,|PWyp > due to the superposition of the state.

4. Sensor impersonation attack
Proof: Let’s consider an intruder who successfully obtains the |/D, > and |PW, >
by accessing patient information from the server. The attacker may try to imper-
sonate an actual BSN and inject false data into the network. However, QSMAH
does not allow the adversary to send false information to GWN by using Quantum
error correction Pauli gates {|+ >— I,|— >— Z} for [CWgy >.

5. Traffic analysis
Proof: Considering an attacker A may try to capture the Quantum secret keys to
be shared between GWN, CMS, and MP as Qy,, = k5,5 D Kjirp D K, To generate
the Quantum key, he may able to generate accurately Qcars,, @mp, and Qaw, . It
is impossible for attacker A to predict the intermediate information on an accurate
basis. Therefore, QSMAH ensures resistance to traffic analysis attacks.

6. Safe from GWN bypassing attack
Proof: Assume an attacker A may try to bypass GWN. Our protocol is safe against
this attack. As GWN may encode secret information as |¢ >gwsyv= Q2 |0 >cuz
and generate {ci, ¢} as INFOgr.GWN is responsible for running the authentication
step between patient, CMS, and MP.
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10.

11.

12.

GWN Impersonation

Proof: An intruder may try to impersonate a legitimate GWN. The CMS is an au-
thenticated entity with a list of registered GWNs. The Quantum state encoded by
GWN as |¢ >awsnv= Q2 |0 >crz. Based on which CMS could verify legitimate
GWN.

Quantum Attack

Proof: The QSMAH is based on Quantum laws. The process of Quantum tele-
portation, which sends the encoded information |¢ >gwsnv= Q2 |0 >cuz as
INFORg.To be generated by CMS and make our protocol Quantum resistance.

. Key Exchange Attack

Proof: Considering an external intruder, I may try to capture the private keys
communicated over classical channels. However, the authentication is based on the
Quantum key agreement Qy,, = ks @ Kip @ K It is generated individually by
mutual coordination between legitimate entities.

MITM attack

Proof: Assume an attacker A may capture ()2 = h(ID,||IDgn,||IDew||IDp)
generated by GWN. He may try to change the identities, such as IDy;p and I Dgy .
However, he will not be able to encode the state Q2 as |¢ >awsn= Q2 Q) |} >cuz.It
is impossible for an attacker to generate a GHZ state.

Session key agreement
Proof: Assume an attacker A may try to generate SKqgw_cums -However, he may
not be able to verify that the hash value that he has generated is equivalent to
R(S||IDew||IDcars)-

Resist DoS attack

Proof: Assume an attacker A may try to execute a DoS attack against CMS. The
adversary may try to login with fake credentials. However, in our protocol, the
attacker may not be able to produce |/ D, > as this is in the superposition of state.
The second case is also impossible CMS checks the Time stamps as TS1, TS2, and
TS4.

4.5 Summary

This chapter reviews the existing healthcare [oT authentication protocols that suffer from
many classical and futuristic Quantum Computing attacks. As analyzed with the advance-
ment in Quantum computing, it is impossible to maintain a high-level secured framework
for healthcare in IoT applications using classical cryptographic schemes. Therefore, we
proposed a QSMAH protocol that ensures KA and MA for healthcare in [oT systems. The
novelty of our work is based on the proposed modified QKD scheme and unique properties
of GHZ states for achieving authentication for healthcare in [oT. In our protocol, instead
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of using the classical channel for sharing information, the secret information is shared
through Quantum Teleportation based on maximally entangled states. Hence, the QS-
MAH protocol resists Classical as well as Quantum attacks. The formal proof using BAN
logic is analyzed. The proof reflects that the security requirement that must be considered
is satisfied. We employ the AVISPA tool for simulating QSMAH to verify the safety and
security of our protocol. Informal security analysis demonstrates that the proposed proto-
col is resilient against real-time attacks, including replay and Man-in-the-Middle (MITM)
attacks.
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Chapter 5

ANALYSIS of QUANTUM-BASED SCHEMES FOR
IoT

5.1 Introduction

The connectivity of IoT applications through the internet has provided a futuristic vision
of connected living. The Quantum Computer running Shor’s algorithm with stable 4099
qubits can break RSA-2048 encryption in 10 seconds. Most of the internet security today
relies on public key cryptography. The public key encryption algorithms used today are
RSA, DSA, DH, ECDH, and ECDSA. Organizations such as the military, banks and
security organizations want to keep their data secure and confidential for the long term,
say, 25 years. These organizations require adopting Quantum Cryptography techniques.
In this chapter, we analyze the Quantum schemes concerning loT security. We also discuss
the classical mutual authentication schemes and their comparison with Quantum schemes
for resource-constrained IoT.

5.2 Analysis of Quantum Schemes in IoT

5.2.1 Quantum Systematic Analysis

The authors|[125] [146] discussed the drawbacks of classical encryption techniques and dis-
cussed Quantum Computing that employs a flow of photons for data transmission. These
photons possess a characteristic called ”spin.” There exist four fundamental spin orien-
tations: horizontal, vertical, 45-degree diagonal and negative 45-degree diagonal. In the
realm of physics, the Heisenberg uncertainty principle is a captivating concept, assert-
ing that it is extremely challenging to precisely measure all the attributes of a particle
without causing a disturbance to its existing state. The recent impact of Quantum on
[oT security, followed by 5G-enabled IoT security concerns and by exploiting backwards-
interoperability aspects of the 5G security system, has also been discussed[72]. However,
the author is unable to provide light on new cryptographic protocols which can resist
Quantum attacks. Furthermore, the pursuit of data security dates back to the Spartan
era, and today, unmanned aerial vehicles (UAVs) are gaining widespread popularity across
various fields like agriculture, military and versatile mobility. Through an examination[7],
the paper sheds light on current security challenges in real-world scenarios and underscores
the significance of Quantum Cryptography in safeguarding information compared to con-
ventional solutions. The authors discussed the role of Quantum coin flipping, Quantum
commitment, and Position-based Quantum Cryptography for secure UAV authentication.
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As we enter a new decade, Intelligent Infrastructure (II) services seamlessly integrated into
the Internet of Things (IoT) are advancing technologically. The authors [125] discussed
that most existing public key cryptography (PKC) methods are susceptible to possible
threats from Quantum computers. Post-quantum cryptography (PQC) provides remedies
to counter these threats. In the current Internet age, sensitive information is often sent
over insecure channels. Given the substantial advancements in Quantum Computing,
there’s a demand for absolute security in safeguarding confidential data. Quantum key
distribution protocols are established as secure as long as all the devices involved are
flawless [126]. Therefore, Quantum Key distribution protocols based on the Heisenberg
Uncertainty principles, such as BB84, BB92, SARGO04, Six-State protocol and Quantum
Entanglement based, such as E91 protocol, COW and DPS protocols, are discussed by
Kumar et al. [126].

Considering the necessity of Quantum Cryptography for future internet-based security,
Chawla et al.[T7] recently proposed a survey to establish a structured guide in the realm of
Quantum-secured IoT communication within the context of 5G. This guide will encompass
the latest research on 5G-enabled 10T, including its pivotal enabling technologies, the
potential risks faced by 5G-enabled IoT applications, and the most advanced quantum-
based solutions and initiatives available.

In our work, an in-depth analysis of Quantum Cryptography for resource-constrained
[oT considering the 5G-enabled IoT security concerns, an in-depth analysis of classical
authentication-based schemes, a thorough investigation of Quantum Cryptography for IoT
framework, an analysis of Post-Quantum Cryptography and the comparison of Quantum
Cryptography and Post Quantum Cryptography has been provided.

5.2.2 Quantum Authentication Protocols

We provide insight to the readers about how Quantum Cryptography has proven to be
a prominent technology for solving security concerns in IoT. Currently, IoT objects are
extensively used and provide many benefits to the user. V et al. [168] discussed quantum-
based authentication for securing healthcare data. The suggested approach relies on the
following steps: a) Converting random numbers into the required set of Qubits. b) Sharing
the qubits between sender and receiver by considering the random basis. ¢) Comparison is
performed to generate the final key. The proposed protocol is proven secure compared to
classical authentication schemes such as RSA, ECC and AES. However, authentication in
the healthcare scenario is not thoroughly investigated. To secure the banking transactions,
the authors proposed the idea of a Quantum cheque [I50]. The authors secure the cheque
amount by securely generating and distributing the BB84 Quantum key. The authors
proposed the Quantum locker for securing the messages. The proposed scheme is based
on generating the Quantum password. The scheme lacks the authentication model for
securing data generated from entities. Considering the drawbacks of the authentication
protocol, Chawla et al.[169] protocol comprises five steps such as a) Preparation phase:
During this stage, each participant within the communication network is assigned a dis-
tinct identifier. Furthermore, these entities must be able to generate both asymmetric and
symmetric keys. b) Gen Algorithm: In this step, entities create maximally entangled
states among themselves, including GWN, Medical server, and Professionals, as in EqJ5.1}

1
Voo@ro@u >ABC= E(|0,0€|9r,069u > +H1L1@r 1P >) (5.1)
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Registration Algorithm: In this step, the patient initiates registration with the
Medical server using their mobile device (GWN). Medical professionals also complete
their registration with the Medical server through the Gateway. The GWN validates the
registration information for authentication and subsequently shares this data with the
Medical server to ensure secure future logins.

1. Patient Registration: In this, the patient’s secret credentials are encoded as in

Eqp.2

¢ >awsn= Q2® 0 >cnz (5.2)

Where, Q2 = h(ID,||IDgsn,||IDew||IDap). Such information is securely trans-
ferred using a Quantum teleportation channel to authenticated entities.

2. Medical Professional registration: Each medical professional must register onto
the Medical server by sharing the credentials such as @3 = h(ID,||PW,). The med-
ical professional gets registered on the Medical server by generating the Quantum

Green Health Card (QGHC).

3. Login Algorithm: During this step, the authorised patient securely accesses the
system to request medical advice from a certified physician.

4. Authentication Algorithm: In this stage, the patient, Medical Server (MS), and
Medical Professional (MP) mutually authenticate themselves over a secure Quantum
channel. Each user must be securely login into the system by decrypting |¢ >awsn=
Q2Q |0 >cuz. To secure the data from any unauthorized entities, a modified
Quantum key approach has been adopted as in Eq/5.3]

QK : karp €D ki ) kicuss (5.3)

The proposed protocol is for resource-constrained IoT devices. Quantum gates such
as X and Z, Hadamard and CNOT effectively realise the proposed scheme. The
secure generation of GHZ states allows only authenticated entities to retrieve the
data.

5.3 Security analysis

In this section, we present how the Quantum-enabled protocol QSMAH fulfils nearly all
the prerequisites for securing resource-constrained IoT communication, while others fall
short in achieving some aspects, as detailed in Table [5.1]

(a) Replay Attack : This occurs when the opponent intercepts user credentials and
transmits them to the server via the authenticated channel. Nonetheless, Quantum
No Cloning prevents the duplication of user information.

(b) MITM attack: In this scenario, the attacker intercepts network data to access
information. By appropriating the transmitted messages, the attacker creates an il-
lusion of direct communication between users while contaminating the conversation.
However, using Quantum principles eavesdropping could be easily identified.
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Table 5.1: Comparison of the security feature of Quantum with other authentication

protocols
Security Consideration| [144] | [170] | [I71] | [118] | [102] | [16§] 169
Replay attack v v - - - - v
MITM attack - v - - v v v
DoS attack - v - - - v
Key Exchange Attack - - - v - v v
GWN Impersonation v - - - - - v
Traffic Analysis - - - - - - v
Sensor Impersonation v - - - - - v
User Impersonation - v - v v - v
Mutual Authentication - - - v - - v

()

GWN Impersonation: To thwart an attacker’s attempt to intercept transmitted
messages from a GWN (Gateway Node), it is imperative to employ an authenticated
gateway node.

Denial of Service (DoS): A Denial of Service (DoS) attack can be illustrated
by envisioning a situation in which an assailant inundates the target with excessive
traffic to seize and entirely exhaust its memory resources.

Key Exchange Attack: By using Quantum Key Distribution such as BB84, any
eavesdropping in key generation and distribution can easily be identified based on
the probability of the outcome received.

User Impersonation Attack: In a given situation, adversaries transmit user
information to the gateway. By falsifying user credentials, the adversary convinces
the GWN that the message originates from an authenticated user. By using entan-
glement between entities, it is impossible to perform this attack.

Sensor Impersonation Attack: This scenario occurs when the adversary obtains
confidential sensor data and then impersonates the legitimate user on the server.
Quantum entanglement and Quantum gates make this attack impossible.

Traffic Analysis: The assailant eavesdrops on network communications with the
intention of discerning patterns in application behaviour, the configuration of rout-
ing, the positions of critical nodes, and the locations of base stations.

5.4 Summary

This section outlines IoT security concerns and the necessity of Quantum-enabled solu-
tions for a secure IoT communication framework. Therefore, we discuss Quantum-enabled
schemes for resource-constrained IoT communication frameworks and compare various
Quantum-enabled schemes with classical authentication protocols.
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Chapter 6

CONCLUSION AND FUTURE SCOPE

6.1 Conclusion

Our work is primarily motivated by examining the intricate and crucial security needs
associated with IoT communication. IoT frameworks can potentially connect with nu-
merous devices and objects using the Internet, leading to serious security issues. In such
an environment, eavesdroppers may gain entry to the network communication by execut-
ing data breaches and false node injection attacks. Such systems have relied on AES,
RSA, hashing, and ECC schemes to ensure security. Quantum Computing threatens clas-
sical cryptographic schemes. Therefore, considerable research is required to prepare the
Quantum-enabled framework for securely transferring patient data among IoT devices. In
this thesis, we propose two Quantum cryptography-based Mutual Authentication schemes
for a secure IoT-enabled communication framework:

1. QAKA: Novel Quantum Authentication and Key Agreement protocol

2. QSMAH: Novel Quantum-based Secure Cryptosystem using Mutual Authentication
for Healthcare

In Chapter 2, we first examined the necessity of secure IoT communication, given
the increasing popularity of IoT devices in conjunction with high-speed 5G internet con-
nectivity. The cryptographic analysis of safe and sound IoT communication needs to
be addressed. Therefore, we examined the recent forge ahead in Quantum computing
to yield a promising future in data and network security. Quantum cryptography-based
QKD protocols can solve cyberspace security and key exchange issues for future secure in-
ternet communication. In Chapter 3, we have presented the novel secure Key Agreement
(KA) and Mutual Authentication (MA) scheme based on Quantum Cryptography for a
secure IoT communication framework. The proposed scheme is based on the states of
QKD and GHZ. Secure Key distribution is based on BB84 protocol. We present the four
particle GHZ states on IBM Quantum Experience(IQE) for MA and secure data transfer.
The mutual authentication (MA) among the user, GWN, and QSN is established through
widely acknowledged Burrows, Abadi, and Needham (BAN) logic. Formal verification of
the proposed scheme’s security is demonstrated using the Random Oracle Model (ROM)
and Automated Validation of Internet Security Protocols and Applications (AVISPA). A
thorough security examination indicates the proposed scheme is resilient against classical
and potential future Quantum attacks. The performance of the proposed protocol is pre-
sented, revealing superior efficacy when compared with classical authentication schemes
and Quantum protocols.
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In Chapter 4, we discussed the recently proposed mutual authentication schemes for
securing loT-based healthcare data suffer from classical and futuristic Quantum threats.
Therefore, for the secure transfer of patient data through CMS to MP QSMAH protocol
is presented. The proposed scheme ensures Secret Key Distribution and MA based on
modified QKD and generated GHZ states. We have implemented the three-particle GHZ
state on IBM Quantum Experience (IQE). The AVISPA tool simulates the suggested
approach (i.e., QSMAH). The examination of the results confirms the robustness and
safety of the protocol. Extensive formal security assessment using BAN logic validates
the protocol’s security objectives. An informal analysis highlights its effectiveness in
achieving secure key distribution and mutual authentication. The outcomes demonstrate
the protocol’s immunity to tampering by Quantum Shor’s and Grover’s algorithms and
its resilience against classical attacks such as MITM, user anonymity, and impersonation
attacks.

In Chapter 5, we have presented the comparative analysis of Quantum and Classical
schemes. The outcomes indicate that the presented approaches fulfil all the security
requirements for [oT devices with limited resources.

6.2 Future Scope

In this section, we explore that our proposed research provides many new dimensions
worth exploring in future work.

1. Cloud Security:
In the context of IoT, heightened attention to security measures becomes imperative
when dealing with the storage and processing of information in the Cloud environ-
ment. This is particularly crucial as IoT devices often rely on cloud-based platforms
to manage and analyze data, demanding comprehensive security considerations to
protect the confidential data of the [oT ecosystem.

2. AWS Braket:
When implementing Quantum-based authentication protocols, it becomes essential
to underscore the significance of heightened security measures. Specifically, the
proposed protocols, designed with a Quantum approach, can be effectively deployed
on Amazon’s AWS Braket Cloud computing platform.

AWS Braket, a comprehensive quantum computing service by Amazon, offers a
robust environment for implementing quantum-based security protocols. Notable
features of AWS Braket include its ability to access a range of quantum comput-
ing hardware from different technology providers and integration with traditional
cloud services. By leveraging AWS Braket, users can harness the power of quantum
computing while benefitting from the secure and scalable infrastructure offered by
Amazon Web Services.

3. Quantum state Tomography:
The efficiency of Quantum-based schemes can be achieved through quantum state
tomography This process involves the comprehensive characterization and analysis
of quantum states to evaluate how well the Quantum states, integral to the authen-
tication protocols, are prepared and maintained. Quantum state tomography plays
a pivotal role in this evaluation by providing detailed insights into the quantum
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states’ characteristics, including their purity, coherence, and fidelity. This thorough
examination ensures that the quantum states used in the authentication protocols
align with the intended specifications. Furthermore, quantum state tomography’s
benefits extend beyond mere verification. By employing this technique, researchers
and practitioners can better understand quantum states’ behaviour, identify poten-
tial sources of error, and fine-tune the protocols for optimal performance.

. ProVerif and Scyther:

In ToT security and mutual authentication protocols, it is crucial to subject the pro-
posed protocols to thorough testing and analysis. Experimentations of the proposed
protocols can be simulated using ProVerif and Scyther tools and the AVISPA tool.

ProVerif and Scyther, like AVISPA, play instrumental roles in evaluating the pro-
posed security protocols. ProVerif, a formal verification tool, ensures the security
objectives of the mutual authentication protocol are met. Similarly, Scyther for-
mally analyses security protocols, providing insights into potential security flaws
and vulnerabilities.

Incorporating ProVerif and Scyther alongside the AVISPA tool in the simulation
process offers a comprehensive and multi-faceted approach to protocol evaluation.
This enables researchers and practitioners to scrutinize the protocols under diverse
conditions, identify and rectify potential weaknesses, and validate the robustness
of the mutual authentication mechanism within the IoT context. By conducting
simulations across these tools, a more thorough understanding of the security prop-
erties of the protocols is achieved, ensuring a resilient foundation for IoT security
implementations.

. Quantum Computers:

By exploring the real-world implementation of these protocols in Quantum Comput-
ing, researchers can understand the mutual authentication mechanism’s practicality
and adaptability within the evolving Quantum technologies landscape. This holistic
evaluation is essential for developing robust and future-proof security solutions for
[oT communication frameworks.

. Integration with Existing Healthcare Systems:

Future work could incorporate the proposed QSMAH protocol with established
healthcare systems and IoT devices in real-world healthcare environments. This
integration process must be carefully planned and executed to ensure compatibility
and interoperability with different devices and systems.
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