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ABSTRACT
The Internet of Things (IoT) is one of the core and essence of the infrastructure of the
modern world. Almost all facets of human endeavor now have applications for the IoT,
making it one of the most revolutionary technological advancements. IoT provides seamless
communication and data exchange by linking common objects and gadgets to the internet,
resulting in unmatched efficiency, convenience, and innovation. IoT promotes a more
connected, intelligent, and sustainable society through smart homes that allow automated
management over appliances and energy use and intelligent healthcare systems that monitor
patients remotely. IoT also facilitates predictive maintenance in industrial environments and
increases efficiency by optimizing processes. Accepting the immense potential of IoT not
only improves decision-making and streamlines operations, but it also paves the way for a
time when technology enables us to live safer, healthier, and more connected lives.

IoT devices constantly generate, analyze, and exchange substantial volumes of
security-critical and privacy-sensitive data, making them ideal targets for attacks and
vulnerabilities. IoT security focuses on defending networks, devices, and data against
potential threats and security flaws. A breach might have serious repercussions because
there are numerous linked devices gathering and transmitting sensitive information. To
strengthen IoT security, strong authentication, encryption, and regular software updates are
essential. It is crucial to prioritize and invest in comprehensive security measures as the IoT
ecosystem continues to grow.

In the case of the IoT, security measures vary from application to application.
Authentication is mandatory for almost all applications related to the IoT infrastructure. It
is a fundamental security measure that must be used by all IoT-based services to keep out
intruders and illegal access. IoT authentication is important for ensuring that only
authorized people and devices have access to networked systems. Strong authentication
procedures, such as strong cryptographic algorithms and distinctive IDs, build confidence
and stop unauthorized parties from altering or tampering with sensitive data. IoT networks
can guard against potential intrusions, protect user privacy, and uphold the general integrity
of the interconnected ecosystem by putting strong authentication methods in place.
Therefore, we emphasized significant assaults and technical approaches against the IoT
authentication system.

One of the primary challenges is choosing the optimised security protocol because of
limitations such as dynamic resources and limited storage. Before being used in real-world
applications, authentication systems must endure thorough crypt-analysis.We also covered
current security verification methods and IoT authentication evaluation strategies. We have
tried to prove that our proposed schemes are resilient to various numbers of attacks in
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formal analysis sections of each chapter.

First, this thesis encompasses all the necessary stuff for understanding all about IoT
systems, such as definition, basic architecture and its application, IoT security, the critical
status of IoT security, and the importance of authentication in the introduction chapter. A
literature review has been performed in an organized way on the basis of recent manuscripts
from top-rated journals.

Second, this thesis proposes a novel scheme for efficient authentication in cloud based IoT
devices. Third, this thesis proposes a novel authentication scheme for group-based
authentication.

Fourth, this thesis proposes a novel authentication protocol to ensure confidentiality among
the Internet of Medical Things (IoMT). Fifth, this thesis discusses the performance
evaluation of the discussed protocols and schemes in a resource-constrained IoT network.

Finally, our work presents security concerns, unresolved issues, and prospective future IoT
authentication applications in order to assist future researchers, along with a conclusion.
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Chapter 1

INTRODUCTION

The IoT has emerged as one of the most revolutionary technological innovations, with the
proliferation of applications within almost all fields of the human race. The Internet of
Things is present everywhere, from industry to healthcare. Smart city infrastructures,
telemedicine, and the industrial revolution are not possible without inclusion of IoT. At
every stage of the product life cycle and value chain, the IoT also generates numerous new
and possibly more deadly, security vulnerabilities that must be actively and consistently
addressed. Imagine a remote attacker turning on your home’s air conditioning in the dead
of winter or forcing your coffee maker to overheat and catch fire. And if that weren’t enough
to destroy your day, in the middle of a busy intersection, your car suddenly accelerates and
the steering wheel locks. Imagine waking up to a home that is already heated to a
comfortable level and coffee that is prepared based on your actual wake-up time rather than
a fixed schedule. You are reminded by your refrigerator to stop at the store on your way
home to get milk and eggs. And when a problem is about to arise, your car automatically
contacts the closest dealer to check on the availability of replacement components and sets
up a drop-off time.

IoT devices are ideal targets for attacks and weaknesses because they continuously produce,
analyze, and communicate large volumes of data that is privacy- and security-sensitive.
There is a higher requirement for enhanced secrecy, integrity, availability of services, and
automated process flow in critical infrastructure, physical security, transportation,
telecommunications, government applications, surveillance, and networked alert techniques.
Due to resource limitations including low-energy devices, low latency, and a lack of
standards and interoperability, IoT device security is different from typical network security.
Design strategies that, given these limitations, offer the highest level of security are required
for hours. Such research and innovation will result in the safe and intelligent application of
IoT in the present world.

1



1.1 Background

The Internet of Things (IoT) refers to the interconnected network of everyday objects and

devices, ranging from household appliances and vehicles to industrial machinery and

wearable technology. Through embedded sensors, these objects can collect and exchange

data, enabling them to communicate and cooperate in ways that enhance efficiency,

convenience, and automation. IoT has the potential to revolutionize industries and daily life

by enabling smart systems that provide real-time insights, streamline processes, and

improve decision-making. However, it also raises issues with data security, privacy, and the

moral use of the enormous amounts of data produced by these connected devices.

Before moving further, we must be aware about the basic definition, importance and

application of Internet of Things. This would lead reader towards the thorough study of

present work. Here first we focus on some popular definitions of IoT followed by

architecture of IoT systems based on device and services.

Defining the IoT
The global user community does not now have a single definition of Internet of Things IoT

that is accepted. In reality, the phrase has been defined by a wide range of groups, including

academicians, researchers, practitioners, innovators, developers, and business individuals,

however its initial use has been credited to Kevin Ashton, a specialist in digital

innovation [1] . The idea that the first version of the Internet was about data created by

people, whereas the current version is about data created by objects, is something that all of

the definitions share in common. The proper definition would be:

The IoT is defined the network of physical objects “things” that are embedded with sensors,

software, and other technologies for the purpose of connecting and exchanging data with

other devices and systems over the internet.

Or

“An open and comprehensive network of intelligent objects that have the capacity to

auto-organize, share information, data and resources, reacting and acting in face of

situations and changes in the environment”

Or

“The Internet of Things integrates everyday ‘things’ with the internet.”

Basic architecture of Internet of Things.

2



Figure 1.1: IoT Device architecture

IoT system architecture can be understood in two ways, one is of device -
based architecture, and the other is service-oriented architecture. In device
based architecture, we understand the hardware components and their
interconnections, while in service-oriented architecture, we deal with how it
provides services. The device based architecture consists of following
components as shown in the figure 1.1.

• Sensors/Smart Objects (Interface): Theses devices observe the
surroundings and collects the data.

• Power Management Unit(PMU): ON/OFF Switches to save power

• Host processor: The brain of the devices.

• Memory: It is highly desirable in IoT applications requiring storage of
critical data and code.

• Display: For providing interface to users( Man-Machine interface).

• Connectivity: Communication link to connect to the other devices using
WI-FI, Ethernet, and Bluetooth etc.

Service-oriented architecture (SoA):
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Figure 1.2: Service-Oriented Architecture

Service-oriented architecture (SoA) ensures that heterogeneous devices can
communicate with other in multiple ways. A typical SoA is shown in Figure
1.2, which has four layers with thier functionalities [2].

• Sensing Layer: The sensing layer is integrated with the hardware items
currently in use to sense the status of things.

• Network layer: The infrastructure that supports wireless or wired
communications, among other things, is called the network layer;

• Service Layer: Services needed by users or applications are created and
managed at the service layer.

• Interfaces Layer: The user or application interaction techniques are
included in the interfaces layer.

Application of IoT

Internet of Things are considered as one of the best invention of this century.
Almost all walk of life is decorated with the connected things named as
Internet of Things. Following are the some very famous area which are
almost completely on the setup of internet of Things.

• Smart Home and Office: Smart offices and homes have undergone a
revolution owing to the Internet of Things (IoT), which has increased
their functionality and comfort. Smart thermostats, lighting controls,
and security cameras are examples of Internet of Things (IoT) devices
that give homeowners remote access to their environment, allowing them
to save energy and increase security. Additionally, virtual assistants and
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connected appliances allow for seamless automation and individualized
experiences. Similar to this, IoT has improved workplace management in
smart offices by automating processes like scheduling, climate control, and
lighting, promoting a more comfortable and productive work environment
for employees. Our interactions with our living and working places have
changed as a result of the integration of IoT in both contexts, paving the
way for a more connected and intelligent future. It includes Smart Door
access control system, Smart lighting for home and office, Automated
Gate and garage, Smart thermostats and humidity controllers.

• Wearable Devices: With Internet of Things, Wearable technology
now has more uses than just reading texts, showing notifications from
other apps, tracking location, keeping track of workout progress, setting
reminders, and continuously monitoring health issues. Future wearable
technology will be able to identify ailments early and initiate therapy
when they are still treatable. Sensitive nano-sensors will be able to
identify substances in our bodily fluids (sweat, tears, and saliva) and
alert us to specific physical abnormalities that may later lead to more
severe disease.

• Healthcare: The Internet of Things (IoT), which offers several
advantages in patient care, monitoring, and data management, has
completely transformed the healthcare sector. IoT in healthcare refers
to a network of sensors and medical devices that continuously gather,
transmit, and analyze patient data. These gadgets may include
implantable gadgets, smart medical equipment, wearable health
monitors, and tools for remote monitoring. Medical personnel can track
chronic illnesses, monitor patients’ vital parameters, and proactively
spot potential health risks by incorporating IoT technologies into
healthcare. A faster and more accurate diagnosis, individualized
treatment strategies, and better patient outcomes are all made possible
by real-time data. Additionally, IoT in healthcare improves efficiency
and streamlines administrative work in healthcare facilities, thereby
raising the overall standard of healthcare services. In addition to
improving the effectiveness and cost-effectiveness of healthcare systems,

5



IoT increases patient pleasure. The use of IoT in healthcare will
improve the whole hospital experience.

• Autonomous Driving and Smart farming: With the application of
artificial intelligence and sophisticated sensor technology in the Internet
of Things, autonomous driving has been developing. Drivers will receive
assistance from earlier generations of autonomous vehicles (partial
automation) to help them drive safely, avoid crashes, and issue warnings
about the state of the road and the vehicle. To produce more foods and
vegetables to feed the growing world population, agriculture and
farming face several difficulties. The Internet of Things can help farmers
and academics in this field discover more efficient and affordable ways to
boost production.

• Industrial Internet of Things (IIoT): One of the first sectors to
embrace the Internet of Things, which completely altered numerous stages
of the product development cycle, was the manufacturing sectors.

Industrial IoT will advance several stages of product creation, including
supply chain monitoring, inventory management, and product
development optimization. Automate mass production procedures,
enhance product quality, enhances packaging and management, uses
data from a large number of sensor networks to optimize processes, and
provides a cost-effective method for managing factories as a whole.

• Disaster management: Engineers may create a more effective
emergency response system for industries, schools, hospitals, airports,
and other public gathering places. Thanks to the Internet of Things and
its extensive spectrum of smart sensors. Sensors will be used to
automatically detect any emergency scenarios, such as a fire outbreak or
floods, and this information will be immediately shared with the
appropriate task groups.

• Big Data Analytics: Data is one of the fundamental elements of big
data analytics, many businesses view data as their most important asset
for expanding their business plans. Data sources include machines, the
natural World, humans, plants, and even animals. The Internet of Things
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uses many sensors to collect data from various applications. Big data
analytics can use vast amounts of data from millions of smart sensors
to enhance its machine learning and artificial intelligence based decision-
making algorithm.

• Smart Grids and energy management: A “smart grid” aims to
improve current electrical grids by installing sensors in each customer
outlet and along transmission lines. These sensors allow us to detect any
malfunctions or irregularities in the line and comprehend the nature of
usage and changing activity patterns.

• Logistic and fleet management: Since the commodities must be
handled with more outstanding care and effectiveness, smart logistics is
a challenging endeavor. Service providers must ensure that items are
transported in pristine condition in addition to moving them from one
place to another.

1.2 Motivations

The motivation behind research in IoT security is to address the growing
concerns and vulnerabilities associated with the rapid proliferation of
interconnected devices. IoT devices encompass a wide range of objects, such
as smart home appliances, industrial sensors, medical devices, and
autonomous vehicles, which are all connected to the internet and each other.
While IoT offers numerous benefits, it also introduces significant security
risks. IoT security is of paramount importance due to the widespread
adoption and integration of IoT devices in various aspects of our lives.IoT
security plays a crucial role in safeguarding sensitive data, protecting against
cyber threats, ensuring network integrity, promoting user trust, and
complying with legal requirements. By addressing security challenges, we
can unleash the full potential of IoT while minimizing risks and maximizing
the benefits of this transformative technology.
Today, every connected firm faces a significant issue regarding data
protection and privacy. The media frequently reports on the widespread
theft of people’s financial and health records from institutions in the public
and commercial sectors. However, threats from more sensitive and private
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Figure 1.3: Importance of IoT security

data that IoT devices collect pose a considerably more significant threat.
Attackers can have four main consequences on victims. From Figure 1.8., we
can easily conclude “IoT is pressing necessity in today’s world and an
indispensable requirement for the future.”
IoT devices mostly operate on low power, limited memory, computing power,
and storage area. On the other hand, the traditional network is made up of
overflowing resource devices, Therefore, a balance is required between
security levels and computational resources in IoT systems, which calls for
lightweight security schemes. In lightweight security, we need to focus on
lightweight cryptographic techniques such as ECC, Hash functions, XOR,
linear pairing .

In the process to decide the lightweight techniques, first step is to choose
the security requirements of different IoT based systems or application. In
2020, Iqbal et al. comes with in depth analysis of security requirements of
different systems [3]. In Table 1.1., we can see that among all security
requirements such as Confidentiality, Integrity , Availability (CIA), Privacy,
Non-Repudiation and Authentication, Authentication is common for almost
all application of IoT. Confidentiality takes second place. Verifying the
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Table 1.1: Summary of IoT Applications core security Requirements

IoT Applications Confidentiality Integrity Privacy Authentication

Smart Grids ✓ ✓ ✓ ✓

Healthcare × × × ✓

Transportation System × × × ✓

Smart Cities × × × ✓

Smart Manufacturing × × × ✓

Smart Homes × × × ✓

Smart Wearable × × × ✓

Smart farming ✓ ✓ ✓ ✓

Smart Supply Chain × × ✓ ✓

Smart Security System × × × ✓

identity of a user, device, or other entity trying to access a system or
resource is commonly referred to as authentication in the realm of security.
It is a key security mechanism that makes certain that only authorized
people or organizations have access to confidential data, programs, or
services while guarding against unauthorized access or potential security
breaches. Presenting credentials, such as usernames, passwords, biometrics,
smart cards, or digital certificates, is a common part of the authentication
process. The system subsequently checks the credentials against stored data
or an authentication server. Access is allowed to the person or device if the
provided credentials match those on file; otherwise, access is denied. Strong
authentication systems are essential for data security, preventing illegal
access, and preserving the secrecy, integrity, and accessibility of sensitive
data and resources.
In literature, Researchers have done tremendous efforts to propose the
various schemes to provide efficient solutions for the IoT authentication. Due
to rapid development in technologies, new ways of attacking the IoT device
also came into existence. Every day, the technology landscape is constantly
evolving and introducing new innovations. With each new technology,
unique challenges arise, and the Internet of Things (IoT) is no exception.
IoT, with its vast array of interconnected devices, presents a multitude of
complexities that demand innovative solutions for authentication.
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Overall, Scale and Diversity, Resource Constraints, Privacy Protection,
Interoperability, Evolving Technology and User Experience are major
reasons for new schemes for IoT Authentication. As a result of the dynamic
nature of technology and the particular difficulties faced by the IoT
ecosystem, new and creative authentication schemes must be designed.
These schemes need to consider the diverse range and dimensions of IoT
gadgets, work within resource constraints, highlight the importance of
safeguarding privacy, facilitate seamless interaction, adjust to evolving
technology, and present a user-friendly system. Unless these challenges are
directly confronted, IoT authentication cannot achieve dependability,
security, or the ability to support the growing IoT environment.

1.3 Contributions

The major contributions of this work are summarized below, along with the
relevant publications.

1. A novel scheme for efficient authentication in cloud-based IoT devices
is proposed by the use of discrete logarithmic properties of ECC.The
proposed scheme is computationally very light and successfully resists
attacks that are not covered by the currently existing scheme.

(a) Alam Irfan and Manoj Kumar. “A novel scheme for efficient
authentication in cloud-based IoT devices.” Multimedia Tools and
Applications (2022), SCIE-Indexed ( I.F: 3.75) [4]

2. A novel authentication scheme has been proposed to ensure
confidentiality of Internet of Medical Things (IoMT). This scheme is
best suit for COVID-19 and future pandemic situations . The use
bilinear pairing with hash and XOR function makes this scheme resilient
to most common attacks in healthcare industries.

(a) Alam Irfan and Manoj Kumar. “A novel authentication protocol
to ensure confidentiality among the Internet of Medical Things in
covid-19 and future pandemic scenario.” Internet of Things (2023),
SCIE-Indexed (I.F.:5.9). [5]

3. Group-based Authentication (GBA) has been extensively studied, and a
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novel scheme has been introduced to enhance GBA’s application in
smart cities. In this scheme, the binomial polynomial is utilized in a
secret sharing scheme, ensuring robust security against potential
threats. By employing this approach, the proposed GBA scheme
demonstrates improved resilience and effectiveness in safeguarding smart
city infrastructures and services.

(a) Alam Irfan, and Manoj Kumar. “A novel authentication scheme for
group based communication for IoT oriented infrastructure in smart
cities.” (2022).
Under review in IEEE transaction on information forensics and
security. (SCIE-Indexed with I.F.:7.211) [6]

4. Various aspects of performance evaluation are considered, encompassing
both formal and informal analyses. The performance evaluation helps
identify any bottlenecks, vulnerabilities, or potential inefficiencies in the
proposed scheme. It aids in fine-tuning the scheme design and ensuring
that it aligns with the resource constraints of IoT devices, allowing for
seamless integration and operation within the IoT ecosystem.

(a) Alam Irfan, and Manoj Kumar. “Various Elements of Analysis of
Authentication Schemes for IoT devices: A Brief Overview”.
International Conference on Recent Advances in Computer Science
and Engineering (ICRACSE-2022),Scopus Indexed

5. Existing work in IoT Authentication is studied discussing its main
concepts, challenges, evaluation metrics.The security of IoT devices is a
constantly evolving field, and researchers and security experts have
indeed made significant strides in studying various aspects of attacks
targeting IoT devices. After through study, we came into the
comprehensive literature survey for IoT authentication.

(a) Alam Irfan, and Manoj Kumar. “An overview of Secure
Communication in Smart Cities: Issues and Cryptographic
Solution.” 2022 International Conference on Data Analytics for
Business and Industry (ICDABI). IEEE, 2022. [7]

(b) Alam Irfan, and Manoj Kumar. “A Critical Authentication Analysis
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and Future Research Directions for the Security of Internet of Things:
A Comprehensive Review” is communicated in Internet of Things,
Science Direct

1.4 Outline of thesis

This thesis contains seven chapters. Flow of thesis are following:

• Chapter 1 presents an overview of IoT devices, such as the definition of
IoT the basic architecture, the application of IoT, and IoT Security .

• Chapter 2 delves into the state of the art with a comprehensive literature
review. It begins by addressing the importance of conducting such a
review. Following this, chapters 3, 4, and 5 are reviewed in detail. The
analysis identifies knowledge gaps through a thorough examination of
existing literature, and subsequently, the problem is formulated.

• Chapter 3 first discusses the crucial role of IoT devices in our daily life
and the advantages of using cloud computing on IoT devices and
authentication requirements in such an environment. Efficient
authentication is the need for the hours for IoT devices. The proposed
scheme is computationally very light and successfully resists attacks that
are not covered.by the currently existing scheme. Elliptic curve discrete
logarithm problem (ECDLP)is used with a one-way hash function and
the XOR operator. Use of ECDLP makes the proposed schemes are
hard to break. The use of a one-way hash function and the XOR
operator maintains the efficiency of authentication along with secrecy.

• Chapter 4, IoT devices performance in group-based communication is
discussed, so the proposed scheme deals with group-based membership
authentication. It provides recent compulsory security features and has
lower communication, storage, and computation costs than existing
schemes.

• Chapter 5, we have proposed a novel authentication scheme that can
provide confidentiality also. Its applicability in the Medical Internet of
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Things (MIoT) with the special consideration of COVID-19 is discussed
in detail. Bilinear pairing is used as the core concept behind this protocol.

• Chapter 6, explores methods for the performance evaluation of different
schemes for resource-constrained IoT network. The schemes discussed in
Chapters 3, 4, and 5 are evaluated in detail by using Automated
Validation of Internet Security Protocols and Applications (AVISPA)
and SCYTHER. The proposed schemes are verified using BAN logic and
simulated using High-Level Protocol Specification Language (HLPSL)
language for the AVISPA tool. We have included crucial techniques for
manipulating BAN logic and utilizing the AVISPA tool in any endeavors
involving the secure utilization of IoT devices.

• Finally, Chapter 7 concludes the present thesis with prospective research
work.
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Chapter 2

STATE OF THE ART: THE
LITERATURE REVIEW

After the necessary knowledge about IoT and its security in Chapter 1, this
chapter presents the details of existing literature and techniques that are the
basis of the present work.

We have started with the need for a literature review in Section 2.1. Section
2.2 has been divided into subsections to demonstrate the literature reviews
of IoT Security in different areas based on the applications and the
technology used. Subsection 2.2.1 is about the authentication scheme for
cloud-based IoT devices. Group-based authentication has been discussed in
2.2.2. Subsection 2.2.3 explains the literature regarding the authentication of
the Internet of Medical Things (IoMT) and its application in COVID-19 and
future pandemics. Methods of performance evaluation of the schemes in
resource-constrained IoT networks have been discussed in Subsection 2.2.4.
Based on these reviews, the knowledge gap has been concluded in Section
2.3. The objectives of the research work have been described in Section 2.4.

This Chapter presents a thorough evaluation of the literature reviewing
pertinent papers from four major academic databases (IEEE Xplore, Web of
Science, ACM Digital Library, and ScienceDirect) to better understand the
cyber-security threats and vulnerabilities in the IoT systems .
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2.1 Need for literature review

Any academic or research study needs a solid foundation, and a literature
review provides that. It is a succinct analysis and summary of prior research
and expertise on a particular subject or research question. Researchers can
uncover knowledge gaps, evaluate the advantages and disadvantages of earlier
studies, and obtain a detailed understanding of the historical background of
their topic by performing a thorough literature review. They can build on
previous research, cut out duplication of effort, and create more focused and
pertinent study objectives thanks to this method. Furthermore, by displaying
a thorough understanding of the subject and situating their research within
the larger academic environment, a well-done literature review strengthens
the credibility of their work.

2.2 Literature review

IoT has a significant impact on people’s everyday lives, which draws
researchers to expand their research so that it can benefit people. As a
result, many researchers labored on the IoT survey to provide information
about the IoT system and its specifics. A few pieces of work have been done
to give an overview of IoT security security issues. A few pieces of work have
been done to give an overview of IoT security issues. The potential threats
are reviewed in [8–11]. Various attack types were covered in these papers.
The security flaws in Bluetooth are shown in article [12], along with
potential Bluetooth-based IoT threats. The challenges of IoT are presented
by others, and a few of them are [13–15], etc. The article [14] also presented
security guidelines and the impact of 5G on IoT systems was discussed
in [16]. IoT architecture and layers were focused on and different protocols
are discussed in [11, 17, 18]. Various applications of IoT were discussed in
different papers, such as [19] showing the impact of smart logistics in the
industry. As the IoT is a resource-constrained device, efficient and
lightweight operations are required. To cover these things, refs. [20–22]
showed how edge computing can help process IoT services, like smart
agriculture, smart logistics, etc. Concerning the aforementioned type of
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research, it becomes imperative to guarantee secure data transmission and
provide protection against various security attacks. The authentication
framework has been formulated with careful consideration of these factors.

2.2.1 Review on details of authentication protocols for cloud based
IoT devices

In general, Confidentiality, Integrity, and Availability (CIA) are the main
features to be taken care of in the case of traditional security. In contrast, in
the case of the IoT, security measures vary from application to application.
In 2020, Iqbal et al. [3] assessed IoT security requirements, challenges, and
remedies in depth. From there, it is clear that authentication is mandatory
for almost all applications related to cloud-based IoT infrastructure. In their
survey paper, Nandy et al. [23] reviewed all aspects of IoT authentication. It
also explains the taxonomy of all possible attacks on IoT authentication,
factors involved in choosing the authentication technique, and the tools for
simulation of authentication protocols for IoT devices. Authentication
protocols are usually based on three parameters: biometric features of users,
credentials, and smart cards.

In 1981, Lamport [24] proposed a password-based authentication protocol
for untrusted networks. However, a stolen-verifier attack was found in
password table-based protocols at the server end. After that, numerous
protocols have been proposed using a single or combination of the techniques
such as Smart card, Password, and Biometrics. In 1985, Victor Saul
Miller [25] and Neal I. Koblitz [26] came up with the elliptic curve in
cryptographyElliptic curve cryptography (ECC) algorithms have been used
since 2004 widely due to their small size and low computational
requirements with the same security level as
Rivest-Shamir-AdlemanRivest-Shamir-Adleman (RSA) [3, 27] . In [28–31],
authors have worked with the Computational hardness of ECC for IoT
devices. In [32], Kim et al. have done cryptanalysis of the hash function.
Protocols like [33–35], have used hashed-based algorithms, which are helpful
to ensure the integrity of the messages and verify the sender as well.
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In 2015, Li et al. [36] proposed a mutually authenticated protocol based on a
smart card in cloud computing. Their protocol does not persist against
physical attack, forging attack, and masquerade attack [37] . Furthermore,
Sun et al. [38] proposed a novel remote user authentication and key
agreement protocol for the mobile client-server Environment. Still, it does
not provide a pleasant process of password update and biometric
change [37].

After that, in 2016, an efficient authentication protocol was proposed for
IoT-enabled devices in a distributed cloud environment by Amin et al. [39] .
In this work, different attacks has been discussed, such as user anonymity,
insider attack. In 2018, Challa et al. [40] analyzed that Amin et al.
protocol [39] does not resist masquerade attacks such as Privileged Insider
Attacks (PIA) and impersonation attacks. In 2018, Wu et al. [41] explained
that Irshad et al. [33] and Amin et al. [39] are vulnerable to PIA and Offline
Password Guessing (OPG) attacks, respectively. They both do not
guarantee User AnonymityUser Anonymity (UA). Recently, Wu et al. [35]
analyzed Xu et al. protocol [41]. They concluded that Xu et al., protocol
could not resist Privileged Insider (PI) and Stolen Smart Card (SSC) attacks
and did not provide pre-verification and Perfect Forward Secrecy (PFS).

2.2.2 Review on group based authentication.

Authentication is critical for IoT devices to avoid severe damage and mass
destruction. Due to limitations in resources such as heterogeneity and low
power supplies, an authentication mechanism must be lightweight.
Researchers have used many lightweight techniques such as ECC,
blockchain, hash, and XOR functions instead of heavy cryptographic
algorithms [42–44].

In the context of vaious IoT based systems such as smart city, several
devices constitute a group. Secure group communication and membership
authentication is needed for hours. Recently, [45–47] have used group-based
authentication in fog computing, drones network and Intelligent
transportation system Intelligent transportation system (ITS), respectively.
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Studies on group authentication are mostly based on secret sharing schemes.
The secret sharing scheme was first introduced by Shamir in 1979 [48]. In
2013, Shamir’s secret sharing scheme was exploited by Harn [49] for efficient
group authentication, harn proposed an idea of group authentication whose
complexity (O(n)) is very much less than the conventional approach of
authentication (O(n2)) [50]. Three different Group Authentication
Scheme (GAS) were put forth by Harn. If group users share their private
keys simultaneously, his first scheme offers a solution. The other two schemes
that Harn has suggested are made for asynchronous key sharing. Chien [51]
demonstrates in his paper that Harn’s techniques are insecure and that an
attacker may recover the security parameters. He proposes a brand-new
system based on bilinear mapping and elliptic curve cryptography (ECC).
Chien also compares communication costs between his proposal and Harn’s
approach. Although the tokens are disclosed using an arbitrary point on an
elliptic curve determined before each group authentication session,
redistribution is required when all points are distributed and used. In
addition, between-node synchronization is required using a previously
disclosed value when an internal group node does not participate in group
authentication. Furthermore, the Harn and Chien schemes broadcast tokens
to nodes participating in group authentication during authentication. This
process (resembling an IoT environment) is hierarchical and does not ensure
secure communication in an environment where communications are
connected, and a group leader manages devices. We solve this problem by
devising a Group authentication scheme (GAS) that operates safely in IoT
communication environments but employs reusable authentication.

In group-based authentication, an adversary can pretend to be a legitimate
member, or a legitimate member may act as an internal adversary. To
prevent such types of attacks membership authentication has been used by
several authors [52, 53] and [54]. In the case of membership authentication,
there is a need for a secure network to exchange tokens among other
members to prevent attacks such as man-in-the-middle attacks and reply
attacks. Setting up a secure network separately for each interchange of
tokens will lead to an inefficient and uneconomical Infrastructure of IoT
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devices that will never suit smart cities. In present work, Protected secret
sharing scheme (PSSS) has been used to propose a novel scheme in which
one part of the token is used to encrypt another.

In 2017, Harn proposed PSSS [55]. In PSSS, a bivariate polynomial instead
of a single variable polynomial is used to avoid extra channels, variables and
keys for the exchange of secrets to members of the group. Harn used PSSS
for group authentication with multiple trials and multiple
authentication [56]. Their scheme, however, does not integrate the new
feature. Their analysis is poor and fails to consider a wise insider attack.
Furthermore, their scheme’s parameters are also unreasonable. [57].

2.2.3 Review on authentication schemes for Medical Internet of
Things to ensure confidentiality.

By 2025, IoT would have a favorable economic impact of 3-6 trillion per
year, with IoMT services accounting for 1-2.5 trillion of that total [58].
Several researchers developed IoT authentication mechanisms with ample
applications in almost all areas of the human race, such as
agriculture [59]- [60] and Smart Grid [61]- [62]. A lightweight scheme was
proposed by Zhang et al. [63], a process by which users and drones mutually
authenticate each other. Jiang et al. [64] also introduced a cloud-centric key
agreement and three-factor authentication approach to ensure secure access
to cloud servers and autonomous vehicles . Adil et al. [65] and Kumar et
al. [66] have recently concentrated on authentication for healthcare systems.
For Wireless Medical Sensor Networks (WMSN), Wu et al. [67] created a
lightweight authentication system that offers the attribute of user
untraceability . For intra- and inter Wireless body area networks (WBAN),
Yuan et al. presented a health-critical index utilised to guarantee the
transmission privilege of emergency data [68]. A strong ECC-based
authentication and key generation technique for healthcare applications was
proposed by Ostad-Sharif et al. [69]. However, Kumari et al. [70],
emphasised that due to key compromise, their protocol cannot withstand
impersonation assaults and password guessing attacks . Even though the
abovementioned schemes are focused on IoT in healthcare. However, we
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require an IoMT capable of handling conditions that may arise during a
pandemic, such as AI-based patient health monitoring and quick responses
for both patients and hospital administrators. After covid-19, researchers
also worked towards the area of authentication in IoMT, such as Rehman et
al. [71] have focused on the attacks on the deep learning-based solution to
IoMT in covid-19 but do not provide its remedies. Masud et al. [72] tried to
overcome many attacks but did not provide a check for correctness.

2.2.4 Review on performance evaluation

The significant aspects of conventional security to be concerned with are
confidentiality, Integrity, and Availability (CIA). In contrast, IoT security
protocols vary from application to application. Iqbal et al. [73] conducted a
thorough assessment of IoT security requirements, difficulties, and solutions
in 2020. It follows that practically all applications connected to cloud-based
IoT infrastructure must require authentication. Authentication is the process
of verifying the identity of a user or information. There are lots of literature
on authentication for IoT devices. Some of the recent works are [74–78].

A particular authentication scheme must pass through a solid analysis before
its implementation in any application. Cryptanalysis and Performance
analysis are the two main elements of analysis for IoT
devices [79–81].Cryptanalysis is the study of methods for decrypting data
that has been encrypted without having access to the secret information
often required. The usual requirements include finding a secret key and
understanding how the system works. Another name for cryptanalysis is
codebreaking or cracking the code. When choosing or constructing schemes
for IoT devices, performance analysis is one of the centric factors to care
very minutely. In performance analysis, we concentrate on various factors,
such as computational cost, communication cost, and storage capacity.
There are various survey papers focusing on IoT device security in different
areas. Ashraf et al. [82], have focused on the maritime industry . Yang et
al. [83], described the physical security of IoT devices but lacked all possible
attacks. Similarly, Serror et al. [84], have focused on Industrial IoT , but it
lacks a description of the simulation tools for the security analysis of various
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schemes. On the other hand, Alam et.al [4], described cloud-assisted IoT
infrastructure . Various informal and formal proof of security and analysis
are discussed in these manuscripts. Some extra features must be added to
make it universally accepted.

2.3 Knowledge gap analysis

The following are the key research areas where some gaps are identified. These
gaps are as follows:

• Above discussed schemes fail to resist various attacks such as a stolen
verifier attack, activity tracking attack, data manipulation attack, sensor
capture attack, desynchronization attack, sensor forgery attack, known
session-specific attack, routing attack.

• Most of the literature covers only one aspect of security. Very few existing
schemes assure Confidentiality and Integrity alongwith authentication,
while, in Iqbal et al. [3], we have already seen that confidentiality is also
very important in most of the IoT oriented applications.

• In IoT devices, we must consider the parameters such as communication
cost, storage overhead, and energy consumption. Very few of the recent
literature explained all types of conditions to make schemes efficient and
compatible with real world.

• Schemes are not robust to both dynamic environmental conditions and
flexible user behavior.

• Very few schemes are designed for general purpose that fits all types of
IoT applications. They are application-specific and vary from application
to application.

2.4 Problem formulation

Based on the research gaps, the following main objectives are proposed:
• To design a novel scheme for efficient Authentication in cloud-based IoT

devices that covers most of the attacks.
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• To design an authentication scheme to ensure secure Group based
communication among IoT devices that suites for dynamic
environmental conditions of IoT devices.

• Design a scheme to ensure Authentication and Confidentiality of messages
exchanged with consideration of resource-constraint IoT networks.

• Discuss the performance evaluation of above discussed schemes in resource
-constrained IoT network.
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Chapter 3

AUTHENTICATION SCHEME IN
CLOUD BASED IoT DEVICES

The Internet of Things (IoT) has emerged as one of the most revolutionary
technological innovations with the proliferation of applications within almost
all fields of the human race. A cloud environment is the main component of
IoT infrastructure to make IoT devices efficient, safe, reliable, usable, and
autonomous. Reduction in infrastructure cost and demand accessibility of
shared resources are essential parts of cloud-based IoT (CIoT)
infrastructure. Information leakage in cloud-based IoT devices may invite
dangerous activities and phenomena. Various cloud-based systems store IoT
sensor data and later on access it accordingly. Some of them are public, and
some of them are private. Private cloud services must be secured from
external as well as internal adversaries. Hence, theremust be a robust
mechanism to prevent unauthorized access to the devices. This paper
proposes a novel and efficient protocol based on the Elliptic Curve property
known as Elliptic Curve Discrete Logarithm Problem (ECDLP) with hash
and XOR functions for the authentication in cloud based IoT devices. In
comparison to the existing protocols, the proposed protocol is resistant to
attacks and other security vulnerabilities. The one-way hash function and
XOR function effectively ensure a reduction in computation cost. AVISPA
and BAN logic have been used for formal analysis of the proposed protocol.
As per the performance analysis results, it is clear that the proposed
protocol is efficiently suitable for cloud-based IoT devices.
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3.1 Introduction

The Internet of Things (IoT) is a setup of different entities like objects,
people, and animals capable of transferring data over networks without
head-to-head or head-to-computer connection. IoT is an acronym for Any
time, Anything, Any place connections. In recent years, the Internet of
Things (IoT) has risen to prominence as a critical technological component
for overcoming interoperability, heterogeneity, and Internet-aware
resistances. The deployment of IoT devices has increased exponentially,
resulting in a large amount of data handling and analysis [85]. There is a
need for a standard platform to manage heterogeneous gadgets and data.
Cloud-based infrastructures are well suited to this need. Ray, in his survey
paper, describes applications for the IoT cloud platforms [86] . In general,
cloud services are of two types: public cloud services and private cloud
services. A person or organization owns private cloud services that make
cloud security essential [87] . Analysis of the cloud-based IoT (CIoT) device
mechanism [88–91] shows that most applications carry essential information,
and leakage of such information may lead to a significant loss and several
attacks. Also, the nature of attacks changes from time to time. Computing
resources are employed on-demand via a network in the Cloud services. It
consumes a significant amount of energy, which can not be measured easily
with computational resources. Pete et al. [92] proposed an experimental
energy-efficient model for Virtual Machines Virtual Machines (VMs)
scheduling over the cloud. Furthermore, Kumar et al. [93], illustrate an
economically efficient model for virtualization over the Cloud using a docker
container. Authentication is a primary security mechanism for all
network-based services that prevent unauthorized users or adversaries from
gaining access [27] . It is compulsory to ensure that only authenticated users
should access the resources. For information exchange through an unsecured
network such as the Internet, IoT authentication can ensure the trust of IoT
devices. A robust IoT authentication model is needed to protect
unauthorized users and devices. Traditional public-key cryptosystems are
commonly used in authentication procedures. Traditional public-key
cryptosystems, such as RSA, have large key sizes and use a lot of computing
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resources [94] . As a result, most standard authentication systems are
incompatible with the limited computational power of IoT devices. Recently,
several research papers addressed IoT authentication and the possibility of
attacks [33, 35, 36, 39, 41, 95]. However, many attacks are still unresolved,
such as packet analysis, gateway forgery, and sybil attacks. Choosing an
appropriate protocol to address recent attacks is tough task, due to
unavoidable resource constraints, such as low power support, small storage,
low computational support, and low latency support. The proposed protocol
is a solution for above said challenges. The significant contributions of this
paper have been listed as follows: A novel protocol has been proposed for
the IoT infrastructure based on a cloud environment. The proposed novel
authentication protocol prevents adversaries from common attacks such as
man - in - the - middle, masquerade, denial of services, forging, guessing,
and physical attacks. It can provide robust and secure authentication using
the Elliptic Curve Discrete Logarithm Problem (ECDLP) property of ECC
with hash and XOR functions. NP-hard complexity of ECDLP makes the
protocol resistant to attacks such as Forging, guessing, and Man in the
middle, and the inclusion of XOR and hash keeps it lightweight. The
proposed protocol has been compared with the existing protocols to explore
its ability to resist attacks, reduce computation power and storage
requirements, etc. Its computational cost is very low (0.2 s) and resists more
than fifteen modern attacks. It also shows its usefulness more than other
existing protocols. and The modular structure of protocols varies from
application to application. We have tried to modal the proposed protocol in
such a way so that it suits ninety percent of IoT infrastructures. In Chapter
4, Simulation of the proposed protocol using AVISPA [96] and BAN
logic [37, 38] proves its power against active adversaries. Description of BAN
logic and AVISPA in the present article would allow readers to understand
and apply these tools for other protocols easily.
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3.2 Preliminaries

3.2.1 Elliptic curve discrete logarithm problem (ECDLP)

For two points, P and Q, of an elliptic curve Ep(a, b). The ECDLP is to find
an integer K ∈ [1, n− 1] such that Q = k.P .

ECDLP is more complicated than most discrete logarithm and factorization
problems in cryptography. There are several attempts to break this problem;
however, it is still unbreakable.

3.2.2 One-way cryptographic hash function

Here we describe the brief properties of the hash function, which are as follows:

• This function is deterministic h : {0, 1}∗ → {0, 1}n

• h is the hash function, where output produces y = h(x) (hash digest),
y ∈ {0, 1} .

• Any small modification to the input string potentially leads to an entirely
different hash value (message digest).

3.2.3 System model

The modular architecture of IoT-based systems may vary from application to
application. We have tried to consider the most common approach suited for
90% of IoT infrastructure. As shown in Fig. 3.1, the main components of the
proposed system are User (U), Cloud Server (Sm) directly associated with IoT
devices, and Trusted Authority (TA) sometimes called a control server.

Both user (U) and cloud server (Sm) must register with (TA) before (U) can
access (Sm) data via a secure channel. Necessary credentials for (U) and (Sm)
are generated by a Trusted Authority (TA) and stored in their memory. A
session key is established (After mutual authentication between (U) and cloud
server(Sm) ) for future independent communication.
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Figure 3.1: Cloud-based IoT environment authentication model

3.2.4 Adversary model

If there is a protocol for some security purpose, there must be some adversary
model against which the protocol is safe. A fundamental and most common
adversary model was proposed by Dolev and Yao [97] in 1983. It is a broadly
accepted model. According to this model, an adversary can read, alter and
perform decryption (if got right keys) on messages. Adversaries are unable to
carry out any statistical or cryptanalytic assaults. Due to rapid transformation
in technologies, adversaries are now more advanced and have extraordinary
capacities. Along with the Dolev and Yao model, we have considered that
adversaries would know critical information from smart cards (if lost/stolen)
using power analysis of smart cards [98,99]. An adversary would also extract
data from network flow using a network analyzer and AI techniques [100,101].

3.3 Proposed protocol

This section presents an ECC-based protocol designed mainly to ensure that
the devices are accessible in a secure manner on public channels. Cloud
involvement in all entities and clock synchronization is our assumption for
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the proposed protocol. In Table 1, we listed necessary and frequent
notations with their explanation for the proposed protocol. The proposed
protocol comprises different phases, viz., pre-deployment, registration, login,
and authentication. In the pre-deployment phase, the setup of the elliptic
curve is discussed with the declaration of public and private keys.
Registration of cloud server and user have been described in subsections
3.3.2 and 3.3.3, respectively. After successful registration, verification of the
user is done in the login phase via smart card by a trusted authority. In
section 3.3.5, firstly, user authentication proceeded by cloud server
authentication is done by a trusted authority. Later, trusted authority is
authenticated by both user and cloud server consecutively. At the same
time, a session key is established for further communications between the
user and the cloud server

3.3.1 Pre-deployment phase

An elliptic curve EP (b1, b2)of non-singular nature over a finite field ZP is
selected by TA, where P is a large prime and 4b3

1 + 27b2
2 ̸= 0 (modP ) . At the

same time, a base point P of order n over EP (b1, b2) where TA also chooses
n.P = O, and a private key dTA ∈ ZP , Then TA computes the public key
QTA = dTA.P corresponding to dTA. TA chooses the one-way cryptographic
hash function. In the same way, cloud servers and the user also compute
private keys and public keys using ECC properties.

3.3.2 Registration of cloud server

• Cloud server Sm chooses identity (sidm),dcs ϵZcs and Qcs
.= dcs.P after

that sends (sidm), dcs, and Qcs securely to TA as shown in Fig. 3.2.

• TA computes psidm = h(sidm||dcs).

• TA also computes Bsm = h(psidm ||QTA).

• TA sends Bsm to Sm, which saves Bsm and dcs in the server memory

28



Table 3.1: Notations of cloud based scheme

S.No Symbol Explanation

1. EP (b1, b2) An elliptic curve

2. Sm Cloud Server

3. Ui Identity of the ith User

4. TA Trusted authority

5. Pu Password of user

6. CR Card Reader

7. Zp = {0, 1, · · ·, p− 1} a prime finite field Zp

8. ∆T Transmission delay

9. TSm, TSu, TT A Timestamps of CS, User and TA, respectively

10. {QT A, dT A} Pair of public key, private key of TA

11. || Concatenation operation

12. H(.) Hash functions

13. SK Session key

14.
⊕

XOR function

3.3.3 User registration phase

• User chooses identity (Ui), password (Pu), duϵZP and Qu = du.P as shown
in Fig. 3.3.

• User calculate Au = h(pu||du), PIDu = h(Ui||Qu) and bbu = Qu ⊕ Au

• Then user send Au and PIDu to a TA .

• After receiving Au and PIDu , TA calculates h(Au||PIDu),
Du = h(PIDu||dTA) and Eu = Du ⊕ Au.

• After step 4, TA send [Cu, Eu] to the user

• User again calculate DPu = h(Ui||Pu)⊕ du.

• User saves [Cu, Eu, DPu]in the smart card.

Finally, a smart card holds [Cu, Eu, DPu, ECC parameters].
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Figure 3.2: Cloud-Server Registration

Figure 3.3: User Registration
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Figure 3.4: Pre-verification of user

3.3.4 Login phase

• Firstly, a smart card is punched into the card reader by the legal user for
accessing server resources, and then the user provides Id and password
(Ui∗Pu∗) in the card reader terminal, as shown in Fig. 3.4.

• After first step card reader calculates the following:

1. du∗ = DPu ⊕ h(Ui∗||Pu) and Au∗ = h(pu∗||du∗).
2. Qu∗ = (bbu∗ ⊕ Au∗)
3. PIDu∗ = h(Ui∗||Qu∗)
4. Cu∗ = h(Au∗||PIDu∗)

Card reader checks the conditions Cu∗ = Cu, Ui∗ = Ui ,and Pu∗ = Pu, if
satisfied, then it proceeds for an authentication phase.

3.3.5 Authentication phase

• After the login phase, the smart card produces a nonce Nu, Calculate
Du = Eu ⊕ Au, Fu = Du ⊕ Nu, and Zu = SIDm ⊕ h(Du||Nu) and send
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Figure 3.5: TA Authentication

[Fu, Zu, P IDu, TSu],to the Sm, here (SIDm) is the cloud server identity
chosen by the user and TSu is the user’s timestamp.

• The following steps are done on the Cloud server-side, as shown in Fig.
3.5.

1. At the cloud server, it checks timestamp TSm − TSu < ∆T (Stop
here if it fails, where TSm is a current timestamp and ∆T is the time
interval to be expected during message transmission, respectively)

2. Cloud server produces 128 bits nonce Nm.
3. Calculates Jm = Bsm ⊕Nm ,
4. Sends [Jm, psidm, Fu] and [Zu, P IDu, TSu, TSm] to TA.

• After receiving the above keys, TA confirms the validity of timestamp
(TTA−Tsu < ∆T ) and calculates Nu∗ = Fu⊕Du, SIDm∗ = Zu⊕Du and
check SIDm∗ = SIDm and Nu∗ = Nu. If this is ok then TA authenticates
the user as the legal user.

• After authenticating user, TA computes Bsm = h(psidm||QTA) and N ∗m =
B∗sm ⊕ Jm

TA checks B∗sm = Bsm and N ∗m = Nm if it is ok, TA authenticates the
Cloud server.
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• After Authenticated User and Cloud server, TA chooses a 128-bit nonce
NTA and computes the following:

1. PTA = Nm ⊕NTA ⊕ h(Nu||Du).

2. SKTA = h(Nu ⊕Nm ⊕NTA).

3. RTA = Nu ⊕NTA ⊕ h(B∗sm ||N ∗m).

4. RTA = Nu ⊕NTA ⊕ h(B∗sm ||N ∗m).

5. ZTA = h(Nm ⊕NTA)||SKTA.

6. VTA = h(Nu||NTA)||SKTA).

7. Finally SKTA is the secret session key.

8. TA sends [PTA, RTA, ZTA, VTA ]to the Sm through public
communication.

• After receiving [PTA, RTA, ZTA, VTA ] from TA, the Sm computes following:

1. Wm = h(Bsm||Nm),

2. Nu ⊕NTA = RTA ⊕Wm,

3. SKm = h(Nu ⊕NTA ⊕Nm) and

4. V ∗TA = h(Nu||NTA)||SKTA

• Then, Sm check the condition, (V ∗TA = VTA).

• If yes, then proceed and send [PTA, ZTA] it to the user publicly.

• On obtaining [PTA, ZTA] from Sm, the user calculates the following:

1. Lu = h(Nu||Du), SKU = h(Nm ⊕ NTA ⊕ Nu) and ZTA∗ = h((Nm ⊕
NTA)||SKu).

2. A user checks the condition(ZTA∗ = ZTA) and Nm⊕NTA = PTA⊕Lu,
and an affirmative answer proves that Sm and TA are authentic .

Finally, Mutual authentication is achieved among users Sm and TA.

• Session key SKm = SKu are established for future communication as
shown in Figure. 3.6.
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Figure 3.6: TA Authentication

3.4 Security Analysis

To demonstrate and validate the security and correctness of our proposed
protocol, we use BAN logic [37, 38, 102–105], followed by Automated
Validation of Internet Security Protocols and Applications
(AVISPA) [106–108]. Furthermore, an informal discussion has also been
done in the latter part of this section.

3.4.1 BAN logic (a formal approach of security analysis)

It is very much essential to ensure the correctness of the authentication
protocol. Michael Burrows, Martin Abadi, and Roger Needham developed
BAN Logic in February 1990 to logically verify the correctness, efficiency,
and applicability of an authentication protocol. Although detailed
descriptions are illustrated by M. Burrows et al. [103] and more such
as [37,38,102,104,105], we have tried to summarize BAN logic to understand
the main concepts of BAN logic. By using BAN logic, we can get the
following important information about an authentication protocol:

1. The purpose of each protocol (Goal).

2. The cryptosystem that was used.

3. Whether secrets are used or not (other than the key).
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4. Is there a guarantee that messages will arrive on time?

5. Whether protocol establishes each party’s presence.

6. To remove redundancy.

The main goal of our protocol is that a user (U), Cloud server (Sm), and
Trusted authority (TA) must authenticate one another. A session key (SK)
is established for further communication between the server and the user.
Following are the steps used in the proposed protocol. Sentences with bold
letters are common in all authentication protocols.
The main goal of our protocol is that a user (U), Cloud server (Sm), and
Trusted authority (TA) must authenticate one another. A session key (SK)
is established for further communication between the server and the user.
Following are the steps used in the proposed protocol. Sentences with bold
letters are common in all authentication protocols.

• Goals are written

1. G1: U believes U
SK←→ Sm

2. G2: U believes Sm believes U
SK←→ Sm

3. G3: Sm believes U
SK←→ Sm .

4. G4: Sm believes U believes U
SK←→ Sm.

5. G5: Sm believes Sm
SK←→ TA

6. G6: Sm believes TA believes Sm
SK←→ TA

7. G7: TA believes Sm
SK←→ TA

8. G8: TA believes Sm believes Sm
SK←→ TA

• The proposed protocols are idealized and written in the form of language
of formal logic.

1. M1 (Message 1):

U → Sm : pidu, TSu, Au, Eu : ⟨A⟩Du
, Fu : ⟨Nu⟩Du

, Zu : ⟨SIDm⟩Du||Nu

.2. M2 (Message 2): Sm → TA : M1, psidm, Ju : ⟨Nm⟩(bsm)

3. M3(Message3):
TA :→ Sm : PTA : ⟨Nm ⊕NTA⟩h(Nu||Du) , VTA : ⟨Nu ⊕NTA⟩SKT A
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4. M4(Message4):Sm → U : PTA : ⟨Nm ⊕NTA⟩h(Nu||Du)

• We identify the assumptions which show the initial state of the proposed
protocol.

1. A1 (First assumption): U | ≡ #(Nu)[U believes fresh(Nu)].

2. A2: Sm| ≡ #(Nu).

3. A3: TA| ≡ #(Nu) .

4. A4: Sm| ≡ #(Nm).

5. A5: U | ≡ #(Nm).

6. A6: TA| ≡ #(Nm) .

7. A7: TA| ≡ #(NTA).

8. A8: U | ≡ #(Nm ⊕NTA).

9. A9: U | ≡ #(Nu ⊕NTA) .

10. A10: U | ≡ #(U Du←→ Sm).

11. A11: Sm| ≡ #(U SK←→ Sm),

12. A12: Sm| ≡ #(Sm
Bsm←→ TA).

13. A13: TA| ≡ #(U SK←→ Sm).

Many other assumptions can be added in the initial assumption, such
as Sm| ≡ controls (Nu), TA| ≡ Sm controls (Nm), but they are already
evident, so we do not expand that.

• For proof, the idealized forms (M1, M2 , ..., Mn) of the proposed protocol
are analyzed. The basis of the analysis is based on the assumptions and
BAN logic rules such as Message Meaning (MM), Freshness Conjunction
(FC), Belief (BL), Nonce -Verification (NV), Jurisdiction (JR), Session
keys (SK). Based on the analysis in the fourth step, we reach the goals.

1. Using TSu, Au, Eu : ⟨A⟩Du
, Fu : ⟨Nu⟩Du

, Zu : ⟨SIDm⟩Du||Nu

with Message-1: U → Sm : pidu and seeing rule we get.

– Sm ◁ pidu, TSu, Au, Eu : ⟨Au⟩Du
.

– S1 : Fu : ⟨Nu⟩Du
.

– Zu : ⟨SIDm⟩h(Du||Nu).
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2. Applying MM rule with S1, A11 results in S2: Sm| ≡ Nu| ≡ Nm.

3. Applying FC and NV rules A2, S2, results in S3: Sm| ≡ U | ≡ Nu

(here Nu is a required parameter of the proposed protocol’s session
key.)

4. Applying JR rule with A14, S3 results in S4: Sm| ≡ Nu .

5. Applying SK rule with A2, S3 results in S5:Sm| ≡ U
SK←→ Sm)(G3).

6. Applying the NV rule with A2, S3 results in S6: Sm| ≡ U | ≡ U
SK←→

Sm)(G4).

7. Applying seeing rule on M2: Sm → TA: M1, psidm, Ju : ⟨Nm⟩Bsm
.and

results S7: TA ◁ M1, psidm, Ju : ⟨Nm⟩Bsm

8. Applying MM rule with A13, S7, and results in S8 : TA| ≡ Sm| ≡ Nm

9. Applying A6,S7,MM, and NV rule results S9:TA | ≡ Sm| ≡ Nm.
Where Nmis a required parameter of the proposed protocol’s session
key.))

10. Applying JR rule with A15, S9 results in S10: TA| ≡ Nm.

11. Applying SK rule with A6, S10 results in S11:
TA| ≡ Sm

SK←→ TA(G7).

12. Applying NV rule with A6, S11 results in S12: TA| ≡ Sm| ≡ Sm
SK←→

TA(G8) .

13. Applying seeing rule with M3 results S13: Sm ◁ PTA, VTA. Results
S14: Sm| ≡ TA| ≡ (Nu ⊕NTA).

14. Applying FC and NV rule with A12, S14 results in S15: Sm| ≡ TA| ≡
(Nu ⊕NTA)

15. Applying SK rule with A9, S15 results in S16:
Sm| ≡ Sm

SK←→ TA(G5).

16. Applying NV rule with A9, S16 results in S17:Sm| ≡ |TA| ≡ Sm
SK←→

TA (G6).

17. Applying seeing rule with M4: Sm → U : PTA : ⟨Nm ⊕NTA⟩(h(Nu||Du)).
results in S18: U ◁ PTA.

18. Applying MM rule with S18, A8 results in S19: U | ≡ Sm| ≡ (Nm ⊕
NTA).
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19. Applying FC and NV rule with S19, A10 results in S20:U | ≡ Sm| ≡
(Nm ⊕NTA).

20. Applying SK rule with A10, S20 results in S21: U | ≡ U
SK←→ Sm(G1).

21. Applying NV rule with A8, S21 results in S22: U | ≡ Sm| ≡ U
SK←→

Sm(G2).

Thus, the above steps are used in BAN logic to verify the authentication
protocols.

Table 3.2: Attack resilient comparison with existing schemes

Security Features [41] [35] [109] [39] [34] [28] Proposed

1. User anonymity and untraceable ✓ ✓ ✓ ✓ ✓ ✓ ✓

2. Offline guessing attack × × × × × × ✓

3. Perfect forward secrecy × ✓ × × × × ✓

4. Sybil attack × × × × × × ✓

5.Known session-specific temporary
information

× × × × × ✓ ✓

6.Stolen smart card attack × ✓ × × × × ✓

7.Privileged insider attack × ✓ ✓ × × × ✓

8.User impersonation attack ✓ ✓ ✓ ✓ ✓ ✓ ✓

9.Cloud server impersonation attack × × ✓ × ✓ ✓ ✓

10. Trusted authority (TA)
impersonation attack

× × × × × ✓ ✓

11. Pre-verification in smart card × × × ✓ × × ✓

12.Pre-verification in the smart card × ✓ × × × ✓ ✓

13.Known-key attack × ✓ × ✓ ✓ × ✓

14. Replay attack ✓ ✓ ✓ ✓ ✓ ✓ ✓

3.4.2 AVISPA: A simulator for authentication protocols

It is vital to have tools that support the rigorous analysis of security
protocols to speed up the next generation of security protocols and improve
their security. For that, it detects weaknesses and establishes their
correctness. In 2005, Armando et al. [106], came with a push-button tool for
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the automated validation of Internet security-sensitive protocols and
applications named AVISPA. The tool is used by a protocol designer who
describes a security problem in the HLPSL [108] . Moreover, detailed studies
of AVISPA and its execution are available in [106, 107]. In addition to this,
some essential tricks to write the protocols in HLPSL language are reported
in our work, followed by screenshots of our protocol result.

• First and foremost, the role of each participant is written, which contains
the role name, declaration of local as well as constant variables, and
transition.

• When the Roles of participants are defined, Roles are combined in a
session.

• Define the Environment in which protocol is analyzed that contains prior
knowledge about the intruder, the scenario to be executed, and the session
instances to be run in parallel.

• Finally, we declare security properties of protocol to be executed.

As shown in figure 3.7 and 3.8, We have passed our protocol with utilities
provided by AVISPA tools that are following:

1. On-the-fly Model-Checker (OFMC): Performs protocol falsification and
bounded verification.

2. Constraint-Logic-based Attack Searcher (CL-AtSe): It can identify type
flaws and manage message concatenation associativity.

3. SAT-based Model-Checker (SATMC): constructs a propositional formula
encoding a bounded unrolling of the IF’s specified transition relation, the
initial state, and the set of conditions denoting a breach of the security
properties.

4. Tree Automata based on Automatic Approximations for the Analysis of
Security Protocols (TA4SP): Here regular tree languages and rewriting
are used to approximate attacker knowledge.
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Figure 3.7: Constraint-Logic-based Attack Searcher (CL-AtSe)

3.4.3 Informal analysis of attacks
In this subsection that follow, we do a preliminary study to show the secrecy
of the proposed protocol against a wide range of threats.

• User anonymity and un-traceability : The identity of user must
not be revealed during the exchange of keys among the user, cloud
server, and trusted authority. User, cloud server, and trusted authority
are generated for each fresh session nonce, respectively. At the same
time, different timestamps (TTA, TsuandTsm) validate the session. User
identity is concatenated with Qu and hashed that , results into
PIDu : (PIDu = h(Ui||Qu)). It is passed to the trusted authority.
Hence, it is obvious that extracting information about the user’s
identity (Ui) is impossible by a third party. So, the proposed protocol
preserves user anonymity and the un-traceability of the user’s identity

• Offline Guessing Attacks (OGA): The adversary can know various
information saved in smart cards using power analysis or differential
power analysis attacks [25, 101]. In the proposed protocol, the smart
card holds Cu, Eu, DPu. Concatenation and XOR operation on user
identity and password preceded by hashing results above parameters.
One-way collision resistance property of hash function and uniqueness of
ECC makes too hard to get knowledge about user identity and
password. Wu et al. [41] and Tsu et al. [35] are also using almost the
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Figure 3.8: On-the-fly Model-Checker (OFMC)

same parameters as Amin’s protocol [39]. Possibilities of the same
attacks are there in these two protocols. In the proposed protocol,
parameters such as user id (Ui), password, and server identity are
concatenated with the private key generated on ECC. Then it is hashed
with one-way hash function functions. So these consecutive steps
eliminate the chance of power analysis attacks.

• Perfect Forward Secrecy (PFS) Some keys and parameters are
readily available to adversaries. PFS ensures that session keys among
users, cloud servers, and trusted authorities are unknown to adversaries
at any cost. Here in the proposed protocol, assume an adversary wants
to compute SKu = SKm = h(Nm ⊕ NTA ⊕ Nu).These three parameters
Nm, NTA and Nu are not available to the adversary because these
parameters are always used in hashed conditions and concatenated with
elliptic curve points. It is very tough to get a polynomial-time solution
to this problem. Hence, the proposed protocol can provide PFS.

• Sybil Attack (SA) In a Sybil attack, multiple accounts/nodes are
created by an adversary to take over the network. In the proposed
protocol, TA’s elliptic curve QTA is involved in the registration and first
phase of authentication. Thus ECDLP property of ECC eliminates the
chance of private computing key from known parameters. So the
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uniqueness of private keys disaffects the harm of multiple accounts.

• Known Session-Specific Temporary Information (KSTIA) In
KSTIA attack, session ephemeral secrets are exposed to the adversary,
an adversary would be able to get the session keys. In the proposed
protocol, almost all information is hashed and concatenated with the
private key. It is very tough to extract information from temporary
information. Some researcher explains this attack with the name of
Ephemeral Secret Leakage (ESL) Attack.

• Stolen Smart Card Attack (SSCA) At the worst, there may be the
situation that information Cu, Eu, DPu are known to intruder A due to
the loss or steal of a smart card. But due to h (.) protection secret entities
of U, viz.,Cu, Eu and DPu, are not known to A. Therefore, our protocol
is secure against this attack.

• Privileged Insider Attack (PIA) There is always the possibility of
two types of adversaries in a system, outside adversaries and inside
adversaries. An inside adversary may have privileged access to TA. In
this case an adversary can get information such as Au and PIDuwhile
user is registering to TA, but Au = h(Pu||du), P IDu = h(Ui||Qu) and
du, Qu are the points on elliptic curve, so to reveal Pu and Ui from Au

and PIDu is almost impossible. Furthermore, if the intruder fetches the
information Cu, EuandDPu from the smart card directly by smart card
attack [37, 38] , in this case also getting Pu and Ui is very difficult as
discussed in stolen smart card attack.

• User Impersonation Attack (UIA) An adversary may put Pu and
Ui in authentication phase, to impersonate a user U, but to complete
authentication by TA, there is need of SIDm and Nu. Getting SIDm and
Nu is not possible because Nu = FuϵDu and Du = EuϵAu, for Au, Pu is
concatenated with du (point of elliptic curve) and transferred to TA in
hashed form. Therefore getting Nu is too tough, similar is the condition
with SIDm.

• Cloud Server Impersonation Attack (CSIA) An adversary may get
the identity of a cloud server (sidm) to impersonate the cloud server, but
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to be authenticated from trusted authority (TA), Bsm = h(psidm||QTA)
should be known where psidm = h(sidm||dcs). Here, in this case QTA

and dcs are the points of two different elliptic curves. Hence, by using
the ECDLP property of ECC, we conclude that our protocol is safe from
Cloud server Impersonation attacks.

• Trusted Authority (TA) Impersonation Attack (TA-IA) To
impersonate TA, an adversary may attempt to get the key
PTA, RTA, ZTA, VTA but at cloud server-end VTA = h((Nu||NTA)||SKm)
and at user-end ZTA = h((NmϵNTA)||SKu) are used for authentication,
getting nonces Nu, NTA and Nm in correct form is tough, also collision
resistance property of hash function makes almost impossible to get the
correct keys. Thus, this protocol is safe from TA impersonation attack.

• Pre-verification in the smart card: In the login phase several
protocols such as [30, 110,111] does not support smart card to verify the
identity and password of user. It puts an extra burden on the server.
While in the proposed protocol the smart card checks
Cu∗ = Cu, Ui∗ = Ui, and Pu∗ = Pu in the login phase. If it is found valid,
the proposed protocol proceeds for the authentication phase. Otherwise,
the session will be deferred until the right password and identity have
been submitted. This means that the proposed protocol saves
computational and communication expenses whether there is inaccurate
input or an unlawful user. As a result, the proposed protocol
successfully provides pre-verification.

• Known-Key Attack (KKA) If one session key is compromised, it does
not necessarily mean that all other session keys would be as well. The
accepted session key in the proposed protocol is based on three random
ephemeral secrets Nu, NTA and Nm, which are different for each session.
Due to the difficulty of the ECDLP problem, the adversary may not be
able to derive all of these at the same time. As a result, revealing one
session key does not allow the adversary to learn about additional session
keys. Sometimes researchers call it “No key control property”.

• Replay Attack (RA) In the authentication phase, we have used
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timestamps TSu, TSm, TSTA, and accepted delay (δ) is sufficiently tiny,
which makes replaying of old messages useless. Hence, our protocol is
secure against replay attacks.

In Table 3.2, the summary of the security features of recently published
protocols and proposed protocols is given.

3.5 Summary

This chapter first discusses crucial role of IoT devices in our daily lives, the
advantages of using cloud computing in IoT devices, and authentication
requirements in such an environment. Efficient authentication is the need for
the hours for IoT devices. The proposed protocol is computationally very
light and successfully resists attacks that are not covered by the currently
existing protocol. Elliptic curve discrete logarithm problem (ECDLP) is
used with one way hash function and XOR operator. ECDLP property
makes the proposed protocols hard to break. The use of one way hash
function and XOR operator maintains the efficiency of authentication as well
as secrecy. The proposed protocol is verified using BAN logic and simulated
using HLPSL language for the AVISPA tool. We have added essential tricks
to play with BAN logic and the AVISPA tool for any protocols related to the
secure use of IoT devices. The generalized approach of the system model
makes the proposed protocol implementable for the different scenarios of IoT
devices such as Medical IoT, Industrial IoT, and cyber-physical systems.
The proposed protocol can be extended for healthcare IoT devices and
Industrial IoT by incorporating novel biometric, homomorphic encryption,
and iterative learning techniques
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Chapter 4

A GROUP BASED SCHEME FOR
IoT ORIENTED
INFRASTRUCTURE

Group-oriented communication, such as data gathering and area monitoring,
is critical in the IoT World. It enables the users to manage various IoT
devices simultaneously. Conventional one-to-one authentication techniques
do not consider the resource constraints of IoT devices in grouped
communication. They also do not solve the issue of Massive Machine-type
Communication (mMTC) scalability. Many to Many (M2M) authentication
approach of group authentication makes group oriented communication and
mMTC very secure. The lower time complexity of Group-based
authentication (GBA) makes these protocols very popular for efficient and
secured communication. This Chapter uses a polynomial-based group
authentication scheme and membership verification to ensure efficient and
threat-free communication among IoT devices. Bi-variate polynomials have
been used instead of single variable functions in the proposed scheme. The
protected nature of the bi-variate polynomial makes the proposed scheme
very secure and reliable. Furthermore, establishing the session key makes the
proposed scheme effective and efficient. Security analysis of the proposed
work shows its efficiency over existing schemes. In this chapter we have also
included some study about smart cities and usefulness of GBA in smart city.
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4.1 Introduction

Without a broadly agreed-upon definition, the smart city sector is still in the
“I’ll know it when I see it phase”. According to the Smart Cities Council
(The Smart Cities Council works globally across sector divides to make the
world safer, more activated, beautiful, sustainable, equitable and resilient for
everyone), a smart city is one where digital technology is incorporated
throughout all city functions [112]. Almost all smart city sectors use the
Internet of Things (IoT) as an easy and efficient tool for Intra and
inter-functionalities. From Fig. 4.1., we can easily conclude that Smart cities
are the super application domain of IoT. Fernandez-Anezan [113] analyzes
the various descriptions of a smart city. Luong et al. [114] analyze the
economical pricing policies and their relationships in communication and
data collecting for IoT. In contrast, Arasteh et al. discuss the smart city and
IoT relationship [115, 116]. From industrial automation to health care, IoT
devices have become an integral part of almost all activities of smart cities.
Security is needed at every user hierarchy level, such as secure booting,
access control, update, and patching. To assure security, authentication is
mandatory for all sectors of IoT-enabled smart cities [3]. Several research
papers have recently been published that deal with traditional IoT
authentication [33, 35, 39, 41]. Traditional authentication mechanisms are not
scalable for densely deployed IoT networks containing millions of nodes
expected to be operational. To assure security, authentication is mandatory
for all sectors of IoT-enabled smart cities [3]. Several research papers have
recently been published that deal with traditional IoT
authentication [33,35,39,41]. Traditional authentication methods that follow
the establishment of the session key are not scalable for densely deployed
IoT networks, where millions of nodes are expected to be operational.
The uses of IoT devices are increasing day by day leads to the exponential
growth of data and devices. Security is needed at every user hierarchy level,
such as secure booting, access control, update, and patching. Due to the
massive data interchange, the proliferation of IoT devices in smart cities has
resulted in several performance concerns, including excessive latency and
network congestion. Many applications such as supply chain management,
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smart energy grids, area monitoring, flood sensing, fire alarm, and many
more are based on Group-oriented communication [117]. Authentication in
IoT systems, in particular, is critical for smart cities and must be accessible,
secure, and quick. Harn et al. [49] proposed Group Based Authentication
(GBA) to authenticate members in group-based communication . GBA is
one of the authentication solutions, such as massive authentication requests
to the authentication server and congestion control. GBA1 is for
synchronous, and GBA2 is for asynchronous communication. Su et al. [50]
compared the existing schemes and conclude that Communication
complexity is reduced in GBA. Group-based authentication plays a vital role
in the case of a large number of nodes. In 1979, Adi Shamir [48] came up
with the idea of the Secret Sharing Scheme (SSS). In SSS, a secret key is
distributed among the members of a group in the form of a unique shadow
(token) such that in a later stage, a certain number of members can
reconstruct the secret using their tokens without the involvement of an
authentication server. However, tokens are disposable after participating in
secret regeneration in the case of GBA1. Similarly, an adversary can
recollect the tokens from the network and later can perform attacks such as
spoofing attacks [51]. Chien et al. [51] have used the Elliptic curve discrete
logarithmic (ECDLP) to solve the problem of GBA2. Furthermore,
resembling the IoT environment makes Chein’s scheme insecure [118].
However, only as a pre-processing of user authentication can group
authentication be used. Because it cannot identify non-members.To identify
non-members, additional one-to-one user authentications are required known
as membership authentication [52,53,119].

In group based membership communication, one of the most critical aspects
of the communication between the trusted authority and the participants is
using private channels. A private channel multiplies the latency and is prone
to several attacks, such as man-in-the-middle attacks and spoofing attacks.
Insider adversary is also one of the problems in the attack-free implementation
of group-based membership authentication. Primary contributions of this
chapter are mentioned below in light of these challenges:
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Figure 4.1: mart City and IoT World

• Proposed scheme (PS) is a scalable, lightweight authentication scheme
that can be deployed in centralized or distributed group authentication
scenarios to overcome possible pitfalls in group authentication.

• This scheme provides authentication among the members and generates
a session key for uninterrupted communication.

• Due to resource - constrained nodes in IoT scenarios, lightweight schemes
are mandatory, and it is tried to keep the proposed scheme simple, more
flexible, and lightweight than the existing schemes.

• one unique property of the proposed scheme is that shares generated by
Trusted Authority can serve two purposes that are: 1. To reconstruct the
secrets 2. To establish secret communication keys for shareholders.

• Proposed scheme uses bi-variate polynomial as in [55, 56, 120], which
makes this schemes very light as compared to others because it
eliminates the requirement of extra key generation for the exchange of
tokens among the nodes.

4.2 Related works

Authentication is critical for IoT devices to avoid severe damage and mass
destruction. Due to limitations of resources such as heterogeneity and low
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power supply, an authentication mechanism must be lightweight.
Researchers have used many lightweight techniques such as ECC, blockchain,
hash, and XOR functions instead of heavy cryptographic algorithms [42–44].
In the context of a smart city, several devices constitute a group. Secure
group communication and membership authentication is needed for hours.
Recently, [45–47] have used group-based authentication in fog computing,
drones network and Intelligent transportation system (ITS). Studies on
group authentication are mostly based on secret sharing schemes. The secret
sharing scheme was first introduced by Shamir in 1979 [48]. In 2013,
Shamir’s secret sharing scheme was exploited by Harn [49] for efficient group
authentication, harn proposed an idea of group authentication whose
complexity (O(n)) is very much less than the conventional approach of
authentication (O(n2)) [50]. Three different group authentication schemes
were put forth by Harn. If group users share their private keys
simultaneously, his first scheme offers a solution. The other two schemes
that Harn has suggested are made for asynchronous key sharing. Chien [51]
demonstrates in his paper that Harn’s techniques are insecure and that an
attacker may recover the security parameters. He proposes a brand-new
system based on bilinear mapping and elliptic curve cryptography (ECC).
Chien also compares communication costs between his proposal and Harn’s
approach. In addition, between-node synchronization is required using a
previously disclosed value when an internal group node does not participate
in group authentication. Furthermore, the Harn and Chien schemes
broadcast tokens to nodes participating in group authentication during
authentication. This process (resembling an IoT environment) is hierarchical
and does not ensure secure communication in an environment where
communications are connected, and a group leader manages devices. We
solve this problem by devising a group authentication scheme that operates
safely in IoT communication environments but employs reusable
authentication.
In group-based authentication, an adversary can pretend to be a legitimate
member, or a legitimate member may act as an internal adversary. To
prevent such types of attacks membership authentication has been used by
several authors [52, 53] and [54]. In the case of membership authentication,
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there is a need for a secure network to exchange tokens among other
members to prevent attacks such as man-in-the-middle attacks and reply
attacks. Setting up a secure network separately for each interchange of
tokens/tokens will lead to an inefficient and uneconomical Infrastructure of
IoT devices that will never suit smart cities. In present work, protected
secret sharing scheme (PSSS) has been used to propose a novel scheme in
which one part of the token is used to encrypt another.
In 2017, Harn proposed protected secret sharing scheme (PSSS) [55]. In
PSSS, a bivariate polynomial instead of a single variable polynomial is used
to avoid extra channels, variables and keys for the exchange of secrets to
members of the group. Harn used PSSS for group authentication with
multiple trials and multiple authentication [56]. Their scheme, however, does
not integrate the new feature. Their analysis is poor and fails to consider an
intelligent insider attack. Furthermore, their scheme’s parameters are also
unreasonable. [57]. The proposed scheme is proposed to overcome the
above-discussed outcomes and match the constraints specification of the IoT
devices in grouped communication. The use of hash and XOR functions with
timestamps makes the proposed scheme realistic for grouped authentication.
Furthermore, establishing the session key enhances its usability compared to
other group-based authentication schemes.
To complete the authorization process, this article designs an authentication
scheme that authenticates the group’s other members and then agrees upon
a common secret session key for secure communication.

4.3 Preliminaries

4.3.1 The (t, n) Threshold Scheme of Shamir

There is one secret in the Shamir Secret Sharing Scheme (SSS). Let’s say it’s
C. C’s shadows (tokens), designated as F1, F2, ....Fn, are allocated to n

stakeholders (members). A minimum k number of shadows is essential
during the reconstruction phase to regenerate the secret. The scheme is
known as the (t, n) threshold scheme. t is a threshold value in this scheme.
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The mathematical concept behind SSS is Lagrange interpolation. Generally,
Modular arithmetic is used in place of real arithmetic in secret sharing
schemes to make the scheme more secure. Flow of SSS can be summarized
the in the following steps:

• A prime no.M is selected, which is prime, such that M ≥ C, n.

• A function g(x) = a0 + a1x + a2x
2 + · · ·+ ak−1x

k−1 modM is taken where
a0 = C is the secret.

• Pair (i, g(i)) is generated by using g(x), where i = 1, 2, .....n.

• These points (i, g(i)) are allocated among n participants/ members in
secure manner.

• A minimum of t token holders collaborate in the reconstruction and
exchange of tokens through a secure channel.

g(x) =
n∑

i=1
Liqi (4.1)

where Li = ∏n
j=1,j ̸=i

x−xj

xi−xj
. From (4.1), we get

g(x) = a0 + a1x + a2x
2 + ... + ak−1x

k−1modM

Therefore a0 = C is the secret. Using a secret sharing scheme in authentication
would result in great time savings. Time taken by general authentication
methods for large no devices is much greater than the use of secret sharing.
As in Fig 4.2, for the whole process of the secret sharing scheme time taken for
16 devices is 0.006 seconds. While in case of general authentication methods
total time = 16 ∗ 0.012 = 0.092sec [39]. Although Shamir’s scheme is based
on future works, there exist several shortcomings, some of which are following
drawbacks of Shamir secret sharing scheme.

• It works for a single secret and cannot deal with multi-secrets.

• Recreation of the token is mandatory once used.

• No communication between dealer and participants without private
channel
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Figure 4.2: Total time taken in secret sharing scheme

• It is impotent to recognize the cheater or adversary.

• It aspires to the ideal situation in which each token holder has the same
priority or participation in the secret reconstruction phase.

Several pieces of literature to overcome the drawbacks of Shamir’s secret
sharing schemes [121–123] for multi-stage and multiple secret sharing
schemes. Similarly, others are used to verify the participant’s tokens [124].

4.3.2 Group Based Authentication

Smart schools, smart water supply management, smart health treatment,
smart waste management, autonomous transportation systems, smart grid
system, and many other facilities are all part of creating a smart city. Most
of these systems work in a group, making grouped communication integral to
smart cities’ smooth and efficient setup.

Group based membership authentication is the fundamental security
services in group based communications [125–129]. Authentication and
identification management, in particular, are crucial and must be simple,
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Figure 4.3: Informal authentication process.

reliable, and inexpensive. A conventional authentication mechanism has a
one-to-one relationship between verifier and prover. From Fig.4.3, we may
see many steps followed in conventional authentication, such as registration
of IoT devices, generation of nonces, and verification techniques such as a
digital signature. Each step carries cryptographic computation, which makes
conventional authentication unfit for many low-powered IoT devices. On the
other hand, grouped authentication consists of only three steps, i.e.,
distribution of tokens by a trusted authority, exchange of tokens among
members of groups, and calculation of secret by each member on its end.
Grouped authentication steps can be seen in Fig.4.4. It is clear that group
authentication needs less computational time and is thus very suitable for
low-powered devices. Grouped authentication shows far better performance
when no of nodes increases [50].

Group-based authentication can be summarized briefly as follows:

• There is one Trusted authority (TA), sometimes called Group Manager
(GM), to distribute tokens.
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Figure 4.4: Group-based membership authentication process.

• To form a group, n group members register at the Trusted authority (TA)

• In registration phase , TA selects a random polynomial g(x) with g(0) =
C, with (t− 1)th degree ( where t ≤ n) .

• TA computes secret tokens for members as yi = g(xi).
where xi denotes the public information for member Ui.

• Each member Ui receives their token yi from TA. The secret is released
by masking the one-way hash function H(c).

• Each user releases the token obtained from the TA during the
authentication phase. If all of the released tokens are legitimate, the
polynomial g(x) can be reconstructed and the secret obtained by
interpolating the released tokens. Hashed form of this obtained value is
compared to the already public H(C) value. If the result is the same,
then all nodes authenticate each other. Otherwise, there is a chance of
an adversary.

4.3.3 One-way Cryptographic Hash Function

A lightweight scheme designer must address the trade-off between security,
costs, and performance. Mostly, authentication schemes use the hash function
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as one of the core parts to make their schemes efficient [130–132]. Detailed
theories related to hash functions are available in [133–135]. concluding, the
following properties of the one-way hash function based on these detailed
studies are:

• This function is a deterministic function

H : {0, 1}∗ → {0, 1}n

• y = g(x) (called hash digest) is produced by hash function where output
y ∈ {0, 1}

• Any minor modification to the input string can result in an entirely
different hash value (message digest).

• Preimage-resistance: Finding any input that hashes to any pre-specified
output is computationally impossible, i.e., finding any preimage x such
that g(x) = y when given any y for which a matching input is unknown.

• Collision resistance: finding any two separate inputs x, x′ that hash to
the same output, i.e. g(x) = g(x′), is computationally impossible.

4.3.4 System Model

The modular architecture of IoT-based systems may vary application to
applications. In grouped communication, one trusted authority (TA) is
sometimes called the dealer. IoT nodes are represented as {U1, U2, ....Un}.
Each user Ui interact with another user Uj.They exchange tokens and
authenticate on one to many bases. Here in our scheme, there is no need for
a secure channel.

4.3.5 Adversary model

There must be an adversary model against which the scheme is safe when used
for secure authentication. Dolev and Yao [97] presented an adversarial model
for analyzing security protocols in 1983.
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Figure 4.5: Group-based membership authentication process.

• All messages must go through the adversary.

• All messages can be read, altered, and redirected by an adversary.
However, encryption works like a black box.

• If an adversary has the right keys, she can only perform decryption.

• She can only compose messages between new messages from keys and
messages that she already possesses.

• Adversaries cannot perform any statistical or other cryptanalytic attacks

One thing that must be noted is that adversaries can be external and internal
both.
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Table 4.1: Notations used in GBA

Symbol Explanation

TA Trusted authority

Ui ith user

Uj jth user

wi and wj public information of ith and jth users

δ Lagrange component of ith user

P large prime number

H() Homomorphic function

TS Time Stamp∑
Summation∏
Product

⊕ XOR operation

4.4 Proposed Scheme

A secure channel is needed to exchange tokens among the nodes [45–47],
which makes these schemes uneconomical with latency. In this work, a novel
group-based authentication scheme that eliminates secure channel’s
dependency is proposed Also, members authenticate each other, and then a
session key is established for future communication. In the proposed scheme,
each member has mutual authentication, and each member also
authenticates trusted authority. The last session key is established for
uninterrupted communication.

4.4.1 Pre-deployement phase

In this phase, TA performs the following calculations:

• TA generates a master key C.

• Select a bi-variate symmetric polynomial

g(x, y) = a0.0 + a1,0x + · · ·+ at−1,h−1x
t−1yh−1 (mod)P. (4.2)
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Figure 4.6: Constraint-Logic-based Attack Searcher (CL-AtSe)

where P is large prime number and

(a0,0 = C, ai,jϵZp)

4.4.2 Registration phase

Each member of the group {U1, U2, ....Un} approach Trusted Authority
for this they use publicly available identifiers
{w1, w2......wn}.
After that TA performs the following operations:

• For each member Ui, Calculate (F 1
i , F 2

i , Pi) where , F 1
i = g(wi, 0) , F 2

i =
g(x, wi). and

Pi = H
(
C||F 1

i ||F 2
i

)
• Send (F 1

i , F 2
i , Pi) to each member Ui.

4.4.3 Authentication phase

In this phase, each member Ui authenticate other member Uj mutually.
Each member authenticates Trusted Authority. In the last, each member is
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Figure 4.7: On-the-fly Model-Checker (OFMC)

authenticated by TA. A session key is established for further communication.
Ui and Uj are two members that perform the following operations:

• Ui computes S
′′

i .

S
′′

i =
n∑

i=1
(F 1

i )
u∏

i=1,i ̸=j

−wi

wi − wj
(mod)P. (4.3)

• Computes P
′

i = H(S ′′

i ||F 1
i ||F 2

i ).

• if P
′

i = Pi, then Ui authenticates trusted authority.

After authenticating TA, Ui computes the following :

• Ui computes C.Ti = δi ⊕ F 1
i where,

δi = F 2
i (0)

u∏
j=1,j ̸=i

−wi

wi − wj
(mod)P. (4.4)

• Send (C.Ti, F 1
i , Pi) to Uj.

After receiving (C.Ti, F 1
i , Pi) from each Ui, Uj performs following operations
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• Uj checks TSj − TSi < ∆T , for each member Ui if ’OK’ then proceed to
the next step otherwise reject the authentication request.

• Each member send pair (C.Ti, F 1
i ) to other members separately.

• Each member authenticates TA as it is done by Ui.

• After getting pairs from all other members. Each member Ujcomputes

S
′

j =
k∑

j=1
(δj) (4.5)

. and
S

′′

j =
n∑

j=1
(F 1

j )
u∏

j=1,j ̸=i

−wi

wi − wj
(mod)P. (4.6)

items Each member Uj checks H(S ′) = H(S ′′). and authenticate each
other.Hence, membership authentication is done here.

• After authenticating each other, each member sends H(S ′

j) and H(S ′′

j ) to
TA, TA checks the following

H(C) = H(S ′

j) = H(S ′′

j ) (4.7)

• If this equation is Ok. then TA authenticates members, and the C is
set as a session key for future communication. Hence the session key is
established.

4.5 Security Analysis

4.5.1 Formal Analysis

To illustrate and prove the protocol’s security and accuracy, any proposed
protocol must be passed through formal and informal analysis. For formal
analysis, we used the most common verification tool, AVISPA. The informal
analysis is in the next subsection.
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Table 4.2: Comparison of group authentication schemes in terms of attack resilient

Feature
Comparison

Basic [49] lee et.al [118] wang et al. [136] chein et al. [51] PS

Base-
system

(t, n) (t, n) (t, n) (t, n) ,ECDP B.P

Resist
Replay
attack

× ✓ ✓ – ✓

Resist
Physical
attack

× × ✓ ✓ ✓

Resist De-
synchronization

× × ✓ × ✓

Resist MIM
attack

× × ✓ × ✓

Untracebility × × yes × ✓

freshness of
authentication
response

× – × – ✓

Forward
secrecy

× – × – ✓

Backward
secrecy

× – × – ✓

AVISPA

To speed up the next generation of security protocols and improve their
security, it is vital to have tools that support the rigorous analysis of security
protocols. For that, it detects weaknesses and establishes their correctness.
In 2005, A. Armando et al. [137] came up with a push-button tool for the
automated validation of Internet security-sensitive protocols and
applications named AVISPA. This tool is used by a protocol designer who
describes a security problem in the High-Level Specification Language
(HLPSL) [108]. Detailed studies of AVISPA and its execution are available
in [4]. AVISPA tools provide four utilities:

• On-the-fly Model-Checker (OFMC): Performs protocol falsification and
bounded verification.

• Constraint-Logic-based Attack Searcher (CL-AtSe): It can identify type
flaws and manage message concatenation associativity.

• SAT-based Model-Checker (SATMC): It constructs a propositional
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formula encoding a bounded unrolling of the IF’s specified transition
relation, the initial state, and the set of conditions denoting a breach of
the security properties.

• TA4SP (Tree Automata based on Automatic Approximations for the
Analysis of Security Protocols): Regular tree languages and rewriting
are used to approximate attacker knowledge. Our protocol passed all
four tests.

The proposed protocol easily passes OFMC and CL-AtSe as shown in Fig. 4.6
and Fig. 4.7, respectively. AVISPA tools can be downloaded at [96].

4.5.2 Informal analysis

Correctness, the freshness of authentication response, the freshness of group
keys, and forward/backward secrecy are some critical security properties
followed by majority group authentication protocols. The proposed scheme
in this section is proven to provide these properties. Apart from supporting
these security features, the proposed scheme can also support many more
features, such as confidentiality, scalability, and integrity. Along with these
properties, the proposed scheme is safe against various modern attacks such
as replay attacks, physical attacks, man - in - the - middle attack, as
discussed in the second part of this subsection.

1. Correctness : In authentication phase S
′ = ∑k

j=1 (δj) and
S

′′ = ∑n
j=1 (F 1

j ) ∏u
j=1,j ̸=i

−wi

wi−wj
are calculated, members are said to be

correct only if S
′ = S

′′. non-members can not know the value of δ since
it is transferred to other legitimate members in the encrypted form
whose encryption key is also unknown.

2. Forward secrecy: Keys like (C.Ti, F 1
i ) can only be computed or stored

by members of the secure communication group if a member leaves the
group, the departing member will be unable to access the content of future
conversations.

3. Freshness of authentication response: In the proposed scheme, all
the exchangeable value depends upon the random bivariate polynomial
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taken by TA. It makes S
′ and S

′′ always fresh. Hence, it is impossible
to impersonate a member by recording a previously used authentication
response.

4. Backward secrecy: If a new member joins the group, he or she will be
unable to view the content of previous conversations since the keys can
only be computed by members participating in the secure communication.

5. Confidentiality: An adversary can not calculate the session keys from
the values distributed on the network by a trusted authority. So, the
secret information always is confidential.

6. Integrity: In the proposed scheme, hashed key is used and compared
that makes information protected from being deleted, modified, forged,
etc, during storage or transmission.

7. Scalability: IoT devices can randomly join and leave the group at any
time and take part in membership and group authentication.

Prevention of attacks

The proposed scheme prevents the following attacks:

• Replay attack: The replay attack is a strategy for obtaining the secret
key by capturing packets from a specific device and analyzing them. This
type of behaviour is prohibited under our scheme. The attack is also made
even more difficult because only necessary components are used, which too
later hashed. Regarding replay attacks, there seem to be two approaches
to consider. The first is the replay of packets in which the critical parts
are swapped. Because packets should be received, processed, and then
deleted by the receiver, replaying these packets serves no use other than a
weak effort at a denial-of-service attack. The second approach comprises
replaying data packets that are headed upstream. These packets are
encrypted. Thus a replay will lead to failure.

• Physical attack: The proposed scheme is based on partitioning the secret
key into pieces so that the key can be reconstructed with the fewest
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possible parts. The split sections are distributed among the members of
the group. A secret key is broken into N pieces for a group of N members
so that at least K components are required to reconstruct the secret key.
Anything less will prevent the key from being reconstructed. An attacker
will have great difficulty acquiring the secret key because he or she will
need to know the number K and get at least K pieces. This means the
attacker must capture K members out of the total of N. As a result, under
our scheme, we may avoid keeping the entire secret key in the IoT device’s
memory.

• De-synchronization attack: In this attack, an adversary blocks the
communication between the devices and the trusted authority by
changing the ID’s of the devices. Here in our proposed work,
information exchanged does not depend on the device’s Id, eliminating
the chance of de-synchronization. attack [136] and [138].

• Man-In-The-Middle Attack : In the proposed scheme,(C.Ti, F 1
i ) are

exchanged between each member.
A Real share is not accessible by having (C.Ti, F 1

i ) . and getting secrets
is much more difficult.

• Untraceability: In the proposed scheme, the trusted authority takes
different bivariate polynomials after each session to generate a different
shadow secret for each member. It makes shadow secrets too difficult to
be traced. Furthermore, hashed form of S

′ and S
′′ makes traceability

much more difficult.

4.6 Summary

The proposed scheme provides mutual authentication between each pair of
members and trusted authorities, eliminating any communication breach or
attack. The session key is established for quick and uninterrupted
communication in the group. Thus, the proposed scheme is an ideal solution
for group-based communication and perfectly suits the smart city.
Furthermore, the solution for Most existing work related to group-based
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authentication does not straightforwardly perform formal and informal
analysis as done in the proposed manuscript. The scheme also exhibits the
prevention of several modern attacks, such as reply attacks, Physical attacks,
De-synchronization attacks, and man -in -the-middle attacks. While focusing
on Group based communication as in smart city, we need to deal with highly
digitalized devices with maximum efficiency and minimum cost in IoT
infrastructure. In this chapter, the importance of IoT in smart cities is
explained, as so its security. IoT devices perform group-based
communication in smart cities, so the proposed scheme deals with
group-based membership authentication. It provides recent compulsory
security features and has less communication, storage, and computation
costs than existing schemes. Alongwith formal analysis, verification from
AVISPA as an informal security analysis makes this scheme very secure.
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Chapter 5

AUTHENTICATION SCHEME TO
ENSURE CONFIDENTIALITY
AMONG IoMT

Remote patient diagnosis, medical device management, and quarantined
patient observation are some of the necessary and common responsibilities in
modern medical healthcare . The Internet of Medical Things (IoMT) makes
this works easy and feasible. Sharing information from patients and sensors
associated with the patients to doctors is always an integral part of IoMT.
Unauthorized access to such information may invite adversaries to disturb
patients financially and mentally; furthermore, leaks in its confidentiality
will lead to dangerous health concerns for patients. While ensuring
authentication and confidentiality, We must focus on the constraints of
IoMT, such as low energy consumption, deficient memory, and the dynamic
nature of devices. Numerous protocols have been proposed for
authentication in healthcare systems such as IoMT and telemedicine.
However, many of these protocols were neither computationally efficient nor
provide confidentiality, anonymity, and resistance against attacks. In the
proposed protocol, we have considered the most common scenario of IoMT
and tried to overcome the limitations of existing solutions. Along with
common scenario of IoMT, we have considered the COVID-19 in special
focus. In this chapter, we have description of the system module and security
analysis proves it as a panacea for COVID-19 and future pandemics.
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5.1 Introduction

The novel coronavirus disease (COVID-19) has triggered an unprecedented
public health crisis that has adversely affected social and economic activities,
medical organizations, and our overall well-being. This crisis also exposes
the vulnerability of current healthcare systems, including their
over-centralization of resources, panic concerning the digitalization of
healthcare, and inadequate security and privacy protections for patient data.
IoMT (Internet of Medical Things) systems are excellent candidates for
detecting, predicting, and maintaining track of new infectious diseases like
COVID-19. IoMT is becoming more widespread and diverse day by day.
The Internet of Medical Things (IoMT) offers precise surveillance using
wearable health monitoring devices, Wireless Body Area Networks (WBAN),
artificial intelligence (AI), and cloud-based remote health testing. Utilizing
IoMT functional components, such as data collection, storage, transfer, and
analytics, can help develop an early warning system to stop the spread of
infectious diseases. Sensor data from end-user devices, such as mobile
phones, tags, or health monitors, is collected and transferred to a cloud
platform for analytics and decision-making. Using the taxonomy of IoMT
mitigation, Aman et al. [139] investigated the ability of IoMT to mitigate
the pandemic’s severity, seriousness, or painfulness. The inclusion of recent
technologies in IoMT, such as artificial intelligence and big data, has
increased its effectiveness significantly. All these advancements in IoMT will
be ruined if a perfect protocol or scheme is not included to make this secure
and safe from adversaries. There must be a mechanism to protect all
information from unauthorized access and keep them confidential. Iqbal et
al. [140] , explained that the most important security feature that must be
covered is authentication proceeds by confidentiality . In proposed work, we
have proposed the protocol that fulfill the authentication as well as
confidentiality.
In 1981, Lamport [24], developed the first password-based mutual
authentication system . Various more password-based MA schemes have
since been put forth . Because they relied primarily on the password, these
developed protocols were, however, vulnerable to a variety of potential
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Figure 5.1: General hospital setup and IoMT

attacks, such as those from privileged insiders, impersonation attacks, and
offline password-guessing attacks. The smart cards and/or biometrics [141]
have been used in numerous subsequent schemes to address these security
vulnerabilities. These schemes, however, keep user-sensitive data in a server
database; as a result, if an adversary compromises the server-stored data,
the entire system fails. For the medical IoT, several authentication protocols
have been developed to preserve user privacy [142]. These protocols do not
offer secure mutual authentication, untraceability, or anonymity, and they
are not secure against attacks using a stolen verifier or a leaking verification
table.
Considering the aforementioned issues and obstacles, the significant
contributions of the proposed protocol are provided below:

• The proposed scheme is primarily focused on the IMoT and COVID-19
pandemic. All types of pandemic situations are considered while
designing its network model, adversaries model, and, of course, the
constraint specification of the patient and doctor.

• Proposed work will provide effective and secure anonymous
authentication and confidentiality for IoMT.
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• The proposed work provides a common system model that is applicable
in most of the situations of the pandemic.

• The proposed protocol is resistant to various modern attack such as data
thefts, phishing attacks, spoofing and denial of service attacks (DDoS
attacks)

• Security analysis of proposed work compares its efficiency with existing
schemes.

• Some useful tips has been shared for better understading of BAN logic
and AVISPA.

5.2 Related work

IoT would have a positive economic impact of 3-6 trillion per year by 2025,
with IoMT services accounting for 1-2.5 trillion of that total. [58]. Several
researchers developed IoT authentication mechanisms with ample applications
in almost all areas of the human race, such as agriculture and Smart Grid
[61]. Jiang et al. [64], also introduced a cloud-centric key agreement and
three-factor authentication approach to ensure secure access to cloud servers
and autonomous vehicles . Kumar et al. [66] have recently concentrated on
authentication for healthcare systems . For wireless medical sensor networks
(WMSN), Wu et al. [67], created a lightweight authentication system that
offers the attribute of user untraceability . Yuan et al. [68], presented a health-
critical index used to ensure the transmission privilege of emergency data for
intra- and inter-wireless body area networks (WBAN).Ostad-Sharif et al. [69],
proposed a robust ECC-based authentication and key generation technique
for healthcare applications . However, Kumari et al. [70], emphasised that
due to key compromise, their protocol cannot tolerate password guessing and
impersonation attacks .
Even though the aforementioned schemes are focused on IoT in healthcare.
However, we require an IoMT capable of handling conditions that may arise
during a pandemic, such as AI-based patient health monitoring and quick
responses for both patients and hospital administrators.Fighting COVID-19
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and future pandemics with the Internet of Things is the focus of a detailed
analysis by Ferrag et al. in 2021 [143]. After covid-19, researchers also worked
towards the area of authentication in IoMT, such as Rehman et al. [71] have
focused on the attacks on the deep learning-based solution to IoMT in covid-
19 but do not provide its remedies. Through XR and DNNs, Tai et al. [144],
suggested a reliable and intelligent COVID-19 diagnostic IoMT. But it fails
to resist against data theft and phishing attacks. Masud et al. [72], tried to
overcome many attacks but did not provide a check for correctness of the
data received by doctors and patient in return. With the attention of these
difficulties, we have proposed a scheme that will resist all possible attacks also
provide confidentiality.

5.3 Preliminaries

Before we proceed with the proposed scheme, it would be better to know
about the mathematical and cryptographic concepts used in proposed protocol
. Here, we have tried to make it simpler for the naive researcher too.

5.3.1 Bilinear pairing

The basics and characteristics of the bilinear pairings are described in this
section. Take into account two groups G1 and G2 of the same prime order P ,
with G1 being a cyclic additive group produced by P and G2 being a cyclic
multiplicative group. A bilinear pairing is a map

ê = G1 ×G2 → G2

It has the following properties:
• Bilinearity: ∀M, N ∈ G1,∀a, b ∈ Z∗p , e(aM, bN) = e(M, N)ab

• Non-degeneracy: ∃M, N ∈ G1 such that e(M, N) ̸= 1.

• Computability: ∀M, N ∈ G1, an algorithm exists to efficiently compute
e(M,N)).

The complexity of the subsequent difficulties serves as the foundation for
the computations considering the security of the proposed protocol.
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Assume two groups G1 and G2, of the same prime order P
ê = G1 ×G2 → G2 in (G1, G2, ê) .

• Discrete logarithm problem (DLP): Find an integer ZP∗ such that Q =
aP , given the values of two elements P, Q ∈ G1.

• Computational Diffie - Hellman problem (CDHP): Find the element abP ,
given the values of (P, aP, bP ) ∈ G1 for the integers a and b.

• Bilinear Diffie - Hellman problem (BDHP): Calculate W ∈ G2 so that
W = ê(P, Q)abc given the input (P, aP, bP, cP ) for a, b ∈ Z∗p .

An opponent trying to break through Indentity based Cryptography (IBC)
and use a digital signature must constantly find a solution to the DLP, CDHP,
and BDHP difficulties.

5.3.2 Timestamp

The timestamp is digital information containing the date and time for
identifying when a certain event has occurred. It is usually referred to as the
digital date and time attached to digital data or documents. The timestamp
is required for the assertion of proof and wide distribution for long-term
storage and achieving processes. Some of the major benefits of timestamp
are the following:

• To get accurate time in conformance with government guidelines.

• To get digitally signed certificates.

• To assure integrity and non-repudation.

• verifiable in futurte.

• In fraud detection.

• To establish accurate time in electronic notary.
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5.3.3 Hash function

A block of data M with a variable length is entered into a hash function H,
which outputs a fixed-size hash value h=H(M). An ”excellent” hash function
has the quality of producing outputs that are evenly dispersed and appear
random when used on a large number of inputs. Data integrity is a hash
function’s primary goal, in general. There is a strong possibility that changing
any bit or set of bits will change the hash code. we can define it as an algorithm
for which it is computationally infeasible (since no attack is more effective than
brute force) to find either

• A data object that corresponds to a pre - determined hash outcome (the
one-way property) or

• Identical hash results between two data objects (the collision-free
property).

These characteristics make hash functions helpful in determining integirity of
the data.

5.4 Modular structure of the system

The benefits of modular structures in IoMT include scalability,
interoperability, customization, upgradeability, faster maintenance and
repairs, increased security, and streamlined regulatory compliance.
Healthcare providers may create dependable and flexible IoMT systems that
improve patient care, shave time off of workflows, and boost overall efficiency
in the delivery of healthcare by utilizing modular designs.
The proposed scheme is primarily focused on the IMoT and COVID-19
pandemic. All types of pandemic situations are considered while designing
its network model, adversaries model, and, of course, the constraint
specification of the patient and doctor. Network model and Adversary model
has been described in subsections 5.4.1 and 5.4.2 respectively.
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Figure 5.2: Proposed Network Model

5.4.1 Network model

When we concentrate on the pandemic situation, we must have a network
model that should fit for maximum permutation of the arrangement among
patients, doctors, sensors, and hospitals. Recently, many researchers have
come up with different models that fit the particular scenario. We have
proposed a network model that suits almost all situations.
Patients (P), Trusted Authority (TA), Data carrier (DC), hospital (HP), and
Doctor (Doc) are the main components of the proposed network model as
shown in figure 5.2.
Biological information (BI) from nearby sensors of patients, along with
manual entry by patients, is stored at a data carrier(DC). Initially, patients
via the data carrier and doctors via hospitals approach Trusted Authority
(TA) for registration with their publicly available IDs. Both patients and
doctors get some credentials for the login phase. After registration, TA
authenticates the patient and doctors in the login phase. To access the
patient’s BI, the Doctors approach TA; TA first authenticates the doctor
and shares some credentials with the doctor. A doctor approaches a patient
having these credentials. DC authenticates the doctor by checking the
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credentials’ correctness using the bilinear pairing concept. At the same time,
DC, doctors, and TA establish the session key for further smooth
communication. DC uses the exact session key to maintain the
confidentiality of the BI sent by DC to the doctor.

5.4.2 Adversary model

If a protocol is used for security, it must have an adversary model that it
can resist. Dolev and Yao proposed a fundamental and typical adversary
model in 1983 [97]. It is the most commonly accepted model. It states that
an adversary can read, modify, and decrypt communications with the proper
keys. Any statistical or cryptanalytic attacks by adversaries are impossible to
execute.
Adversaries are increasingly more advanced and have exceptional capabilities
due to the rapid advancement of technologies. We have taken into account
the possibility that adversaries could leverage smart card power analysis in
addition to the Dolev and Yao models to extract crucial information from
stolen or lost smart cards. [98] .Furthermore, an adversary might also use
a network analyzer and contemporary AI techniques to extract data from
network flow.

Table 5.1: Notations in scheme-III

S.No Symbol Explanation

1. G1, G2, and G3 Multiplicative Cyclic Groups

2. TA Trusted authority

3. BI Biological Information

4. DC Data carrier

5. Ui Patient identity

6. Di Doctor’s identity

7. q Large prime number

8. g1, g2,and g3 Generators

9. e Bi-linear map

74



User TA

G1 , G2, and G3 are generated 

Picks 𝑡, 𝑎 𝜖𝑍𝑞
∗

Calculate 𝑋1𝑠𝑒𝑛𝑑 𝑈𝑖 , 𝑔2

Computes 𝐵1 , 𝐵2 , 𝑈1 , 𝑈2

Send 𝑈1 , 𝑈2

Figure 5.3: User Registration

5.5 Proposed Scheme

This section explains the proposed scheme.This section is divided into
several sections, including the pre-deployment phase, registration phase,
authentication phase, and confidentiality phase. We have used multiplicative
cyclic groups related to Elliptic Curve (Type-A) defined in the
Pairing-Based Cryptography (PBC) Library [145]. There are three main
components of the proposed scheme viz. user, doctor/hospital, and trusted
authority as discussed in the network model. A session key is established in
the authentication phase and same key is used for maintaining
confidentiality.The following are the presumptions we’ve made:

• Data carrier node (user), Doctor, and TA can perform similar
cryptographic operations.

• While the trusted authority has no computational or storage limitations,
the Doctor and the Data carrier node are resources constrained.

• Trusted authority (TA) is trustworthy and cannot be tampered with.

• After registration, messages are transported over a public channel;
registration itself takes place over a secure channel.
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5.5.1 Pre-deployment phase

To preserve the system’s security, the TA generates the initial system settings
using the steps below and updates them throughout this phase.

• Multiplicative cyclic group G1, G2 and , G3 are generated based on elliptic
curve.

• TA picks a random number t ∈ Z∗q .

• TA picks a random number a ∈ Z∗q .

• TA calculates X1 = ga
1 where g1 is the generator of the cyclic group G1.

• TA calculates X1 = ga
1

5.5.2 User Registration

• User send its id and generator (Ui, g2) to TA.

• TA computes private key B1 = gt+Ui
1

• TA computes public key B2 = ga+t−Ui
1

• TA also calculates Authentication parameter U1 = g
1

a+2t
2 and send U2 =

h (U1||Ui) to Data carrier.

5.5.3 Doctor Registration

• A particular doctor Di, send his id along with generator (di, g3) to TA.

• TA computes D1 = ga+di
1 , D2 = ga−di+t

1 and D3 = g
1

2a+t
3 .

• TA send D3 to doctor particular doctor Di.
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Doctor TA

𝑠𝑒𝑛𝑑 𝐷𝑖 , 𝑔3

Computes 𝐷1 , 𝐷2 , 𝐷3

Send 𝐷3

Figure 5.4: Doctors Registration

5.5.4 Authentication

• In first step, user login in the Data carrier (DC) with its Id Ui, DC
computes U ∗2 = h (U1||Ui), if U ∗2 = U2 then proceed for authentication
otherwise generates beep for wrong user

• DC generates a nonce U 1 ∈ ZP send U 1 and U ∗2 to TA

• TA verifies time stamp, and U ∗2 = U2

• TA generates a random number T 1 and calculate Tu =
h(B1||B2||U 1||T 1) and send to doctor.
At the same time doctor send D1 to TA, TA computes TD =
h(D1||D2||D1||T 1) and send to user.
Doctor also computes SKD = (U 1 ⊕ T 1)⊕D1 and send to TA.
When the doctor want to know the situation of patient , it need to
contact DC through TA, So, TA compute SKTA = (D1 ⊕ T 1) ⊕ U 1 , if
SKD = SKTA(Doctor is authenticated by TA) then doctor is permitted
to access DC.
Doctor provide (B1, B2) to DC, DC check or authenticate doctor by :
e(B1 ×B2, U1) = e(g1, g2)
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User TA

𝑠𝑒𝑛𝑑 𝐵1 , 𝐵2
If e(𝐵1 × 𝐵2, 𝑈1) =e(𝑔1, 𝑔2) DC,  verify  doctor correctness and send BI 

Send 𝑇𝐷

Doctor

D

C

𝑈𝑖
1. Computes 𝑈2

∗

If 𝑈2 = 𝑈2
∗ , 

proceed
Otherwise, 
abort the user

2. Generate 𝑈1

3. Send 𝑈1, 𝑈2
∗

4. Verify  𝑇𝑆𝑢 − 𝑇𝑆𝑇𝐴 ≤ 𝛻𝑇
And      𝑈2 = 𝑈2

∗

Generate  𝑇1and calculate 𝑇𝑢
𝑠𝑒𝑛𝑑 𝑇𝑢

Send 𝐷1, 𝑆𝐾𝐷

Computes 
𝑆𝐾𝐷

Computes 𝑇𝐷 , 𝑆𝐾𝑇𝐴 if 

𝑆𝐾𝑇𝐴 = 𝑆𝐾𝐷, authenticate Doctor

D

C

Computes 
𝑆𝐾𝑢

𝑖𝑓 𝑆𝐾𝑢 = 𝑆𝐾𝑇𝐴, authenticate TA         and 𝑖𝑓 𝑆𝐾𝑢 = 𝑆𝐾𝑇𝐴 𝑎𝑢𝑡ℎ𝑒𝑛𝑡𝑖𝑐𝑎𝑡𝑒 𝐷𝑜𝑐𝑡𝑜𝑟

𝑭𝒊𝒏𝒂𝒍𝒍𝒚, 𝑺𝑲𝒖 = 𝑺𝑲𝑻𝑨= 𝑺𝑲𝑫 ----Session key is established

If e(𝐷1 × 𝐷2, 𝐷3) =e(𝑔1, 𝑔3) , Doctor verify correctness of  particular user

Figure 5.5: Authentication in IoMT

also DC calculates
SKu =

(
T 1 ⊕

U 1) ⊕
D1

. DC Checks SKu = SKD and SKu = SKTA (user authenticate the
trusted authority and doctor) After this step DC send biological
information (BI) of the patient to doctor. similarly, DC send TD to
doctor, Doctor authenticate particular DC/user by following result:
(D1 ×D2, D3) = e(g1, g3).
finally session key SKu = SKD =SKTA is established for further
uninterrupted communication.

5.5.5 Confidentiality

After success full mutual authentication, DC sends encrypted Biological
information (BI) to doctor. and Doctor decrypt the BI by using following
mechanism.

• DC put time stamping parameters with BI.

• DC calculates CPT = h((BI
⊕

SKu) ⊕
U 1) and send CPT to
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Doctor/hospital management.

• Doctor/hospital management decrypt BI using following mechanism

• verifies time stamping and then perform decryption.

BI = (CPT
⊕

SKD)
⊕

U 1

.
5.6 Security Analysis

When we talk about the comparison, we need to concentrate on the same
field of application. The proposed protocol has been compared with those
only concerned with medical IoT (MIoT) and healthcare infrastructure. For
clear observation, we have divided our whole analysis into two subsections viz.
security analysis and performance analysis.

5.6.1 Formal security analysis using BAN logic

Some useful tips alongwith introduction has been already written in section
3.5 of Chapter 3. Major objective is to asure mutual authentication among
users (U), doctors (D), and trusted authorities (TA). The user, the doctor,
and the TA all exchange authentication information. It establishes a session
key (SK) for future communication. To fulfil this goal proposed protocol must
satisfy the following:

1. G1 : U |≡ U
SK↔ D (U believes that U and D share the same session key

SK).

2. G2 : U |≡ D |≡ U
SK↔ D.

3. G3 : D |≡ U
SK↔ D

4. G4 : D |≡ U |≡ U
SK↔ D.

5. G5 : U |≡ U
SK↔ TA.

Step2: Proposed protocol is idealized and written in the form of formal logic:
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• M1 : U → TA; U 1, U∗2 , g2.

• M2 : TA→ U ; U2

• M3 : D → TA; di, g3, SKD

• M4 : TA→ D; Tu, SKTA.

• M5 : D → DC(U); B1, B2, SKU .

Step3: Identify the assumptions which show the initial state of the proposed
protocol:

• A1 : U |≡ #(U 1). (U believes fresh U 1).

• A2 : TA |≡ #(T 1)., A3 : TA |≡ #(t).

• A4 : TA |≡ #(a)., A5 : Di |≡ #SKD.

• A6 : U |≡ #SKTA., A7 : TA |≡ #SKTA.

• A8 : DC |≡ #SKu., A9 : U |≡ U
SKu↔ D.

• A10 : D |≡ D
SKD↔ TA, A11 : TA |≡ U

SKu↔ D

• A12 : TA |≡ U
SK↔ D, A13 : TA |≡ TA

SK↔ D

Step4: Using BAN logic rules (Seeing rule, message meaning rule, freshness
conjunction rule, belief rule, nonce-verification rule , jurisdiction rule and
session key rule) messages are analysed with assumptions and reach to the
specific goal.
Applying Seeing rule on M1 we get S1 : TA ◁ U 1, U∗2 .
Applying message meaning rule on S1 and A11, we get S2: D |≡|≡ U 1

Applying freshness conjunction and nonce-verification rule on S2 and A2, we
get S3: D |≡ U |≡ U 1.
Applying jurisdiction rule rule with A14 and S3, we get S4: D |≡ U 1.
Applying session key rule with A2 and S3 we get, S5: U |≡ U

SK↔ D ( 3rd Goal
G3).
Applying nonce-verification rule with A2 and S3, results S6: D |≡ U |≡ U

SK↔
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D (4th Goal G4)
Applying freshness conjuntion on A6 and A9, we get S7: U |≡ U

SK↔ D (1st
goal G1)
Applying nonce verification and session key rules on S7 and A6 , we get S8:
U |≡ D |≡ U

SK↔ D. (2nd goal (G2)).
Applying session key rule on A7 and A11, we get S9: U |≡ U

SK↔ TA (5th
goal (G5)).

Protocol validation using AVISPA

To accelerate the formulation of the next generation of security protocols and
enhance their security, it is essential to have tools that enable a thorough
analysis of existing security protocols. It achieves this by identifying flaws
and demonstrating their accuracy. We have analyzed the proposed scheme
with AVISPA (Full description can be found in chapter 3 and 4.) All four
AVISPA tests were passed by our protocol.

5.6.2 Protocol validation and verification using SCYTHER

Here, we use the Scyther tool (The latest stable version of Scyther is v1.1.3,
which was released on April 4, 2014.) to verify the proposed scheme formally
[146]. It is intended to automatically analyze, falsify, and verify the security
protocol’s attributes. In comparison to other simulators, the Scyther tool has
more features. The Scyther tool assumes that perfect cryptography is used,
meaning that a message cannot be deciphered from the ciphertext by someone
who does not possess the encryption key. Dolev - Yao’s adversary model and
pattern refining technique are used by this tool. The following innovative
features are present in this tool:

• With this tool, We may assess a protocol’s security for both an unbounded
and bounded number of sessions.

• The security of a protocol against various attacks can be evaluated using
this tool.

• It is to validate both user-defined and automatically generated claims.
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Figure 5.6: Scyther results for authentication between User and Trusted Authority

• With the help of this tool, it is possible to ensure termination while
analyzing a protocol using infinite sets of traces.

Python was used to develop the Scyther tool. To create a protocol that
may be utilized with the Scyther tool, one must use the Security Protocol
Descriptive Language Security Protocol Descriptive Language (SPDL). We
have used a Graphical User Interface Graphical User Interface (GUI) for this
purpose. This prepares the verification results and, when attacks are detected,
a visual representation of the attack Scyther found on the scheme. We created
our authentication phase in SPDL language to simulate the suggested scheme
against the Scyther tool. Figures. 5.6, 5.7 and 5.8 illustrate the simulation
output. Our protocol is secure, according to the simulation results.
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Figure 5.7: Scyther results for authentication between Doctor and Trusted Authority

Informal Security analysis

In consideration of Covid-19, the proposed system is capable of resisting new
attacks and provide security features which are mentioned following

• Anonymity and Un-traceability: The identity of the Patient and doctor
must not be revealed during the exchange of keys among the Patient,
Doctor, and trusted authority. Fresh nonces are generated by patients,
doctors, and trusted authorities. In the registration phase of the Patient
and doctor, TA calculates B1, B2, B3 and U2 for a patient using the
generator of the group based on the Elliptic curve. Similarly, D3 is
generated for a doctor. Hence, it is evident that extracting information
about the patient and doctor’s identity is impossible by a third party.
So, user anonymity and the un-traceability are facilitated by the
proposed protocol.

• Offline Guessing Attacks (OGA): Differential power analysis attacks may
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Figure 5.8: Scyther results for authentication between User and Doctor

be the source to extract information from devices such as smart card
and data carrier. The proposed protocol’s parameter U2 was created
by hashing together two words that were derived using an elliptic curve
generator. The hash function’s one-way collision resistance property and
the ECC’s uniqueness make it very difficult to learn a user’s identity.
Similar, consecutive steps used in registration eliminate the chance of
power analysis attacks.

• Perfect Forward Secrecy (PFS) Adversaries can easily obtain some keys
and parameters. PFS makes sure that all session keys between patients,
doctors, and trusted authorities are kept secret from adversaries. Here
in the proposed protocol, assume an adversary wants to compute SKu =
SKD = SKTA = (D1 ⊕ T 1) ⊕ U 1. Because they are always used in
hashed situations, these three parameters are unavailable to the attacker.
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This problem has a tough time finding a polynomial-time solution. The
proposed approach can therefore offer perfect forward secrecy.

• Sybil Attack (SA): A Sybil attack includes an adversary establishing
numerous accounts or nodes to dominate the network. The proposed
protocol’s registration and initial authentication stage involve the TA’s
elliptic curve and its generators. As a result, the ECDLP characteristic
of ECC completely removes the possibility of a private computing key
from known parameters. Thus, the harm caused by many accounts is
unaffected by the uniqueness of keys.

• Known Session-Specific Temporary Information attack (KSTIA): In the
KSTIA attack, the adversary is given access to ephemeral session secrets;
with this information, the adversary can obtain the session keys. Nearly
all data in the proposed protocol is hashed and concatenated with the
private key. Extraction of information from transient data is quite tricky.
Ephemeral Secret Leakage (ESL) attack is the name some researchers
give to this attack.

• Privileged Insider Attack (PIA): Outside adversaries and internal
adversaries are two types of adversaries that may always exist in a
system. An adversary from the inside might just have privileged access
to TA. In this case an adversary can get information such as U2 and D3

but U2 = h(U1||Ui) and D3 = g
1

2a+t
3 . are calculated using properties of

elliptic curves. so to reveal U2 and D3 is almost impossible.
Furthermore, if the intruder fetches the other information from the data
carrier, which is also difficult, as discussed in the previous property.

• User Impersonation Attack (UIA) An adversary may put Ui in the
authentication phase to impersonate a user (patient) U , but to complete
authentication by TA, there is a need for U ∗2 which is concatenated and
hashed with another parameter by TA. So it is impossible to
impersonate a patient U .

• Docotor Impersonation Attack (DIA): An adversary may get the identity
of a doctor (di) to impersonate the doctor, but to be authenticated from a
trusted authority (TA), D3 and SKDT are calculated. As we can see that
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D3 has been calculated with the use of a generator of the elliptic curve.
It makes it impossible to know the required parameters to impersonate
the doctor.

• Trusted Authority (TA) Impersonation Attack (TAIA): An adversary may
attempt to get the key SKTA to impersonate TA. But for SKTA, TA
needs to calculate, Tu and TD where, Tu = h(B1||B2||U 1||T 1) and TD =
h(D1||D2||D1||T 1). Here, the terms B1, B2, D1andD2 are calculated by
the concept of generator of ECC. ECDLP property of ECC makes it too
tough to know about these terms. Finally, we can conclude that TAIA is
not possible in this case.

• Known Key Attack (KKA): It is not a given that all session keys would
be compromised if one session key were compromised. The proposed
protocol’s approved session key is based on three arbitrary, session-specific
ephemeral secrets, TU and TD. It’s possible that the adversary won’t be
able to derive all of these simultaneously due to the complexity of the
ECDLP problem (ECC property). As a result, disclosing one session key
prevents the adversary from discovering others. It is also known as the
No key control property by researchers.

• Replay Attack (RA): Because we have used the timestamps TSu,
TSTA, and accepted delay (delta T) in the authentication phase,
replaying previous messages is pointless. As a result, our system is
resistant to replay attacks.

• Resistance to message modification attack: This attack involves
changing a piece of an anonymous message to have an unauthorized
consequence. In our scheme, the patient’s data carrier generates U 1,
which calculates the session key, preventing the message modification
attack. Furthermore, DC perform e(B1×B2, U1) = e(g1, g2) to check the
correctness of the doctor. Which also prevents message modification.
The confidentiality part of the proposed protocol will make it impossible
to modify the messages. Hence, our scheme can defend against the
message modification attack.

• Resistance to Bogus Message Attack A fake message will not pass the
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message correctness test. Since every patient and doctor examines the
accuracy of the received message concerning the established conditions,
the doctor or patient will finally discard it. Therefore, fraudulent message
attacks cannot succeed against our scheme.

• Unlinkability: Each time, the AACs sent by the patients or doctors are
unique. Because of the short life session keys , arbitrary random numbers
on which these certificates are generated. The anonymous certificates and
signatures have no reference to one another because these random integers
vary. As a result, an attacker can’t link multiple anonymous certificates
and signatures produced by the same patient or physician.
Table 5.2, summarizes the comparison between the existing works and
the proposed one. It is clear from table that the proposed protocol resists
majority of modern attack as shown in Table 5.2. Efficiency of proposed
work is discussed in chapter 6.

Table 5.2: Attack resilient comparison with existing schemes

Security features
and attack

Proposed Scheme [147] [131] [148] [67] [149] [150]

Anonymity and Un-
traceability

✓ ✓ ✓ ✓ ✓ ✓ −

Offline Guessing Attack ✓ – – ✓ yes – NO

Perfect Forward Secrecy ✓ – – – ✓ – –

Sybill Attack ✓ – – — — — —

Known session-specific
temporary information
attac

✓ no yes no – yes

Privilege Insider Attack ✓ ✓ ✓ – ✓ — –

User Impersonation
Attack

✓ – no – ✓ ✓

Doctor Impersonation
Attack

✓ – no – ✓ ✓ ✓

Replay Attack ✓ ✓ — ✓ ✓ — ✓

Mutual Authentication
and Key-agreement.

✓ ✓ no ✓ ✓ – ✓

87



5.7 Summary

Internet of Medical Things (IoMT) is one of the best solutions for the tasks
in COVID-19, such as monitoring the patients in quarantine, regulating the
medical equipment, and performing remote diagnoses on patients. The
inclusions of recent technologies in IoMT, such as artificial intelligence and
big data, have increased its effectiveness by leap and bounce. All these
advancements in IoMT will be sunk if a perfect protocol or scheme is not
included to make this secure and safe from adversaries. The proposed
protocol is best suited for providing authentication for doctors’ safe access to
patient-related data, resistant to recent attacks. Confidentiality features of
the proposed work ensure black box data transfer from one party to another.
The proposed protocol is compared with those only concerned with Medical
IoT (MIoT) and Healthcare infrastructure to maintain its application in the
real World. Furthermore, Performance comparison with contemporary
protocols proves the proposed work is the pinnacle for the IoMT for
COVID-19 and future pandemics.
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Chapter 6

PERFORMANCE EVALUATION

One of the primary challenges is choosing the optimized security protocol
because of limitations like dynamic resources and limited storage. Before
being used in real-world applications, authentication systems must endure
thorough cryptanalysis. In this chapter, we focus significant assaults and
technical approaches against the IoT authentication system.We also covered
current security verification methods and IoT authentication evaluation
strategies. All sections have also discussed the analysis of present protocols,
and some recommendations have been made. We have discussed constraints
for IoT devices and elements of cryptanalysis of authentication schemes of
IoT devices Finally, our work aims to aid future researchers by presenting
security concerns, unresolved problems, and potential future applications of
IoT authentication.

6.1 Introduction

A particular authentication scheme must pass through a solid analysis before
its implementation in any application. Cryptanalysis and Performance
analysis are the two main elements of analysis for IoT devices [79–81].
Cryptanalysis is the study of techniques for deciphering encrypted data
without access to the confidential data generally needed. Knowing how the
system operates and locating a secret key are typically required. Another
name for cryptanalysis is codebreaking or cracking the code. When choosing
or constructing schemes for IoT devices, performance analysis is one of the
centric factors to care very minutely. In performance analysis, various
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factors are concentrated, such as computational cost, communication cost,
and storage capacity. There are various survey papers focusing on IoT
device security in different areas. Ashraf et al. have focused on the maritime
industry. [82]. Yang et al. described the physical security of IoT devices [83]
but lacked all possible attacks. Similarly, Serror et al. have focused on
Industrial IoT [84], but it lacks a description of the simulation tools for the
security analysis of various schemes. On the other hand, Alam et.al,
described cloud-assisted IoT infrastructure [4]. Various informal and formal
proof of security and analysis are discussed in these manuscripts. Some extra
features must be added to make it universally accepted. In the present work,
we would try to give information about all the necessary concepts, which
makes analysis fruitful and effective. Following are the contributions of this
chapter:

• Importance of the security of IoT devices is discussed in detail, which
would help the reader to move towards a thorough study of IoT security.

• All types of attacks will be discussed along with the simulation tools to
simulate the proposed scheme

• All parameters of performance analysis is described with the comparison
of various authentication schemes.

• It would help the researcher to propose a solid and reliable application-
oriented scheme for IoT infrastructures.

6.2 Preliminaries

6.2.1 Informal analysis

In informal analysis, Schemes are checked against all possible attacks. In this
section, we shall first explore the limitations and capacities of adversaries.
Later, we study different attacks.

• Adversary Model: In IoT architecture, adversaries are of two types:
Internal adversaries and External adversaries. Internal adversaries are
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Figure 6.1: Attacks on IoT Authentication

legitimate users, and external adversaries are non-legitimate users.
Dolev and Yao [151] proposed a basic and typical adversarial model in
1983. It is a popular model. According to this approach, adversaries can
read, alter, and decrypt communications with the proper keys. No
statistical or cryptanalytic attacks can be launched by adversaries.
Along with Dolev and Yao’s model, using a power analysis of smart
cards, we have to consider the probability that adversaries might
acquire critical information from lost or stolen smart cards [98].
Furthermore, an adversary would use a network analyzer and
contemporary AI techniques [100] to extract data from network flow.

• Taxonomy of Attacks: We prove that a particular scheme resists attacks
before its practical implementation. There are several possible attacks in
the case of IoT devices. Some major categories are the following:

1. Masquerade attack: In a masquerade attack, the adversary
impersonates a real user on the network by using false identification.
The IoT network can be attacked by masquerade attacks if it is not
adequately secured. These attacks can be prepared using a stolen
identity, such as a user ID or password, or by observing user activity
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tracking. Impersonation attacks, anonymity attacks, user tracking
attacks, insider attacks, and activity tracking are some attacks that
are categorized as Masquerade attacks.

2. Man in the Middle attack: A “Man in the Middle” attack entails an
attacker sneakily breaking into a network and listening in on
conversations between two parties who think they are speaking to
one another directly. In this case, the attacker can forecast network
and security patterns and drop, modify, and alter communication
data. Additionally, they establish new communications within the
system using legitimate users’ data. Eavesdropping, message
modification attacks, false message attacks, and packet analysis
attacks are some variations of the Man in the Middle attack.

3. DOS attack: A denial of service (DoS) attack prevents an
authorised user from using a server or network by sending numerous
requests to the server at once. In a DoS attack, a malicious user
floods the authentication server with requests, temporarily shutting
down the function, particularly prevalent in IoT-based networks.
DDoS attacks, DNS amplification attacks, Rejection attacks and
Desynchronization attacks are some examples of DoS attacks.

4. Forging attack: An attacker can access private information through
a forging attack, which lets them steal the authentication details of a
legitimate network user and pass them off as that person’s credentials.
Gateway forgery, Sensor forgery, Sybil attack, Replay attack, Collision
attack and White-Black Box attack are some major attacks in this
category.

5. Guessing attack: The IoT authentication server keeps the user and
peripheral authentication data, including device id, user id, secret
device key, and user password, for usage in IoT networks. Intruders
attempt to obtain those credentials to enter the system. If they have
direct access to the server, they can extract credentials from it.
Attackers try to guess passwords to establish their legitimacy as
users; however, if they cannot gain the credentials. This is an attack
based on speculation. Chosen plain text attack, Brute force attack,
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offline guessing attack, and Social networking attack are some
guessing attacks.

6. Physical attack: The network is filled with scattered IoT hardware.
These devices can be physically accessed if no physical security
measures are in place. Furthermore, there can be hundreds of IoT
devices, which makes it impossible to protect them from physical
attacks. However, physical attacks are also carried out on mobile
devices, which are more difficult to detect, and static devices, which
can be easily traced. Mobile device loss attacks, Stolen Card
attacks, USB attacks, and Same-Type device attacks are some types
of Physical attacks.

7. Routing attack: A routing attack occurs when an untrusted node
passes data packets to the wrong location. Sinkhole attacks, wormhole
attacks, Black hole attacks, and Linkability attacks are some Routing
attacks. In 2019 Nandy et al. [23], explained various types of attacks
in IoT authentication as shown in figure 6.1. . All the three schemes
discussed in Chapter3, Chapter4 and Chapter5 are compared with
the existing schemes in Table 3.2, 4.2 and 5.2 respectively.

6.2.2 Formal analysis

We pass a particular scheme through verification techniques and
simulation tools in formal analysis. A brief description is as follows:

1. BAN logic allows us to obtain the following critical information about
an authentication protocol:

(a) Each protocol’s purpose (Goal).
(b) The cryptosystem implemented.
(c) Whether or not secrets are used (other than the key).
(d) Is there any assurance that messages will be delivered on time?
(e) Whether the participation of each party is validated by protocol.
(f) To remove redundancy.

2. Protocol validation using AVISPA and SCYTHER: To accelerate
the formulation of the next generation of security protocols and
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enhance their security, it is essential to have tools that enable a
thorough analysis of existing security protocols. It achieves this by
identifying flaws and demonstrating their accuracy. A push-button
tool called AVISPA was introduced by Armando et al. in 2005 for
the automatic certification of Internet security-sensitive protocols
and applications [137]. AVISPA stands for automated verification of
Internet security-relevant protocols and programs. A protocol
designer uses the tool to explain a security issue. The protocols are
implemented effectively by applying the High-Level Protocol
Specification Language (HLPSL). [152]. Additionally, thorough
investigations of AVISPA and its implementation can be found in
the works [4]. The proposed work also includes some critical
recommendations for creating protocols in the HLPSL language,
followed by screenshots of the results of our protocol.

(a) Before doing anything else, each participant’s role is written,
including role name, declaration of local and constant variables,
and transition.

(b) Roles are combined in a session once participant roles have been
established.

(c) Establish the protocol analysis environment, which includes the
scenario to be used, the parallel session instances, and prior
knowledge of the intruder.

(d) The protocol’s security features are then declared to be executed.

All four utilities provided by the AVISPA tools accept the proposed
protocol. Some short descriptions are the following:

(a) OFMC: It performs bounded verification and protocol
fabrication.It stands for On-the-fly Model-Checker

(b) CL-AtSe: It can manage message concatenation associativity and
detect typing errors. It stands for Constraint-Logic-based Attack
Searcher.

(c) SATMC: It creates a propositional formula that encodes a
bounded unrolling of the beginning state, the initial state
provided by the IF, and the conditions signifying a violation of
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the security characteristics. It stands for SAT-based
Model-Checker.

(d) TA4SP: Rewriting and regular tree languages are employed to
approximate attacker knowledge. TA4SP stands for Tree
Automata based on Automatic Approximations for the Analysis
of Security Protocols.

All four tests were passed by our protocol.

3. SCYTHER
We use the Scyther tool (The latest stable version of Scyther is
v1.1.3, which was released on April 4, 2014.) to verify the proposed
scheme formally [146]. It is intended to automatically analyze,
falsify, and verify the security protocol’s attributes. In comparison
to other simulators, the Scyther tool has more features. The Scyther
tool assumes that perfect cryptography is used, meaning that a
message cannot be deciphered from the ciphertext by someone who
does not possess the encryption key. Dolev-Yao’s adversary model
and pattern refining technique are used by this tool. The following
innovative features are present in this tool:

(a) With this tool, we may assess a protocol’s security for both an
unbounded and bounded number of sessions.

(b) The security of a protocol against various attacks can be evaluated
using this tool.

(c) It is to validate both user-defined and automatically generated
claims.

(d) With the help of this tool, it is possible to ensure termination
while analyzing a protocol using infinite sets of traces.

Python was used to develop the Scyther tool. To create a protocol
that may be utilized with the Scyther tool, one must use the Security
Protocol Descriptive Language (SPDL). We have used a Graphical
User Interface (GUI) for this purpose. This prepares the verification
results and, when attacks are detected, a visual representation of the
attack Scyther found on the scheme. We created our authentication
phase in SPDL language to simulate the suggested scheme against the
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Scyther tool. Figures. 5.7 and 5.8, illustrate the simulation’s output.
Our protocol is secure, according to the simulation results.

4. Random Oracle A random function known as a “random oracle ”
responds to each inquiry with a random answer selected randomly
and uniformly from its output domain. It is a mathematical function
that, for each repeated unique query, always chooses the fixed random
response from its output domain.

5. Real-Or-Random Model (ROR): It is the protocol for two-party
authentication key exchange. An adversary can pose Execute, Send,
and Test questions in this model. The adversary may also send as
many Test queries as required to differentiate between instances.

Apart from the above-mentioned tools, some are used in various
authentication schemes such as Game theory, ROM model and SPI
calculus. Some researchers prefer mathematical proof [120].

6.3 Performance analysis

As demanding and novel authentication methods are protecting the IoT
environment from many developing threats, evaluation of those
proposed techniques, attacks, and It is crucial to evaluate their
efficiency. In this paragraph, we talk about some performance analysis
methods, their parameters, and supplementary equations.

1. Average response time: The time it takes the server or GWN to
respond to a client’s request is the response time. Several variables
might impact this, including server configuration, user count,
network bandwidth, volume, kind, and response time.

2. Handshake duration: The IoT network’s “handshaking” process
involves negotiating between two network parties. These parties
may be nodes, servers, sensors, actuators, or users.

3. Computational Cost: Computation in an IoT network also
influences the protocols used. In IoT networks, heavy computation
cannot be done since most network devices have computing
limitations. As a result, designers of protocols constantly strive to
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produce simple authentication methods for Internet of Things
networks. As a result, numerous academics now use hash, XOR, and
concatenation concepts to secure messages as they travel via
networks. The IoT authentication technique also employs ECC,
MOD, and fuzzy commitments.

4. Communication Cost: In the Internet of Things, communication for
authentication can vary depending on the protocol. Additionally, it
may convey a message of contrasting scale to express in stages. As
a result, a process requires a minimum of four messages to create a
secure authentication, and these messages are sent between the user,
sensor, and gateway node or authentication server. The size of those
messages varies because different messages carry different values.

6.3.1 Performance evaluation of discussed schemes

To evaluate performance of schemes discussed in above Chapters,
following are the steps :

1. Schemes are compared with current existing literature.

2. Security features achieved by particular scheme is shown in the tables
in their corresponding chapters.

3. Computational and communication cost has been calculated and
compared with existing schemes.

Here, we would discuss each scheme separately.

Performance evaluation of Scheme of chapter-3

The computational cost of the proposed protocol is compared to that
of other protocols in Table 6.1. We have taken experimented values as
reported in [28,43,102,154] are following: Time to compute hash function
(Th): 0.0005 s, time to compute ECC multiplication (Tecm):0.06307 s, time
to compute fuzzy extractor (Tfe):0.063075. Time to compute ECC point
addition (Teca): 0.010875 s. We have ignored time consumed in XOR and
concatenation operations. At last, we have plotted a graph for better
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Table 6.1: Computational overhead with related schemes of chapter-III

Protocols User TA Cloud
Server

Total overhead

Proposed Tecm + 10Th Tecm + 9Th Tecm + 3Th 3Tecm + 22Th = 0.2002

[41] 13Th 19Th 8Th 40Th = 0.02

[39] 9Th 10Th 19Th 23Th = 0.0115

[34] 4Tecm + 3Th - 6Tecm +
4Teca + 4Th

10Tecm + 7Th + 4Teca =
0.67775

[153] 2Tecm + 6Th - 6Tecm +
4Th + 4Teca

8Tecm + 10Th + 4Teca =
0.35667

[109] 4Tecm +
12Th

- 9Th 4Tecm + 21Th = 0.2628S

[28] 2Tecm +
17Th + Tfe

5Th Tecm + 5Th 3Tecm +27Th +Tfe = 0.333

judgment between security features supported and time consumed by the
proposed protocol and other protocols. The graph of summary of security
analysis is presented for the ease of readers in figure 6.2.

Discussion on the efficiency of scheme in chapter-3

In Chapter-3,Table 3.2, compares the proposed scheme to other relevant
existing protocols in terms of security and functional elements that are
desired or required. Our protocol includes all essential security features.
Existing protocols are missing several key features (as discussed in
Section 3.4.2, informal analysis of proposed protocols), such as
protection against offline password guessing attacks, known key attacks,
stolen card attacks, and impersonation attacks. In addition, the
proposed protocol provides rigorous security analysis and formal
security verification using the widely-accepted AVISPA tool and BAN
logic in subsection 3.4.2. and 3.4.1 respectively. Table 6.1, shows that
the total overhead of the proposed protocol is 0.2 s, which is much less
than most of the existing protocols. Results from Tables 3.2 and 6.1
proves the efficiency of the proposed protocol. Furthermore, Figure 6.2
makes our claim more clear in terms of performance comparison.
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Figure 6.2: Performance Comparison of scheme of Chapter-III

6.3.2 Performance evaluation of Scheme of chapter-4

Computational cost

In the authentication phase, each member needs to compute pairwise
shared keys with each other members. According to Horner’s rule [155],
for each univariate polynomials of t − 1 and h − 1 degree, there is a
requirement of t and h calculations. Here in the proposed protocol, F 2

i (0)
is constant, due to which calculation reduces to Shamir’s secret sharing
scheme. The computation cost is very low in comparison to the other
existing schemes.

Communication cost

The communication cost of membership authentication is meagre
because all the public values associated with the specific user are
broadcast. Furthermore, we have used one shared token component to
encrypt others to avoid dependency on the private channel. Based on
these reasons, we may conclude that it has significantly lower
communication costs than the existing schemes.
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Storage cost

Each member has to store only uni-variate polynomial of modulus P . So
the storage requirement for each member is tlogP bits. This polynomial-
based modulus is far less than the public-key-based modulus [53]. Here
threshold is t. To get collision-free authentication, each member must
simultaneously deal with t + 1 uni-variate polynomial. So overall storage
cost is very low compared to symmetric key-based schemes.

6.3.3 Comparison with existing schemes

All existing schemes can support either user authentication or session
key establishment. On the other hand, our protocol may enable both
membership authentication and session key establishment at the same
time. Furthermore, the complexity of our membership authentication is
O(n), where n is the number of members, which is significantly less than
the traditional one-to-one authentication scheme with complexity
O(n2). In Table II, we have compared the recent scheme for grouped
authentication. From there, we conclude that our scheme can deal with
many attacks in the case of IoT authentication. The number of
computations for 25 nodes by Lee et al. [118] and Chein et al. [156] is
1000 and 2500, respectively. On the other hand proposed scheme uses
less than 100 computations for the same number of nodes. Furthermore,
the figure. 6.3, we can see that number of communication between
nodes is significantly less than others.

Discussion of the efficiency of scheme of Chapter-4

Table 4.2. in Chapter-4, we have seen that proposed scheme is resilient to
most of the common attacks. Informal analysis has been done in section
4.5.1 in terms of AVISPA. To show efficiency of proposed scheme, we have
compared with existing schemes in Figure 6.2.
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Figure 6.3: Comparison of Schemes of Chapter-IV

6.3.4 Performance evaluation of Scheme of chapter-5

6.3.5 Performance Analysis

When we talk about IoMT, we must take such protocols which are related
to IoMT and health care. Due to that, we have chosen only specific
protocols for comparison. In the following subsections, we have analyzed
the proposed protocol’s communication overhead and computational cost
and compared it with existing protocols.

Communication Overhead

We computed communication overhead in this part and compared it to
the existing protocols shown in Figure 6.2. The size of a timestamp, an
element in Zq, and the output of a hash function are typically
considered to be 4, 20, and 20 B, respectively, similarly, the size for the
generation of a cyclic group generator is 20B.
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Table 6.2: Communication Overhead of scheme of Chapter - V

S.No. Protocols No. of hash

1. Proposed Protocol 4Th

2. Li et al. [38] 38Th

3. Fotouhi et al. [39] 68Th

4. Deebak et al. [40] 19Th

5. Wu et al. [25] 27Th

6. Masud et al. [41] 8Th

7. Sharma et.al [42] 23Th

Computational cost

The pairing-based cryptography (PBC) package [145] defines a Type-A
elliptic curve, which is used in our scheme to produce the multiplicative
cyclic groups G1, G2, and GT. To calculate the cost of computing, let
us look at some essential cryptographic procedures: Tp, Th, Ts, and Tm
stand for the times needed to complete bilinear operation, hash
operation, a group of symmetric encryption, and point multiplication
operations, respectively. For the purpose of examining communication
parameters, a test platform is utilised that is used in [157]. Following
multiple simulations, the execution times for each of the time
parameters (Tp, Th, Ts, and Tm) are calculated, with the final values
being the average of all simulation results. Each cryptographic
operation’s execution times - Tp, Th, Ts, and Tm are calculated to be
1.7, 2.6, 0.4, and 0.7 ms, respectively. The suggested protocol’s overall
calculation time is 26.6 ms, which is acceptable for IMoT. The test
setup’s configuration varies from time to time and from scheme to
scheme. Therefore, we have considered the number of hash functions
employed in the schemes to compare the proposed scheme with other
existing schemes based on the computational cost. The proposed scheme
has used a very less number of the hash function as compared to others
as shown in the Table 6.2.
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Figure 6.4: Communication cost comparison of the proposed and conventional protocols
(Scheme of Chapter-V)

Discussion of efficeincy of the proposed scheme of chapter-5

In table 5.2, attack resilient property of proposed scheme has been shown
in chapter-5. Along with that the same schemes has been passed through
AVISPA and Scyther in subsecion 5.2.1 and 5.2.2 respectively.

6.4 Summary

IoT stakeholders can decide on the best authentication system for their
unique use cases by conducting a thorough performance evaluation that
takes these variables into account, striking a balance between security,
efficiency, and usability.

In this chapter, we have highlighted IoT security’s critical importance.
We proceed with the description of all possible attacks. Some major
techniques for formal and informal analysis are discussed. In the last,
we focused on performance analysis.
We hope our study will educate readers on various IoT authentication
threats and techniques. It will also assist incoming researchers in
formulating their proposals for developing robust IoT authentication
protocols to serve end users better.
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Chapter 7

CONCLUSION AND FUTURE
WORK
7.1 Conclusion

IoT security is of critical importance because of the growing prevalence
of Internet of Things (IoT) devices in both personal and professional
settings. These devices are increasingly being used to collect and
transmit sensitive data, such as personal health information, financial
data, and intellectual property. However, many IoT devices are not
designed with security in mind, making them vulnerable to
cyberattacks.

The consequences of a successful attack on an IoT device can be severe.
In addition, the proliferation of IoT devices means that security risks
are constantly evolving and becoming more complex. This requires a
multi-layered approach to security that involves not only securing
individual devices, but also protecting the network and the data that is
transmitted between devices. In this research, we have first discussed
different applications of IoT devices and the need for their security.
Lightweight protocols have been proposed due to various constraints
such as lower processing power, lower battery power, and lower storage
capacity of IoT devices.
In the first protocol, Authentication of cloud-based IoT devices has been
proposed to ensure attack-free communication between IOT devices.
Using the ECDLP property of ECC with Hash and XOR makes the
proposed protocols very hard to break.

In the second work, a novel approach for group-based authentication has
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been proposed by using secret sharing concepts as the core. This work is
very impactful in the case of a group of sensors acting for a specific task.
It takes very less time to be executed than the traditional
authentication schemes.
A novel authentication protocol has been proposed for the medical
Internet of Things (MIoT) for covid-19 and future pandemics. This
protocol uses bilinear pairing with hash and XOR operators which
makes this protocol efficient for challenging situations in pandemics.
In the last, we have performed the performance evaluation of the
proposed protocols that show that these protocols are very efficient to
the existing work in terms of resistance to various attacks, computation
time, and transmission time.

7.2 Limitations

Although we have tried to make the above proposed protocols very
efficient and real for the current scenarios of applications, these
protocols possess certain limitations which can be improved in future
work.

1. First proposed protocol can be tested for the more recent attacks.

2. Second proposed protocol is limited to group-based authentication.

3. Third proposed protocol may not be suitable for the future pandemic
if not repeat the same characteristics as of covid-19.

4. for the performance evaluation, Oracle model, proverif, and other
tools are not used.

7.3 Future Work

There are many open issues related to the research in this thesis. Some
possible future research directions are listed below:

1. To develop security protocols that deal with constraints for IoT
devices and support IoT interoperability and heterogeneity, with the
incorporation of edge and Fog computing.
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2. Some novel techniques, such as blockchain, federated learning, deep
learning, and adaptive authentication, would be used to come up with
robust Security protocols that can be applied in various situations in
the real world.

3. The most common buzz words of this decade, such as smart cities,
smart Hospitals, autonomous vehicles, smart grid, and smart
agriculture, need security solutions with consideration of their
limitations in resources. Contribution to the advancement of the
security of these systems through practical deployment and industry
collaboration would be my first priority.
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ANNEXURE 

HLPSL FOR AVISPA  

 

% Step1: Major stakeholders or participants of the protocol are written. 

% S1P1(Step1-Part1): Role's syntax is written 

 

role alice(U,TA,Sm:agent, 

SK1: symmetric_key, 

SK2:symmetric_key, 

% H is a hash function 

H: hash_func,Snd,Rcv: channel(dy)) 

played_by U 

 

% S1P2: Declaration of local variables. 

 

def=local State:nat,       

Ui,SIDm,PIDu,PSIDm,Pu,B1,B2,X,Au,Cu, 

Eu,BBu,BSm,Y,D,Du,Nu,Nta,TSu, 

TSm,TSta:text, 

Fu,Zu,Lu,LLu,Qta,Vta,Pta,Ju, 

Ku,Wu,WWu,SKu,Skm:message, 

 

% S1P3: Declaration of constants. 

Inc:hash_func 

const alice_server,server_asever,aserver_alice, 

subs1,subs2,subs3,subs4,subs5,subs6: 

protocol_id 

 



% S1P4: Initialization of variables and transitions are written 

init State:=0 

transition 

1.State=0/\Rcv(start)=|> 

State':=1/\B1':=new() 

/\ B2':=new() 

/\Au':=H(Pu.B1') 

/\PIDu':=H(Ui.B2') 

/\BBu':=xor(B2',Au') 

/\Snd({Au'.PIDu}_SK1) 

/\secret({B1',B2',Pu,Ui},subs1,Ui) 

2.State=1/\Rcv({Cu.Eu}_SK1)=|> 

State':=2/\Nu':=new() 

/\TSu':=new() 

/\Du':=xor(Eu,Au) 

/\Fu':=xor(Du',Nu') 

/\Zu':=xor(SIDm,H(Du'.Nu')) 

/\Snd(Fu'.Zu'.PIDu,TSu') 

/\witness(Ui,TA,alice_server,Nu') 

/\request(Ui,TA,alice_server,Nu') 

/\secret({Nu'},subs2,{U,TA,Sm}) 

3.State=2/\Rcv(Qta'.Vta')=|> 

State':=3/\Lu':=H(Nu.Du) 

/\LLi':=xor(Pta,Lu') 

/\SKu':=H(xor(LLu',Nu)) 

end role 

% first participant's role is end here. 

 



% Second participant's role start here. 

role server(Sm,U,TA:agent, 

SK1 : symmetric_key, 

SK2: symmetric_key, 

% H is hash function 

H : hash_func, 

Snd,Rcv: channel(dy)) 

played_by TA 

def= 

local State : nat, 

Ui,SIDm,PIDu,PSIDm,Pu,B1,B2,X,Au,Cu, 

Eu,BBu,BSm,Y,D,Du,Nu,Nta,TSu, 

TSm,TSta:text,Fu,Zu,Lu,LLu,Qta,Vta,Pta,Ju, 

Ku,Wu,WWu,SKu,Skm: message, 

Inc: hash_func 

const alice_server,server_aserver,aserver_alice, 

subs1,subs2,subs3,subs4,subs5,subs6: protocol_id 

init State:=0 

transition 

1.State=0/\Rcv({Au.PIDu}_SK1)=|> 

State':=1/\Cu':=H(Au.PIDu) 

/\Di':=H(PIDu.X) 

/\Ei':=xor(Du',Au) 

/\secret({X},subs3,{S}) 

/\Snd({Cu'.Eu'}_SK1) 

2.State=1/\Rcv({SIDm'.D'}_SK2)=|> 

State':=2/\Y':=new() 

/\PSIDm':=H(SIDm'.D') 



/\BSm':=H(PSIDm'.Y') 

/\Snd({BSm'}_SK2) 

/\secret({BSm'},subs4,{TA,Sm}) 

 

3.State=2/\Rcv(Ju.Ku.PSIDm.Fu.Zu.PIDu.TSu')=|> 

State':=3/\Nta':=new() 

/\Nu':=xor(Fu,Du) 

/\Pta':=xor(Nm,Nta',H(Nu.Du)) 

/\Qta':=H(xor(Nm,Nta').SKta) 

/\Vta':=H(xor(Nm,Nta').SKta) 

/\Snd(Pta.Qta.Vta) 

/\secret({Nta'},subs5,{TA,Sm,U}) 

/\witness(TA,Sm,server_aserver,Nta') 

/\request(TA,Sm,server_aserver,Nta') 

end role 

 

% Third participant's role start here 

 

role aserver(TA,U,Sm:agent, 

SK1 : symmetric_key, 

SK2: symmetric_key, 

% H is hash function 

H : hash_func, 

Snd,Rcv: channel(dy)) 

played_by Sm 

def= 

local State :nat, 

Ui,SIDm,PIDu,PSIDm,Pu,B1,B2,X,Au,Cu, 



Eu,BBu,BSm,Y,D,Du,Nu,Nta,TSu, 

TSm,TSta:text,Fu,Zu,Lu,LLu,Qta,Vta,Pta,Ju, 

Ku,Wu,WWu,SKu,Skm : message, 

Inc: hash_func 

const alice_server,server_aserver,aserver_alice, 

subs1,subs2,subs3,subs4,subs5,subs6: protocol_id 

init State:=0 

transition 

1.State=0/\Rcv(start)=|> 

State':=1/\SIDm':=new() 

/\D':=new() 

/\Snd({SIDm'.D'}_SK2) 

2.State=1/\Rcv(Gi'.Fi'.Zi'.PIDu.TSu')=|> 

State':=2/\Nm':=new() 

/\TSm':=new() 

/\Ji':=xor(BSm,Nm') 

/\Ki':=H(Nm'.BSm.TSm')  

/\Snd(Ju'.Ku'.PSIDm.Fu.Zu.PIDm.TSu') 

/\secret({Nm'},subs6,{S,Sm,Ui}) 

/\witness(Sm,U,aserver_alice,Nm') 

/\request(Sm,U,aserver_alice,Nm') 

3.State=2/\Rcv(Pta.Qta.Vta)=|> 

State':=3/\Wj':=H(BSm.Nm) 

/\WWj':=xor(Rta,Wj') 

/\SKj':=H(xor(WWj,Nm)) 

/\Snd(Qta.Vta) 

end role 

 



% Step 2: Building the session. 

role session(U,TA,Sm:agent, 

SK1 : symmetric_key, 

SK2: symmetric_key, 

H : hash_func) 

def= 

local SI,SJ,RI,RJ,TI,TJ,PI,PJ:channel(dy) 

composition 

alice(U,TA,Sm,SK1,SK2,H,SI,RI) 

/\server(U,TA,Sm,SK1,SK2,H,SJ,RJ) 

/\aserver(U,TA,Sm,SK1,SK2,H,TI,TJ) 

end role 

% Step3: Enviroment in which the protocol is to be analyzed . 

role environment() 

def= 

const U,TA,Sm:agent, 

sk1:symmetric_key, 

sk2:symmetric_key, 

h:hash_func, 

Ui,sidm,pidu,pidu,psidm,pu,b1,b2,x,Au,Cu,Eu, 

bbu,bsm,y,D,Du,Nu,Nm,Nta,TSu,TSm,TAta, 

fu,zu,pta,qta,vta,Ju,Ku: text, 

alice_server,server_aserver,aserver_alice, 

subs1,subs2,subs3,subs4,subs5,subs6,                                    

alice_server_ni, server_aserver_ncs,aserver_alice_nj:protocol_id 

intruder_knowledge={U,TA,Sm,h,Cu,Eu,Fu,Zu, 

pidu,Pta,Qta,Tta,Ju,Ku} 

composition 

session(TA,Sm,U,sk1,sk2,h) 



/\session(U,Sm,TA,sk1,sk2,h) 

/\session(U,TA,Sm,sk1,sk2,h) 

end role 

goal 

 

% Step4: Declaration of security properties 

secrecy_of subs1 

secrecy_of subs2 

secrecy_of subs3 

secrecy_of subs4 

secrecy_of subs5 

secrecy_of subs6 

authentication_on alice_server_Nu 

authentication_on server_aserver_Nta 

authentication_on aserver_alice_Nm 

authentication_on alice_server 

authentication_on server_aserver 

authentication_on aserver_alice 

end goal 

environment () 
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