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ABSTRACT 

 

Ciphertext Policy – Attribute Based Encryption is used to share the data securely as it is a 

challenge because it is an emerging encryption technology and can be very useful used over 

the cloud platform. The CP-ABE scheme has been implemented over the setup of a typical 

university architecture and gives the fine grained access for it. The documents that are sent to 

the data users by the data owners are encrypted first with the ABE encryption and following 

the access control structure on that document and then it can be decrypted when the data users 

wants them and only for those users the file will be decrypted whose attributes will be matched 

according the access control structure. The satisfaction of the attributes will only gives the 

permission to the data user to view the file. Experimental setup has been made and it is shown 

how the file is encrypted according to the file access policy and then the decryption setup is 

made for the data users. Also the encryption/decryption depends on the number of attributes, 

size of the file and the type. The ABE encryption can be implemented over the cloud and it can 

be very useful for the data owners. The user will only be access to the data only if its credentials 

or attributes are matched. The method doing this that was implanting the server with this and 

be made but we are compromising as we cannot trust the servers. So by our technique the data 

can be kept over the server confidentially as it is trusted or not. By CP-ABE the trust factor of 

the servers are also solved as we are not depending on them by this. 
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CHAPTER 1 

INTRODUCTION 

 

In the present paperless workplaces numerous vital reports required by a few people must be 

shareddondcompanywidedservers.dOne and alldofdthedconspicuous necessities in this situation 

is that each archive ought to be available to just couple of clients who are approved to get to it. 

For instance, if a college stores reports of the considerable number of offices at a focal server, 

any workforce of any division can get to any archive. Encryption is one method for putting away 

and transmitting information in an incomprehensible shape. Established strategies for secret key 

based or customary open key cryptographydbaseddarrangementdrequiresdeverydclientdto have 

the same number of passwords or open/private key matches the same number of documents 

he/she all as will needs to get to. Property BaseddEncryptiond(ABE),dfirst introduced by Sahai 

anddWatersdinthis upsetopendkeydcryptographydbydpermittingdcreditdsetdofdclientdtodbeopen 

key rather a of than irregular string.dFurther,dadvariationdofdABEdasdCP-ABEdconspire,dfirst 

proposed bydBethencourtdetdal. It bydcandbedutilizeddtodgiveadmoredproficientdaccess control 

component contrasted with ordinary open key cryptographicdencryption.dIndthisdapproacha 

message is scrambled under an entrance arrangement and unscrambling is fruitful just if 

decryptor's of and propertydsetdrelateddwithdhis/herdprivatedkeydmeetsdthe entrance strategy 

prerequisite. Fine-graineddgetdtodcontroldfordgiving diverse access rightsdtodan arrangement of 

clientsdordindividualdclientsdoverdsecuredscrambled documents is conceivable utilizing this 

strategy. 

Indthisdwork,dwedhavedproposeddCiphertextdPolicy-AttributedBaseddEncryptionof (CP-ABE) 

based a answerdfordfinedgraineddgetdtodcontroldofdcollegedrecords,dwheredspecificdsharingis 

required fordcritical archives put away on a focal area for transferring the imprints by each staff 

of specific subject. Dissimilar of a tom watchword based framework, where every client 

requiresdknowingdwatchworddofdeachdrecordditdneedsdtodaccess,dheredjustda single mystery 

key for each client is required. Likewise, while out in the open key cryptography based 
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arrangement, each archive must be scrambled different circumstances for mystery access by 

numerous clients, in CP-ABE based arrangement record should be encoded just 

once.dThedproposeddCP-ABEdstrategydgivedfinedgraineddgetdtodcontroldofdinformationrs  by 

havingdjustdadsingledbasicdopendkeydanddsingledprivatedforevery client.Indour usage various 

leveled information get to is additionally conceivable. Indthisdpaper,dCP-ABEdhasdbeen 

executed for proposingdcryptographicdsecuritydtodshared records for characteristic based 

accessdbydclients. can perform on document composes like .docx, .pptx, .xls and the .pdf file . 

1.1 Overview 

In this work, we give the first development of a ciphertext-arrangement quality based encryption 

(CP-ABE) to address this issue, and give the first development of such a plan. In our framework, 

a client's private key will be related with a subjective number of characteristics communicated as 

strings. Then again, when a gathering scrambles a message in our framework, they indicate a 

related access structure over properties. A client might have the capacity to decode a figure 

content if that client's qualities go through the figure content's entrance structure. At a numerical 

level, get to structures in our framework are depicted by a mono-tonic "access tree", where hubs 

of the entrance structure are made out of edge entryways and the leaves portray properties. We 

take note of that AND entryways can be built as n-of-n limit doors or potentially entryways as 1-

of-n edge doors. Besides, we can deal with more mind boggling access controls. 

 

Fig.1.1. ConventionaldPublicdkeydCryptographicdSystem 
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1.1.1dCIPHERTEXTdPOLICYdATTRIBUTEdBASEDdENCRYPTION 

 A. AttributedbaseddEncryption(ABE) 

Propertydbaseddencryptiondstrategydisdadkinddofdopendkeydcryptographydwheredany client is 

related to of set properties e.g. name, id, division, assignment and so on. An ordinary open key 

cryptographic framework utilizes two keys; an open key known to everybody and a private or 

mystery key known just to the beneficiary of the message. At the point when a User1 needs to 

send a safe message to User2, he/she utilizes User2's open key to encode the message. User2 at 

that point utilizes her private keydtodunscrambledit.dThedtraditionaldopendkeydcryptographic 

planisappeareddindFigured1.dAssumedthatdandinformationdproprietordneedstostore a document 

File 1 in scrambleddframedondthedfocaldinformationdstockpilingdsoditdcandbedgotten to by 

just User1,dUser2danddUser3.dItdscramblesdthedFile1dwithdthedPRU1,dPRU2and PRU3 (open 

keys of User3, User2 and User1) anddproducedthreeddistinctivedciphertextdrecorddCT1: (1), 

CT2: (1)danddCT3:d(1).dCiphertextddocumentdCT1dcan be unscrambled by just User1's 

privatedkeydPRU1,dCT2dcandbeddecodeddbydjustdUser2'sdprivatedkeydPRU1 anddCT3dcan 

be unscrambled bydjustdUser3'sdprivatedkeydPRU1. 

IndAttributedBaseddEncryption,dworldwidedopendkey (GPK) isdnormal for every one of the 

clients. PrivatedKeyd(PRK)dofdevery client is extraordinary and issueddfromda focal confided 

in specialist. Each client scrambles the document withdthedGlobaldPublicdKey and unscramble 

the recorddwithdhis/herdowndparticulardprivatedkeydrelateddwithdsetdof characteristics. The 

AttributedbaseddEncryptiondconspiredis appeared in Figure 2. Assume that an information 

proprietor needs to store a document File1 in scrambled shape on the focal information 

stockpiling and the record can be gotten to by just User3 and User2 , User1. It encodes the 

File1dwithdthedGlobaldPublicdKeydGPKdanddcreatesdadciphertextddocument CT: (1). The 

ciphertext documentdCTdcandbedunscrambled utilizing distinctive client's privatedkey related 

with the  set ofdqualities.  

Henceforth, ifdtheredared'n'dclients in the framework at that point to give fine grained get to 

control utilizing traditional open keydcryptographydwilldcreate 'n' diverse cyphertext documents 

ant '2n' while keys quality baseddencryptiondstrategydwilldproduce a solitary cyphertext record 

and  '1+n' keys. Along these lines, both cyphertext stockpiling anddencryptiondtimedare spared. 
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Fig.1.2. AttributedBaseddEncryptiondSystem 

 

B. CiphertextiPolicyiAttributeiBasediEncryptioni(CP-ABE) 

IniCP-ABE, worldwideiopenikeyiisinormaliforieveryioneiofitheiclients.Private key and  of every 

client isirelatediwithian arrangement of qualities andiatithe season ofiencryption get to strategies 

are characterizedioveriproperties utilizing consistent administrators [5]. Aitreeigetitoistructureiis 

determined for get to conditions where interior hubs are consistent administrators and outer hubs 

are distinctive properties. A ciphertext document can be gotten to by just those clients whose 

properties indicated atitheiseasoniofikeyiage fulfill theientrance structure. Accessiconditionsiare 

sensible formulae manufacture utilizing values determinediinicharacteristic rundown joined with 

rationale administrators. The rationale administrators can be utilized to characterize the entrance 

conditions, for example, OR, AND and n of t edge gate(where t out of n properties must be 

coordinated in the entrance conditions). Accordingly, AND administrator is n of n edge door as 

well as administrator is 1 of n edge entryway. A client can just unscramble a ciphertext in the 

event that he/she holds a key for coordinating characteristics. Record get to the condition is 

characterized by installed at document to the season of encryptions. Fig. 3 demonstrates a case of 
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ABE-CP conspire. Information proprietor scrambles the message X below the entrance approach 

T. Clients unscramble their cyphertext CT and if clients' trait sets and fulfill their T. 

 

 

                    Fig.1.3. ABE-CP example scheme 

 

1.2 Motivation Study 

In conventional public key cryptographic systems we have to encypt the file many times for the 

different users and also the users have to maintain many passwords for the different files and also 

many pairs of public/ private key pairs for the different files. It was a very hectic scenario for the 

administrator to deal with all the users so in the need of this it came up with the idea of the 

attribute based encryption[1]. In the Attribute based encryption we don't need to encrypt the 

same file several times instead we encrypt the file according to the user. The capacity to amass 

describes into sets and to outline arrangements that can specifically confine the decoding key to 
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utilize credits having a place with a similar set is an intense element more than one may 

understand at first. In this area we outline its flexibility by tackling different issues in various 

settings which did not have any sensibly effective arrangements preceding this.  

The expressive intensity of a CP-ABE plot is given by the class of inquiries into this table the 

plan can bolster. For example, BSW CP-ABE [2] bolsters a substantial class of such questions. 

One test to expand the expressive power is widen this class. Nonetheless, there is another 

essential measurement in which the expressive intensity of CP-ABE plan can be enhanced, by 

supporting a more broad class of characteristic tables. The above portrayal of CP-ABE required 

that every client ID shows up in just a single column in the table. (At the end of the day, the 

client ID must be a "superkey" in the trait table.) obviously, a table can be compelled to have this 

property, yet prompting extensive blow ups in the quantity of planned properties that a client gets 

or the measure of the outlined approach. Then again, a CP-ASBE plan can specifically bolster a 

table with different lines per client: properties in each line is given as a different set.   

 

1.3 Problem Statement 

Attribute Based encryption enables the sender to encode the message without getting the general 

population key testament. Capacity to scramble information with an open key without 

endorsements now and again is an answer of the issue. For instance, the client A can send an 

encoded message to the beneficiary B without PKI or when the beneficiary isn't associated at the 

season of transmission. Identity is seen as an arrangement of engaging traits utilizing 

characteristic based encryption. A client with a mystery key ω can unscramble information 

scrambled with general society key ω', if and just if ωand ω' contrast marginally. The limit of 

unimportance of contrasts is set by some metric d. Expecting the sender needs to scramble the 

report for all clients who have a particular arrangement of properties. For instance, the leader of 

the transport armada needs to pass on data in an encoded frame to drivers. For this situation, the 

information is scrambled with the property of the shape: {"bus armada", "Head", "driver"}. 

Anybody with these characteristics, can unscramble this information. The upside of this 

calculation is that the scrambled record can be transmitted over an open correspondence channel 

or put away on an unprotected server. Hypothetically the characteristic can be any data. It is 
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essential that the characteristic was indistinguishable from the subject or the protest which it is 

doled out or have a place with. As to the subjects nature of characteristics accomplished either 

physically or using specialized, hierarchical and other safety efforts. As for data assets it is 

accomplished by cryptographic strategies. 

For adjustable approval in distributed computing and for getting to control and keeping up 

information secure by disposal processing cost and to accomplishes security against picked 

plaintext assault a framework is created called Cipher-content Policy Attribute-based Encryption 

(CP-ABE) and adaptable legitimacy, under the k-multi-direct Decisional Diffie-Hellman 

presumption are utilized to guarantee the information secrecy and the undeniable nature of 

appointment on untrustworthy cloud servers. The fundamental witticism of our task is for 

accomplishing access control and keeping information secret by decreasing figuring cost and to 

accomplish security against picked plaintext assaults with a specific end goal to demonstrate the 

effectiveness of the proposed work. 

 

1.4 Organisation of Thesis 

The thesis has been organised in various chapters as follows :  

● Chapter 1 tells about the introduction part and gives the overview of the work done and it 

gives the brief idea of the project work. 

● Chapter 2 gives an overview of the related work of the study that is what is the various 

research works have been done in this area and how all those work helped in evolution of 

our study. 

● Chapter 3 gives the summarized research methodologies used in this thesis including 

overview of the recommended framework and the description of ABE system. 

● Chapter 4 tells the final implementation of the work done and the results of that. 

● Chapter 5 Concludes the proposition and explains the future work which can be done to 

improve the system further. 

● Finally, all the references used in the research have been mentioned. 
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CHAPTER - 2 

LITERATURE REVIEW 

 

In [1] : By moving information stockpiling and preparing from lightweight cell phones to 

ground-breaking and brought together processing stages situated in mists, Cloud Mobile 

Computing (MCC) an extraordinarily improve an ability of the cell phones. In any case, when 

information proprietors outsource delicate information to portable cloudiforisharing,ithe 

informationisioutside of theiriconfidediinispaceiandicanpossiblyibeiconceded to untrusted parties 

which incorporate the specialistico-ops.iInformationisecurityiandiadaptableiaccessicontrolihave 

turned into theimostisqueezingirequestsiforiMCC.iToiaddressithisiissue,iweiplan a safe and light 

weight informationigetitoicontroliplotiinilighti\iofiCiphertext-PolicyAttribute based Encryption 

(CP-ABE) calculation,iwhichicaniensureitheisecrecyiofioutsourced information and provide fine 

grained information get the control for MCC. Their plan can clearly enhance the general 

framework execution by incredibly lessening the calculation overheadsiiniencryption and 

unscrambling tasks, give adaptable and expressive information get to control approach, and in 

the mean time empower information proprietors to safely outsource the greater part ofithe 

calculation overheadsiaticell phones toicloudiservers.iTheisecurityiandiexecution assessment 

demonstrate than you plan will secured, exceedingly proficient byand appropriate for light and 

weight cell phones. 

In [2] : In a few appropriated frameworks a client should just have the capacity to get to 

information if a client groups a specific arrangement of cre-dentials or properties. At present, the 

main strategy for upholding such strategies is to utilize a confided in server to store the 

information and intercede get to control. Be that as it may, if any server putting away the 

information is endangered, at that point the confidentiality of the information will be imperiled. 

In this paper we introduce a framework for acknowledging complex access control on scrambled 

information that we call Ciphertext-Policy Attribute-Based Encryption. By utilizing our 

procedures encoded information can be kept confidential regardless of whether the stor-age 
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server is untrusted; besides, our techniques are secure against plot assaults. Past Attribute-Based 

Encryption frameworks utilized ascribes to depict the encoded information and incorporated 

arrangements with client's keys; while in our framework credits are utilized to portray a client's 

certifications, and a gathering scrambling information stop digs a strategy for who can 

unscramble. Along these lines, our meth-ods are adroitly nearer to conventional access control 

strategies, for example, Role-Based Access Control (RBAC). Likewise, we give a usage of our 

sys-tem and give execution estimations. 

In [3] : With the ubiquity of distributed computing, cell phones can store/recover individual 

information from anyplace whenever. Thusly, the information security issue in portable cloud 

turns out to be increasingly extreme and avoids facilitate improvement of versatile cloud. There 

are significant investigations that have been led to enhance the cloud security. Nonetheless, the 

greater part of them are not appropriate for portable cloud since cell phones just have restricted 

figuring assets and power. Arrangements with low computational overhead are in extraordinary 

requirement for versatile cloud applications. The paper is proposed by a lightweight data that can  

sharing by plan (LDSS) by the versatile parallel computing. It embraces CP-ABE, an entrance 

control innovation utilized as a part of typical cloud condition, however changes the structure of 

access control tree to make it reasonable for portable cloud situations. LDSS moves a huge 

segment of the computational escalated get to control tree change in CP-ABE from cell phones 

to outside intermediary servers. Besides, to lessen the client disavowal cost, it acquaints quality 

depiction fields with actualize lethargic renouncement, which is a prickly issue in program based 

CP-ABE frameworks. The exploratory outcomes demonstrate that LDSS can adequately 

decrease the overhead on the cell phone side when clients are sharing information in versatile 

cloud situations. 

In [4] : Ciphertext-strategy property based encryp-tion (CP-ABE) is an exceptionally 

encouraging encryption method for secure information partaking with regards toidistributed 

computing. Informationiproprietoriisipermittedito completely control the entrance strategy 

related withihisiinformation which toibeishared. In any case, ABE-CP is restricted toiaipotential 

securityihazard thatiisiknowniasikeyiescrowiissue,iwherebyitheimysteryikeysioficlients must be 

issued byiaiconfidediinikeyispecialist. Furthermore, a large portion ofitheicurrentiCP-ABEiplans 

can't bolsiter characterstic by the discretionary state and though this we of return to quantity 
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information based sharing and plan with a specific end goal to settle their key nescrow issues of 

in addition enhance their expressivenes and traits, so their subsequent plan by the all most well 

disposed their parallel computer applicationss. We proposeianienhanceditwo-partyikey issuing 

convention thaticaniensureithatineitherikeyispecialistinoricloudispecialist co-op can bargain the 

entire mysteryikeyiofiaiclientiseparately. In addition, we present the idea of trait withiweight, 

being givenitoiimproveitheioutflowiofiproperty,iwhichicaninotijustistretch out the articulation 

from parallelitoidiscretionaryistate,iyetiadditionallyihelpitheimany-sided quality of access 

strategy. Accordingly, both capacity costiandiencryptionimany-sidediqualityiforia ciphertext we 

calmed. The executioniinvestigationianditheisecurityievidenceidemonstrate that the proposed 

conspire caniaccomplishiefficientiandisecureiinformationipartakingiinidistributedicomputing. 

In [5] : The fast development of distributed computing as a recently discovered innovation and 

numerous hazy security issues in it cause numerous difficulties. These difficulties are indicated 

in specialist organization's cloud servers and transmission forms. Likewise, this paper shows a 

model in light of independent information andikeyicloudiserversiandia customer based 

information encription benefit our expanding their unwavering quality at distributed computer 

conditions. Initheiproposedishow,itheikeyiageiprocessiisidoneiinia different cloud application 

and openiandiprivateikeysiareiputiawayiinikeyicloud servers. Additionally, theiencryption and 

unscrambling formsiareidoneiinicustomerisideibyianiadministrationithat named "information 

encryption benefit". By aplying them encription framework as similar report our and finished in 

breaking down their qualities our shortcomings our seven famous unbalanced encryption key 

calculation (RSA-unique, Small-e RSA, Small-d RSA, MERA, RSA-E, and E-AMRSA) as 

indicated by time, keyisizeiandisecurityiparameters.iTheseicalculations were quickly depicted 

and re developediinia similar circumstance foritheire-enactment procedure to examine the 

execution by customer required information encription benefit. Moreover, their scrutiny 

investigation were finished an exploring them execution for portrayed calculations again their 

famous assaults: Brute-Force, Mathematics, and Timing-Attack. As indicated by them outcomes 

RSA-E in their must fitting calculation from utilizing as a part of customer based information 

encryption benefit by accomplishing increasing speed, precision, and security in this 

administration in view of similarity issues in a customer side administration. 
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In [6] : In view of direct mystery sharing and computerized signature, another multi-specialist 

quality based encryption conspire is proposed. In our plan, a mark on a client's character is 

installed in the client's private key. The outsider can straightforwardly follow the personality of 

the proprietor of the private key as indicated by the released private key, and can confirm the 

accuracy of the client's character freely. In addition, numerous specialist focuses mutually create 

the private key of the client, which viably takes care of the security issue existing in an expert 

focus. The capacity execution investigation comes about demonstrate that our plan is 

exceptionally reasonable for distributed computing condition. 

In [7] : Distributed computing is a model on which association and people can work with 

application from anyplace on the planet on request. The real issue of distributed computing is 

saving classification and uprightness of information in information security. The essential answer 

for this issue is encoding cloud information. Security in distributed computing being one of the 

great research point. Numerous systems have been proposed on property based encryption 

strategies. In this paper multi expert various leveled trait based encryption is proposed and it is 

contrasted and key strategy and figure content arrangement property based encryption methods. 

In view of NIST factual test most noteworthy security trait based encryption calculation is 

chosen in cloud. 

In [8] : With the ongoing reception and dispersion of the information sharing worldview in 

disseminated frameworks, for example, online interpersonal organizations or distributed 

computing, there have been expanding requests and worries for conveyed information security. 

A standout amongst the most difficult issues in information sharing frameworks is the 

authorization of access strategies and the help of arrangements refreshes. Ciphertext strategy 

quality based encryption (CP-ABE) is turning into a promising cryptographic answer for this 

issue. It empowers information proprietors to characterize their own entrance arrangements over 

client properties and authorize the strategies on the information to be disseminated. Nonetheless, 

the favorable position accompanies a noteworthy downside which is known as a key escrow 

issue. The key age focus could unscramble any messages routed to particular clients by creating 

their private keys. This isn't reasonable for information sharing situations where the information 

proprietor might want to make their private information just open to assigned clients. Likewise, 

applying CP-ABE in the information sharing framework acquaints another test with respect with 
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the client disavowal since the entrance strategies are characterized just finished the characteristic 

universe. Along these lines, in this investigation, we propose a novel CP-ABE conspire for an 

information sharing framework by misusing the normal for the framework engineering. The 

proposed conspire highlights the accompanying accomplishments: 1) the key escrow issue could 

be understood by without escrow key issuing convention, which is built utilizing the protected 

two-party calculation between the key age focus and the information putting away focus, and 2) 

fine-grained client denial per each characteristic should be possible as a substitute encryption 

which exploits the specific trait aggregate key circulation over the ABE. The execution and 

security examinations show that the proposed plot is effective to safely deal with the information 

dispersed in the information sharing framework. 

In [9] : Asimoreitouchyiinformationiisisharediandiputiawayibyioutsiderilocales on the Internet, 

there willibeiaineeditoiscrambleiinformationiputiawayiatitheseidestinations.iOneidisadvantageiof 

encoding information, it as isithatiiticanibeispecificallyisharedijustiatiaicoarse-grained level (i.e., 

giving another gathering your private key). Weibuildiupianothericryptosystemiforifine-grained 

sharing ofiencodediinformationithatiweicalliKey-PolicyiAttribute-BasediEncryption (KP-ABE). 

In ouricryptosystem,iciphertextsiareimarkediwithisetsiofipropertiesiandiprivateikeys are related 

with airiconditioningicessistructuresithaticontroliwhichiciphertextsiaiclientican unscramble. We 

showtheipertinenceiofiouricon-structionitoisharingiofireview log for the a dataiand communicate 

encryption. Our of the all development underpinsiassignmentiofiprivateikeysiwhich subsumesi\ 

Hierarchcal Identity Based Encryption . 

In [10] : Over and over, property based encryption has been appeared to be the common 

cryptographic device for building different sorts of contingent access frameworks with extensive 

applications, however the arrangement of such frameworks has been moderate. A focal issue is 

the absence of an encryption plot that can work on touchy information productively and, in the 

meantime, gives includes that are essential practically speaking.  

This paper proposes the principal completely secure ciphertext-approach and key-strategy ABE 

plans in view of a standard presumption on Type- III blending gatherings, which don't put any 

confinement on strategy write or on the other hand qualities. We actualize our plans alongside a 

few other noticeable ones utilizing the Charm library, and exhibit that they perform better on all 

parameters of intrigue. 
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In [11] : Distributed computing passes on everything as an administration over the web bolsters 

client request, for instance arrange, programming framework, stockpiling, equipment, 

programming, and assets. Advantages of distributed storage are simple access implies access as 

far as anyone is concerned wherever, in any case, whenever, versatility, strength, cost 

proficiency, and high unwavering quality of the information. So every last association is moving 

its information to the cloud, implies it utilizes the capacity benefit gave by the cloud supplier. So 

there is a need to ensure that information against unapproved access, adjustment or foreswearing 

of administrations on and so forth. To anchor the Cloud implies secure the medicines 

(computations) and capacity (databases facilitated by the Cloud supplier). In this paper we study 

diverse security issues to cloud and distinctive cryptographic calculations adoptable to better 

security for the cloud. 

In [12] : For the vital reason of protection, a few distributed storage encryption patterns have 

been anticipated to anchor the data from those that don't approach. Every single such plan accept 

that distributed storage suppliers are secure and can't be hacked. Be that as it may, by and by, a 

few experts could force distributed storage providers to frame open client mysteries and private 

data. This paper shows an Attribute-Based access to the media inside the cloud wherever it 

utilizes figure ciphertext policy Attribute-Based encryption (CP-ABE) strategy to make relate get 

to administration dole out a key to each client characteristic and scrambles the data bolstered the 

suitably dispersed keys to a cloud is regularly encoded comparing framework. 
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CHAPTER - 3 

Research Methodology 

 

This chapter first describes the description of the Encryption Attribute Based Cipher text system 

our then their architecture of them Attribute based encryption system. The setup environment 

after that in the next chapter the implementation is explained. 

3.1 Description of CP-ABE 

Ciphertext-approach property based encryption (CP-ABE) - hasiswungitoibeian essential 

encryption innovation as itoihandleitheitestiof secure information sharing. IniaiCP-ABE,iclient's 

mystery of keyiisiportrayedibyia characteristic set, and ciphertext is airelatediwithian entrance 

structure. DOiis to beipermitteditoidefineiget to structure over theiuniverseiofitraits.iAiclient can 

unscramble anigiveniciphertextijustiifihis/her quality set matchesitheientranceistructureioverithe 

ciphertext. UtilizingiaiCP-ABEiframework aispecifically into a cloud applicationithatimay yield 

some openiissues.iRightioffitheibat,ialliclients' mystery keys shouldibeiissuedibyia completely 

confided inikeyispecialist (KA). This bringsiaisecurityihazardithatiisiknowniasikeyiescrow issue. 

By knowing anditheimysteryikeyiof a framework client, theiKAicanidecode all the client's 

ciphertexts, and to which airemainsialtogetheriagainst to the will of theiclient.iFurthermore, the 

expressiveness an ofiqualityisetiisianotheriworry.iTo the extent weiknow,itheigreateripartiofithe 

current and CP-ABEiplansicanijust toidepictiparallel state over characteristic, foriinstance,i"1i- 

fulfilling"iandi"0i-inot-fulfilling",ibutiratherinotimanagingiself-assertiveistateitrait. 

3.1.1 Setup steps of CP-ABE : 

• Setupy(1k):yGPK,yMSKy 

Thisyprocedureytakesyaysecurityyparameterykyasyinputyandygeneratesyayglobalypublic key 

(GPK)yandyaymasterysecretykeyy(MSK).yMSK,yGPKyareyusedybyyadminyforykeyygeneratio
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nyofyeachyuser.yGPKyisyalsoyknownytoyeveryyuseryandyusedyinyencryptionyandydecryption 

procedure.  

• Key-generation(GPK ,MSK ,S):mPRK 

Thismproceduremtakesminputmglobalmpublicmkeym(GPK),mmastermsecretmkeym(MSK)man

dmsetmofmattributesmSmofmamusermasminputmandmproducesmamsecretmkeymformthatmpar

ticularmuser.mThemadminmgeneratesmthemprivatemkeym(PRK)mformeveryuser in the system.  

• Encryption(GPK,pM,pT):pCTp 

ThispprocedurepispusedptopencryptpapfilepMpunderpthepspecifiedpdecryptionppolicypTpusing

pGPKpandpgeneratespciphertext,pCT.pAnypuserpinpthepsystempcanpencryptpthepfilepbypspec

ifyingpaccesspconditionspsopthatponlypthepuserspwhosepattributespmatchpwithpaccessppolicy

pcanpdecryptpthepfile.pPolicypcanpbepdefinedpusingprelationalpoperatorsplike‘’,p‘<=’,p‘>=’,p

andp‘=’,pspecificallyponpthepnumericalpattributes.p 

•pDecryption(PRK,pCT,pGPK):pMp 

ThispprocedurepinputspPRK,pCT,pGPK.pIfpuser’spsetpofpattributes,pSpsatisfypthepaccessppol

icypT,pthenpfilepCTpispdecryptedpbypPRKpandpgeneratedpfilepM can be accessed by the user. 

 

 

 

 

 

 

 

 

                                       Fig.3.1. Data Access control  CP-ABE 
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3.2 Construction 

The shown CP-ABE system theiprivateikeysiareiheldiwithiaisetiPiofidescriptiveiattributes. 

When theiclientiwilliencryptiaimessage, he will specify theiaccessipolicyibyiusingian access 

structure ofitheitree,iT.iTheiinternalinodesirepresent logic operators orithresholdigate. If an 

internal nodeixihasinichildreninumberedias 1 to n then thresholdivalueitiofithisinodeiwill be 

1<=t<=n. Ifit=1ithenithresholdigateiworksias OR operatoriandiifit=nithenithresholdigate works 

as ANDioperator.iTheiexternalinodeizirepresents the attributeivaluei,att_valiassociatediwith that 

node 𝐺 𝑋 𝐺 → 𝐺 for pairingioperationsiwhereiG,Giareitwoicyclicigroupsiofiprimeiorderip. 

ABE isiconstructediasifollows : 

1. Setup : ThisiprocedureigeneratesimasterisecretikeyiMSKiasi(β, 𝑔𝛼)𝑖 andiglobal public key 

GPK asi(iG,ig,ih,if,ie(g,ig)).iWhereiα,βiareitwoirandomiintegers . 

2. Key Generation : ThisiwilligenerateitheiprivateikeyiPRKiforieveryiuseriandiaccording to the 

set ofiattributesiSiasifollowsi: 

  

3. Encrypt : By using this procedure the file we have to encrypt will be done under the 

accessitreeistructureiT.iForieveryinodeixiinitheitree whether inside or outside initheitreeiTia 

polynomial will beichoseniinithe drop downimanneriand by start will be taken from the 

rootinodeiofiTiansialsoiassignitheidegreeiofitheitreeiandiwithieachiofitheinodeixiwhichiwill be 

equal toiK-1. 

A random no will be chosenitoisetiq(0)=nifrom the rootinodeiandichoosesidisoiasitoidefine the 

polynomial p.    

  

4. Decrypt : This algorithm will be start by the simply calling of the Decrypt node function 

(PRK,CT,roots)iforitheiaccessitreeiTiofitheiroot node in that. Now if the policies that are defined 

in the encryption if they will be met then the file will be decrypted means if the attributes S if 

they are satisfied we can retrieve our file. 
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 R= DecryptNode(CT,PRK,root). 

3.3 Advancement in work : 

The advancement we can define as what we have modified in our proposed structure. As when 

we were doing or implementing the CP-ABE we were using the AES algorithm to encrypt our 

data. But now we will use the RSA algorithm to propose our new work. We choose RSA as the 

new encryption algorithm because we want to go for a light weight encryption algorithm than the 

previous one and also our performance should increase. So we choose RSA to be implemented in 

place of AES algorithm. I will be presenting the comparison between the two as first we should 

see the comparison between the two as how they works and then we will be showing the final 

outcomes or the results of our compared data. Firstly the AES algorithm as follows: 

A. SymmetriciKey Algorithm : 

The mostivital and the basic isortiofitheiencryptioniisitheisymmetricikey encryption. Symmetric-

key of the calculationsiareithoseicalculationsiwhichiutilizeia similar key foribothiencryptioniand 

decoding. Henceforthitheikeyiisikeptimystery.iSymmetric calculations haveitheibenefitiof not 

devouring excessivelyiofiprocessingiforceiandiit works with fastiiniencryption.iSymmetric-key 

calculations areiisolatediintoitwoikinds: Block cipher andiStreamicipher.iIniblockicipheriinputiis 

taken asiaisquareiofiplaintextiofisettledisizeicontingent upon the kindiofiaisymmetriciencryption 

calculation, keyiofisettledisizeiisiconnectedion to square ofiplainicontentiandiafterithatithe yield 

square ofitheisameimeasureiasitheisquare of plaintext isiacquired.iIniCaseiof stream cipher one 

piece atianyigivenimomentiisiencoded.iSome mainstream Symmetric-keyicalculationsiutilized as 

a partiofidistributedicomputingiincorporates: Data EncryptioniStandardi(DES),iTriple-DES, and 

Advanced EncryptioniStandardi(AES).  

3.1.1 Advanced EncryptioniStandardi(AES)i: 

Advanced EncryptioniStandardiisiaisymmetric-ikeyiblock cipher published asiFIPS-197iin the 

Federal RegisteriiniDecemberi2001iby the Institute of National Technologies and Standard 

(NIST). AES isiainon-Feistelicipher.iAESiencryptsidataiwithiblockisizeiofi128-bits.iIt uses 10, 

12, orifourteenirounds.iDependingionitheinumberiofirounds,itheikeyisizeimayibe 128, 192, or 
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256 bitsiasishowniinifigurei3.iAESioperatesioniai4×4icolumnimajor order matrix of bytes, 

known asitheistate. 

 

Fig.3.2.iAES Structure 

B.iAsymmetriciKeyiAlgorithmi: 

Asymmetric-keyialgorithmsiareithoseialgorithmsithatiuseidifferentikeysifor encryption and 

decryption. Theitwoikeysiare:iPrivateiKeyiandiPubliciKey.iTheiPublicikeyiisiusedibyithe sender 

for encryptionianditheiprivateikeyiisiusediforidecryptioniofidataibyithe receiver. In cloud 
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computing asymmetric-keyialgorithmsiareiuseditoigenerateikeysifor encryption. The most 

common asymmetric-keyialgorithmsiforicloudiare:iRSA,iIKE,iDiffie-HelmaniKeyiExchange. 

 

3.2.2 RSAi:i 

RSAicryptosystemirealizeitheipropertiesiofitheimultiplicativeiHomomorphiciencryption. Ronald 

Rivest, AdiiShamiriandiLeonardiAdlemanihaveiinventeditheiRSAialgorithmiandinamediafteriits 

inventors. RSAiusesimodulariexponentialiforiencryptioniand decryption. RSAiuses two 

exponents, aiandib,iwhereiaiisipubliciand b is private. LetitheiplaintextiisiPiandiCiisiciphertext, 

then atiencryptioniCi=iPaimodin.iAndiat decryption side Pi=iCbimodin.iniisia very large 

number, creatediduringikeyigenerationiprocess. 

 

                                 

Fig. 3.3 RSA Structure 
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CHAPTER - 4 

Implementation and Results 

   

We haveitakeniexampleiofiaiuniversity,iwhereirecordsiareistorediatiaicentraliarea say Location1. 

Every facultyiofiallitheidepartmentsicanigetitoithisidata.iAssumedihierarchyisystemof scholastic 

representatives iniuniversityiisigiveniiniFig. 7. 

 

 

 

 

 

 

 

 

 

 

 

                     

                         Fig.4.1. TypicaliRoleihierarchyiofiAcademiciEmployeesiiniUniversity 
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Presently assume airecordinamediSubject1_D1_B5_Sem2_Lab_Marks_EVEN_2017.dociisiput 

away oniaineighborhoodiserver'Location1'.iHereiSubject1iisisubject name, D1 is the department, 

B5 isiclumpi5iandiSemi2iisiIIisemester.iThis is the imprintsidocumentiwhichiis classified and 

ought toibeigottenitoibyijustibyistaffirelatediwith this cluster. As documentiisiput away on 

regular server,iiticanibeigottenitoibyieverybody. Secret word insurance can be utilized to shield 

document access from unapproved client yet watchword based utilization has operational 

troubles as talked about earlier. There is a need to store the record in scrambled frame to such an 

extent that it is available to just approved clients of that specific file.Weihaveiproposed 

Ciphertext Policy-Attributeibasediencryptioni(CP-ABE)ibasediansweriforiFine Grained Access 

Control oficollegeimarksidata. 

We needitoiforceitheiconditionsithatieitheriworkforcei(asiitiwereiTeacherior Associate Professor 

or AssistantiProfessor)ihavingia place with Department D1ioriHOD,iinstructingithe subject 

Suject1 (Lecture,iinstructionaliexerciseioriLabiofiB5igroup)ioriaihypothesis/labiorganizer of this 

subject oriaccountableiforiSubject1 in EVEN semester 2017ioriairesponsibleifor second 

Semester D1i2017iorianiResponsibleiforiD1i2017icanigetitoithisirecordiasiitiwere. Additionally, 

all theseicanigetitoithisidocument till end ofiEVENisemesteri2017iyetiHODiof D1depatment, 

Dean andiVCicanigetitoitheidocumentiafterithatitoo. 

The fileiaccessistructureiofiaccessipolicyiofithisiexampleiisigiveniinifigi8. 

The entrance treeiis utilized toidescriptian entrance approach that indicates which mix of traits 

can decodeitheiciphertext.iLetitreeiTiwhoseirootihubiisir speak to the entranceistrategy. Each 

inward hubiofiTiisiairationale administrator, for example, "AND", "OR" and "OF", while each 

leaf hub speaks to a trait. A characteristic can be any expressive string that characterizes, orders, 

or comments on the client, to which it is appointed. As indicated by the possibility of mystery 

sharing, every hub of the entrance tree speaks to a mystery. Initheiencryptioniexpression,iwe 

have to top-down recursivelyidoleioutia mystery to every hub. Whileiinithe unscrambling 

expression, weihaveitoibaseiupirecuperateitheimysteryiofitheirootihub. A character can be any 

expression string that characterizes, orders, or comments on the client, to which is to be 

appointed on the database. The university data access policy we have to define so that it can be 

accessed according to the rule and we can apply on the data set of that university easily. The 

query applied on data set can be easily fetched. 
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                     Fig.4.2. TreeiStructureiofiAccessipolicy 
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There areidifferentipropertiesiof every representative, theidocument can beigottenito by just 

those representativesiwhoseipropertiesiesteemsifulfillitheientranceiconditions. Trait rundown of 

representatives areiappearediiniTableiI.iTheseicreditiesteemsiareiutilizeditoiproduceiprivate keys 

of everyiclient. 

 

Name Designation Department ID Role Subject Batch Semester Year 

Faculty1 Assistant Professor D1iDepartment 'IDi=i1554' Lecture Subject1 Batch1 
'Semesteri= 

2' 
'Yeari= 
2017' 

Faculty2 AssistantiProfessor D1iDepartment 'IDi=i1550' Tutorial Subject1 Batch6 
'Semesteri=i

2' 
'Yeari=i
2017' 

Faculty3 AssistantiProfessor D1iDepartment 'IDi=i1535' Lab Subject1 Batch5 
'Semesteri= 

2' 
'Yeari= 
2017' 

Faculty4 AssociateiProfessor D1iDepartment 'IDi=i1249' CoordinatoriTheory Subject1  'Semesteri= 
2' 

'Yeari= 
2017' 

Faculty5 Professor D1iDepartment 'IDi=i1211' HOD     

Mgmt1   'IDi=i1201' VC     

Faculty6 Professor D1iDepartment 'IDi=i1210' In-chargeiD1i2017    'Yeari= 
2017' 

Faculty7 AssociateiProfessor D1iDepartment 'IDi=i1220' In-chargeiD1i2Semi2017    'Yeari= 
2017' 

Faculty8 AssociateiProfessor D2iDepartment 'IDi=i1230' InchargeiD1i2SemiSDFIIi

2017 

Subject1  'Semesteri=i
2' 

'Yeari=i
2017' 

Faculty9 AssistantiProfessor D1iDepartment 'IDi=i1560' Lab Subject5 Batch5 
'Semesteri= 

2' 
'Yeari= 
2017' 

 

TABLEi4.1:iATTRIBUTEiLISTiOFiEMPLOYEES 

 

Our usage utilizes cpabeilibraryiforiABEisetup,ikeyiage,iencryptioniandidecoding tasks and 

PBC libraryiforimatchingibasedicryptographicitasks.iSetupistrategyiproducesithe Global Public 

Key (GPK)iwhat'simore,iMasteriSecretiKeyi(MSK)irecord.iTheseiGPKiandiMSK are utilized to 

produce theiprivateikeyiofieveryiclient.iToicreate private key ofiaiclientihis/her'siqualities are 

used as info. Presently, to store a record on Location1 in encoded shape, get to strategy 

mustibeiimplementedionitheiinformation withithe encryption charge. Accessiarrangement 

isisetiof conditionsispokeitoiiniintelligent formulae on properties joined with logical operators. 

One case of access arrangementiisigiveniinitheiFig.i9. 
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                         Fig.4.3. AccessiPolicy 

 

ForiutilizingiSubject1_D1_B5_Sem2_Lab_Marks_EVEN_2017.dociputiaway on Location1, 

client needsitoiunscrambleitheidocumentiutilizingihis/heriprivateikeyiUiissuedibyifocal expert in 

light ofihisiarrangementiofiqualitiesiS.iDocumentiwouldibeiaccuratelyidecodediutilizing his key, 

if client'siqualitiesicoordinateitheientranceiarrangement,iT,ideterminediiniscrambledidocument. 

4.2 Results and Discussion 

From execution assessment of ABE-CP based encription furthermore, decoding, a few trials 

were performed on sham clients, their arrangement of qualities and shifting record sizes.iAll 

examinations wereidoneiin condition defined in TableiII.iWeihaveiinvestigated theiexecutioniof 

the keyiage,iencryptioniandiunscramblingitasksiwith regard to varying number of properties. The 

outcomes areiappearediiniFigures 10-12. 

 

CPU InteliCoreii5iCPU@2.70GHz 

RAM 8iGB 

OS WindowsiOSi8 

Compiler NetBeans 

Language Java 

ExternaliLibrary GMP,iOpenSSL, TEPLA 

 

                 TABLE 4.2:ENVIRONMENTiOFiPERFORMANCEiMEASUREMENT 

 

(VC or (DeaniandiAcademic)ior 

(1iof(Professor,AssociateProfessor , Assistant_Professor) 

and (D1_Departmentiandi(HODior ((Incharge_D1_2017 

or (Incharge_D1_2Sem_2017ior 

((Incharge_D1_2Sem_SDFII_2017 oriCoordinatorior 

Lecture oriTutorialior (Lab and B5)) andiSubject1) and 

Semester =2)) andiYear=2017))))) 

mailto:CPU@2.70GHz
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                                      Fig.4.4. No.iofiattributesivsiKeyigenerationitime 

                        

                                           Fig.4.5. No.iofiattributesivsiEncryptionitime 
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       Fig.4.6. No. of attributes vs Decryption time 

                 

                                             Fig.4.7. SizeiofifileivsiEncryptionitime 

                    

                                             Fig.4.8. Size of file vs Decryption time 

In Fig. 10, genuine calculation time of mystery key age calculation into the ABE-CP conspire 

them deference changing of number traits from describing every client. The key age 

timeiisisameiwheninumberiofiqualitiesiisibetweeni2itoi4.iTheikeyiageitime increments quickly 

in straight way forinumberiofiascribesifromi4itoi6.iOniexpanding theiquantityiof characteristics 

further, keyiageitimeiadditionally increments yet slowly. This apparently irregular key age 

timeioniexpandinginumberiof traits related withimysteryikeyiisibecause of arbitrary qualities α, 

β, is an  ∈ Z୮ utilized as and part of exponentiation.iOverall,ikeyiageitimeidiffer straightly 

withinumberioficharacteristics. AsiappearediiniFig.i8,iencryptionitimeitooislowly and directly 
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increments withiincrementiininumberiofiqualitiesiutilizediiniindicatingiaccessistrategy. Be that 

as it may, this straight reliance isn't extremely unmistakable in unscrambling times. The 

unscrambling time rely upon the specific accessitreesiandisetiofiqualities included. Moreinumber 

of examinationsicomes about moreidecodingitime.iWeiranidecoding system onisameiciphertext 

encoded underisameiaccessistrategy to a however changing diverse clients' privateikey.iFig.i9 

demonstrates thatiunscramblingitime and a isn't dependantijustioninumberioficharacteristics yet 

additionally onithe particular accessiarrangement ofitheiciphertextiandithe characteristics related 

withitheiprivateikey.iWeihaveilikewise our a dissected theiexecution ofitheiencryption tasks by 

expanding theimeasureiofidifferentikindsiof record like .docx,.pptx, xls .pdfiandisoiforth. The 

outcomes can be to areiappearediinifigure 10 and11.Figurei10idemonstratesithatithe execution of 

encryption methodologyiisibetterifori.xls document than .docirecordisincei.xlsirecord contain 

less dataithani.docirecordilikeidesigniand header informationiandiencryptionitime is around 

following theidirectiassociationiwithirecord and to estimate for bothikindiofidocument. Figure 

11 analyzes and theiexecutioniofi.pdfiandi.ppt record. .ppt documentitakesimoreiencryption time 

than .pdf onitheigroundsithati.ppt record header furthermore, designicontainimoreidata than .pdf 

record. Encryption time increments directly by expanding the record measure. 
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4.3 Screenshots 

 

 

 

Fig. 4.3.1 Add Files 
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Fig.4.3.2 Admin Login 
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Fig.4.3.3 Employee Details 
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Fig.4.3.4 Employee Login 
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Fig.4.3.5 View Files 
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Fig 4.3.6 TCA Login 
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CHAPTER - 5 

Conclusion and Future Work 

 

AyCP-ABEybasedyfineygrainedyaccessycontrolyofydocumentsyhasybeenypresented into an 

university scenario.yDocumentsycanybeystoredyatycentralylocationyandystillyaccessible to only 

thoseyusersywhoseyattributeyvaluesysatisfyytheyaccessypolicy.yItyhasybeenyfound to be an 

efficientycryptographicysolutionyasycomparedytoytraditionalypublicykeyycryptography,yas far 

lesserynumberyofykeysyandyencryptedydocumentsyneedytoybeycreated.yTheywork can be 

further extendedytoysupportyCP-ABEybasedypartialyencryptionyandydecryptionyof documents. 

WeydiscussedytheychallengesyofysecurelyystoringyandysharingydatayinyMCC.yTo solve this 

problem, weyproposedyaysecureyandylightweightydatayaccessycontrolyschemeynamed CP-

ABE, whichycanypreserveytheyconfidentialityyofyoutsourcedydatayandymeanwhile achieve 

fine-grainedydatayaccessycontrolyefficientlyyinyMCC.yComparedywithyprevious works, CP-

ABEyhasysignificantyadvantages.yFirstly,ytheyoverallysystemyperformance can an is improved 

obviouslyybyygreatlyyreducingytheycomputationyoverheadsyinyencryption and decryption 

phrases. Secondly,ythereyis asynoyspecialyrestrictionsyonyaccessypolicyytree,ywhich provides 

expressive andyflexibleydatayaccessycontrol.yLastly,ymobileydevicesycanyeasily complete the 

data processingyoperationsybyyoutsourcingymostyofytheycomputationyoperations to proxy 

servers locatedyinycloud.yForyfutureywork,yweywillyrealizeydynamicyattributeyrevocation in  

CP-ABE toygetybetterycontrolyoveryaccessyprivilege. 
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5.2 Future Work 

The limitationyofytheyapproachyproposed,yisythatyityrequiresyupdatingytheysecretykeyyof a 

user. CurrentlyyweyassumeythatyonlyyTCAycanyadd/delete/updateytheyattributes.yInyfuture, 

we canyconsiderytheyMultiyauthorityybasedysetupytoydealywithytheyissue.yWeycan apply this 

updating featureytoyuseryrevocation,ygroupysignature,yetc.yandymayygetybetter understanding 

of protocol.yCurrentlyyTCAycanychangeyanyyattributeybutyinyfuture,yweycanydivide into 

static andydynamicysuchythatyTCAycanyupdateyonlyydynamicyattributes.yOurycurrent work is 

focusyonythis. 

Inytheyfuture,yitywouldybeyinterestingytoyconsideryattribute-basedyencryptionysystems with 

differentytypesyofyexpressibility.yWhile,yKey-PolicyyABEyandyCiphertext-PolicyABE capture 

two interestingyandycomplimentaryytypesyofysystemsythereycertainlyyexistyotherytypes of 

systems. Theyprimaryychallengeyinythisylineyofyworkyisytoyfindyaynewysystemswith elegant 

forms ofyexpressionythatyproduceymoreythanyanyarbitraryycombinationyofytechniques. 

Oneylimitationyofyourysystemyisythatyityisyprovedyse-ycureyunderthe generic group heuristic. 

We believeyanyimportantyendeavorywouldybeytoyproveyasystem secure under a more standard 

and non-interactiveyassumption.yThisytypeyofyworkywouldybeyinterestingyevenyifyit resulted 

in aymoderateylossyofyefficiencyyfromyouryexistingysystem. 
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